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Abstract

Implantable Medical Devices (IMDs), such as pacemakers and insulin pumps, are widely
deployed today and often use wireless communication with external devices. Establishing
a secure communication channel with an IMD can be life-critical. However, this is
challenging in practice due to the special properties and needs of these devices. To
address this issue, researchers and medical device companies have developed various
types of pairing techniques for IMDs, aiming to bootstrap a cryptographic key between

an IMD and an external device to secure the subsequent wireless communications.

In this thesis, we investigate these techniques and analyze their security, usability, and
deployability (i.e., whether the methods can be deployed in real-world devices) proper-
ties. Specifically, we highlight a worrying drawback in existing work: The pairing process
with an IMD is always designed to be imperceptible to the patient. Assume a patient
with a pacemaker is in a crowded public space (like a bus or a mall), a malicious adversary
could potentially approach the patient and silently pair with their pacemaker without
the patient noticing, which can lead to life-threatening consequences, e.g., changing their

therapy.

To mitigate this concern, we introduce several novel user-driven IMD pairing techniques,
where pairing can be completed only after the user conducts specific physical interac-
tions with the patient’s body, e.g., tapping on their body for a few times. Our approach
makes the pairing process highly perceptible, and thus allows the patient to detect and
stop the pairing at any time. We implement prototypes for our proposed techniques, and
thoroughly evaluate them with human participants. Furthermore, we comprehensively
validate whether our protocol can be potentially deployed in today’s modern IMD prod-
ucts. The results demonstrate promising potential for our proposed pairing techniques.
Our findings point out a new direction for future user-friendly design of security solutions

for IMDs, and can provide value to both academia and medical device industry.
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Chapter 1

Introduction

1.1 Motivation

The number of patients with an Implantable Medical Device (IMD), such as a pacemaker,
an Implantable Cardioverter Defibrillator (ICD), a neurostimulator, or an insulin pump,
has been rapidly growing for decades. According to [5], the global active IMD market
was USD 15.21 billion in 2017, and is expected to grow to USD 30.42 billion by 2025.
Over the last decade, IMDs have evolved significantly both internally and externally.
Currently, IMDs are computationally much more complex and interconnected than ever
before. Meanwhile, there is an ongoing effort towards reducing their size as much as
possible in order to increase the patients’ comfort. For example, Micra AV2 and VR2!,
the most advanced pacemakers from Medtronic (a global leader in medical devices), are

only about the size of a large vitamin capsule [7].

Modern IMDs typically rely on a wireless interface to communicate with external devices.
In particular, we can distinguish between programmer devices through which doctors
can wirelessly send commands to the IMD (e.g., to change the patient’s therapy) and
gather telemetry data, and monitoring devices—located in the patient’s home—which
periodically collect patients’ medical data and send it to the hospital, thus enabling
remote monitoring of the patient’s condition when they are at home. Another emerg-
ing trend that holds the potential to revolutionize patient care is the fact that IMDs
have started to support standard wireless technologies, which enable connections with
consumer products [8]. For instance, Medtronic has incorporated Bluetooth Low En-
ergy (BLE) into IMDs [9, 10], and developed a smartphone app that allows the patient

to view some basic characteristics of their IMDs (e.g., remaining battery level) over a

"Micra AV2 and VR2 were approved by U.S. Food and Drug Administration (FDA) in May 2023 [6].
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BLE link [11]. Clearly, such wireless connectivity provides greater convenience to pa-
tients and doctors [12]. For example, a patient carrying an IMD may undertake medical

examinations and receive personalized treatment without the need to leave their houses.

However, wireless channels also introduce new security threats. Adversaries may eaves-
drop on the wireless channel remotely and obtain sensitive patient information [13], or
even worse, send malicious commands to the IMD to alter its settings [14]. The con-
sequences of these attacks can be severe, as these commands can allow adversaries to
deliver (or disable) a therapy with the goal of causing serious injury or even death.
Unfortunately, previous studies have demonstrated that many IMDs available in the
market today severely lack effective security mechanisms [13-17], leaving a large group
of patients vulnerable targets. Although no real-world attacks against an IMD have
been reported yet, the threats definitely exist—the former vice president of the United
States, Dick Cheney, asked his doctor to disable the wireless interface of his pacemaker

to thwart possible assassination attempts [18].

To address these issues, it is necessary to first establish a secure wireless communication
channel between an IMD and an external device before any sensitive data or commands
are transmitted. This desires a secure IMD pairing protocol in order to establish a
shared cryptographic key (like a 128-bit key for Advanced Encryption Standard
(AES) encryption) between the IMD and the external device, which then becomes the
shared basis for securing all subsequent communications. The thesis focuses on this
topic, aiming to present novel pairing techniques that are essential for the security of

IMDs and, accordingly, the safety of patients.

i

FI1GURE 1.1: Pairing between IMD and external device.

1.1.1 Challenges for Pairing with IMDs

However, pairing in this context can be challenging due to the nature of current IMDs:

1. First, most of the IMDs have strict resource constraints, in particular limited memory
and computational power. Furthermore, most of these devices are operated by a single

non-rechargeable and non-replaceable battery which typically lasts between five and
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seven years (depending on the type of device and treatment) [19]. Once the battery
is drained, the IMD is replaced through a surgical intervention that can pose risks
to patients. Thus, in such resource-constrained devices every single joule matters. In
Chapter 4, we will present a case study focusing on the resources of the Medtronic

Azure pacemaker [8] as a representative example of a modern IMD product.

2. Second, the majority of IMDs are not physically accessible at all because they are
implanted in the patient’s body. Hence, IMDs often do not have any input or output
interfaces, such as a keypad or a screen. Wireless communication with the IMD is
“invisible” to the patient, and there are no means to physically allow communication

(e.g., by pressing a button).

3. Third, most of the wireless connections that have to be made with these devices
cannot rely on any prior trust relation. This is because these network connections
are not static, i.e., the set of external devices one needs to connect to can change quite
often. For instance, during an emergency situation (e.g., heart disease patients that
experience syncope symptoms and become unconscious [20]), the first doctor that
is present (who may have never seen the patient before) might have to establish a
communication link to the patient’s IMD. Equally, multiple devices such as a patient’s
smartphone or a doctor’s tablet can vary during the IMD’s lifetime, considering that

the patient may change their smartphone or go to another doctor.

It is noteworthy that the level of security required for pairing can vary based on the
application scenario. For instance, printers that support Wi-Fi Direct often adopt a
simplistic pairing method that does not require a password [21]. In contrast, life-critical
IMDs are a special application that demands a high level of security, and thus the pairing

process must be highly secure.

Due to these challenges and requirements, the process of pairing with IMDs is usually
fundamentally different from pairing with traditional consumer devices, such as laptops

and Internet-of-Things (IoT) devices (like a Bluetooth door lock).

1.1.2 Previous IMD Pairing Techniques

Several categories of IMD pairing techniques have been proposed, each with particular
merits and limitations. We will briefly introduce them here, and provide a thorough

review and analysis in Section 2.2.

The first category focuses on traditional symmetric key-based techniques. One approach
is to embed a cryptographic key into the IMD during manufacturing [14, 22]. Any
external device possessing this key can then directly pair with it. Although this method
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is convenient and places minimal pressure on the IMD, it also introduces high risks,
particularly in emergency situations where healthcare staff may not have access to the
key. More importantly, if the key is compromised (e.g., exposed online), the IMD needs

to be recalled, otherwise an adversary will be able to access the IMD indefinitely.

On the other hand, public key cryptography-based solutions, like those relying on digital
certificates [23], are challenging to implement due to the need to establish a robust,
global, and costly Public Key Infrastructure (PKI). Furthermore, this approach requires
updates in the IMD whenever an external device is retired or compromised (e.g., stolen).

However, IMDs typically lack an Internet connection to receive these updates.

There are also other designs to secure the wireless link between the IMD and the exter-
nal device. One approach relies on distance-bounding protocol [24]. In this approach,
both the external device and the IMD estimate their physical proximity as a criterion
for pairing, which is often determined by calculating the Round-Trip Time (RTT) of
an ultrasound signal—the time interval between sending the signal and receiving a re-
sponse. This solution, however, requires an ultrasound transceiver in the IMD and

precise measurements of the RTT, a demanding task for resource-constrained IMDs.

Moreover, proxy device-based protocols [25-27] have been proposed, where a proxy
device carried around by the patient (such as a bracelet) serves as a security delegate
for the IMD. This approach can work even with legacy IMDs as it does not need any
modifications to them. However, it places the entire responsibility of security onto the
patient, i.e., requiring them to wear the proxy device constantly, which can lead to
usability concerns, inconvenience, and security compromises in case the patient loses or

misplaces the device.

Over the last decade, the use of Out-Of-Band (OOB) channels—any communication
channel other than a wireless channel—has emerged as a promising way for pairing
with IMDs. Pairings based on these channels usually offer special advantages over the
conventional techniques. For example, they facilitate key exchanges on an ad-hoc basis,

and do not rely on any prior secrets in the IMD.

One approach is to transmit the key via a low electrical current (e.g., 0.5 mA) from the
skin to the IMD [28, 29] (or vice versa [16]), leveraging the human body’s conductivity.
This method offers advantage that the current (i.e., the secret key) is absorbed by
the body, thus remaining concealed from adversaries [16, 29]. However, it poses safety
concerns. For example, medical device companies have claimed that injecting a current

near the IMD could potentially interfere with the device’s therapeutic functions [30].



Introduction 5

Another strategy suggests using human physiological signals® as a shared randomness
source to pair an IMD and an external device attached to the patient’s skin [32]. For
example, previous work has proposed the use of Inter-Pulse-Interval (IPI)—the time
interval between two consecutive R-peaks in an Electrocardiogram (ECG) signal—as a
source of the key [33, 34]. However, the efficacy of known physiological signals as entropy
sources is questionable [35]. In particular, they often lack sufficient randomness [36] and

are susceptible to remote eavesdropping [37].

Previous work has also proposed to transmit the key through an audio [22] or vibra-
tion [38] signal. The primary advantage is that these signals are naturally perceptible
to some extent, which allows patients to react accordingly if they notice a malicious
pairing event. However, studies have indicated that these signals may be susceptible to
eavesdropping from a short distance using a microphone [39]. The audio-based technique
also requires a sound-producing unit in the IMD, which is not available in today’s IMD
products. Additionally, previous research has raised concerns about the practical user
perception of such methods due to their subdued signal amplitude [40, 41] and their

deployability (such as the need for powerful sensors, as we will detail in Chapter 6).

1.1.3 Limitations of Prior Work

Overall, conventional cryptographic techniques (those based on symmetric/public keys)
and other solutions are often unsuitable (or even not viable) in the context of IMDs.

While the use of OOB channels carries unique advantages, it also entails trade-offs.

In this thesis, we specifically focus on one crucial aspect that has regularly been ne-
glected: patient perception. Previous pairing techniques generally lack strong safeguards
against adversaries in proximity of the patient, which try to pair with the IMD without
the patient noticing. Most of the work attempts to make the IMD pairing as unobtrusive
as possible to the patient, rendering the pairing process almost imperceptible. As we will
demonstrate in Chapter 4, many advanced IMDs in the market [10, 11, 42] currently

also follow this guideline.

Such a “seamless” design principle is admittedly prevalent in many everyday security
systems, e.g., when surfing the Internet, users do not notice the pairing with a remote
server using the Transport Layer Security (TLS) protocol. However, this heavily relies
on the assumption that the pairing is sufficiently secure and is initiated by the legitimate
user (both of which are true for TLS in the browser, but not necessarily for an IMD

pairing). As this assumption is often not met [35, 37, 39, 43], we question if this guideline

ZNote that physiological signals are random over time, unlike biometrics (e.g., fingerprint) that are
person-specific and to a large extent invariant [31].
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fits the IMD context, where the device is part of the patient and its security is life-critical.
Instead, we argue for a shift towards a more “seamful” design, increasing security by

enhancing patient perception during the pairing process.

1.2 Research Questions

Based on the background outlined in Section 1.1, we have identified three research

questions addressed in this thesis:
RQ1: What are the existing IMD pairing methods used in academia and industry?

To address this research question, we carried out a comprehensive literature review
of existing IMD pairing protocols (detailed in Chapter 2), and visited a government
cardiology clinic to study and observe the pairing process of a popular pacemaker widely

used worldwide (elaborated in Chapter 4).

Our study revealed a common drawback shared by both academic solutions and real-
world medical devices: a lack of patient perception during the pairing process. We argue
that this could be a significant design issue in this domain, which leads us to our next

research question.

RQ2: Can the principle of “seamful” design be used to create new pairing protocols for
IMDs?

In this thesis, we devise two main categories of pairing approaches with IMDs. The
first approach leverages human bodily motions as an Out-of-Band channel for pairing,
while the second approach utilizes vibration®—a signal inherently associated with a
high level of perception—for IMD pairing. The details of these two techniques and their
thorough evaluation with human participants are provided in Chapter 5 and Chapter 6,

respectively.

Our results show promising potential for our proposed pairing techniques. However, as a
reminder, IMDs are highly resource-constrained devices. It is essential to carefully assess
whether a specific pairing method can be deployed in existing IMD products; otherwise,
similar to a few previous proposals [22, 24], their practical utility may be questionable.

This consideration leads to our third research question.

RQ3: How can our proposed protocols be implemented in such a way so that they can

run on existing IMDs?

30ur proposed pairing technique is inherently different from previous vibration-based approaches and
has special advantages, as shown in Chapter 6.
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To answer this question, we design a lightweight cryptographic protocol for IMD pairing
and meticulously ensure that the protocol can run on devices that simulate the capabili-
ties of current IMDs (or even devices with lower capabilities). Specifically, we thoroughly
benchmark a crucial cryptographic component in our pairing protocol, namely the fuzzy
primitive, on resource-constrained devices (detailed in Chapter 7). Overall, we demon-

strate that our proposed protocol can potentially be deployed in modern IMDs.

1.3 Contributions

The main contribution of this thesis is the development of secure, user-centric protocols
for pairing an IMD with an external device, with a focus on maximizing the patient’s
perception level of the pairing process to enhance security. We mainly contributed to
this field in two ways: (i) by proposing novel cryptographic protocols that involve users
to perform several simple actions, and (ii) by thoroughly examining these protocols’
practical usability among humans and their deployability in modern IMDs. The mapping

of the contributions to our papers is shown in Table 1.1.

Following governing legislation, our research involving human subjects obtained approval
from the ethics committees of the institutions associated with this work, including the
University of Melbourne (where the user studies were conducted) and University of Birm-
ingham. Our work mainly aims to propose new security protocols and countermeasures
against certain attack vectors, and does not entail negative impacts on real-world IMDs

and patients, such as identifying and disclosing the vulnerabilities of existing IMDs.
In detail, our contributions can be summarized as follows:

C1) Analyze a state-of-the-art wireless pacemaker. We conducted an analysis
of the hardware capabilities of an advanced wireless pacemaker—Medtronic Azure [8]—
as a representative example of modern IMDs. Additionally, we studied (but did not
attack) the pairing protocol of this pacemaker model in a clinic setting. We pointed out
potential design issues of this pacemaker’s pairing strategies, which are also shared by

many other IMDs in the market and academic researches.

C2) Design novel user-driven pairing techniques for IMDs. To address the
design shortcomings of prior IMD pairing solutions (in both clinical and academia set-
tings), we devised two main categories of pairing techniques that allow a user (whether
the patient or a doctor) to securely pair with the patient’s IMD by performing certain
simple physical interactions. This process involves a careful design of the types of phys-
ical interactions required, as well as the construction of a cryptographic framework for

the pairing, ensuring that it is secure, usable, and practically deployable.
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C3) Examine the feasibility and usability of our proposed pairing techniques.
We developed three sets of prototypes that implemented our proposed pairing techniques.
These prototypes closely matched the hardware capabilities of real-world IMDs, and were
deployed in an environment that simulated the human body. We evaluated them in a
laboratory setting including (i) a user study of 24 participants, and (ii) a co-design
workshop with IMD domain experts. The results demonstrate promising potential of

our pairing techniques.

C4) Study the deployability of our proposed pairing techniques. We inves-
tigated the deployability of implementing our pairing protocol in resource-constrained
devices such as IMDs. Specifically focusing on fuzzy cryptographic primitives [19], a
critical element in our pairing protocol (and many previous IMD pairing protocols),
we summarized and compared the most widely used algorithms in the cybersecurity
community. Furthermore, we provided open-source and constant-time (i.e., the soft-
ware always executes for a fixed time to defend against timing side-channel attacks [44])
implementations of these algorithms that can be directly deployed in many embedded

systems with limited resources.

For clarity, throughout this thesis, we will refer to our studies that lead to the four
contributions mentioned above as Study I, Study II, Study III, and Study IV. Detailed
descriptions of these studies can be found in Chapter 4, Chapter 5, Chapter 6, and
Chapter 7, respectively.

In keeping with the principle of openness, we publish all relevant data in this thesis,
including the data from our user study and the software used in our prototypes, as

open-source under a permissive license, following relevant ethics guidelines.

TABLE 1.1: Mapping of contributions to our papers.

Paper/Contribution Ci1|C2|C3|C4
OOBKey: Key Exchange with Implantable Medical Devices v v

Using Out-Of-Band Channels*

Towards Secure User-Driven Pairing with Pacemakers® v v v
Using Vibration for Secure Pairing with Implantable Medi- v v

cal Devicess: Development and Usability Study®

FuzzyKey: Comparing Fuzzy Cryptographic Primitives on v
Resource-Constrained Devices [19]

In revision following peer review by the International Conference on Availability, Reliability and
Security (ARES).

®In revision following peer review by the ACM Symposium on User Interface Software and Technology
(UIST).

5In revision following peer review by the Journal of Medical Internet Research (JMIR) Biomedical
Engineering.
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1.3.1 Role of the Author

The research has resulted in four publications, which are incorporated into this thesis.
These articles are published or under review in leading, international, and peer-reviewed

conferences/journals in Ubiquitous Computing and Cybersecurity.

I was the first author of these publications and conducted the majority of the work
(over 50%). Precisely, I introduced the ideas behind the work, initiated the research
process, designed the experiments, and handled the prototype development, participant
recruitment, user study, and data analysis. Furthermore, I prepared the manuscripts
for submission and managed the revision process after receiving peer-review feedback.
My co-authors provided me with feedback and advice on the study design and data
analysis. Moreover, they contributed when preparing the manuscript of the publications.
To reflect this contribution and show appreciation to my co-authors, the scientific term

“we” is used throughout the main chapters of this thesis.

1.4 Thesis Structure

The remainder of this thesis is organized as follows.

Chapter 2 presents a comprehensive literature review to provide an overview of the
context of pairing with IMDs, and to introduce related work conducted in this research
area. This chapter also includes the common assumptions adopted by the IMD security

research community, such as the adversary model and patient model.

Chapter 3 presents the theoretical framing and methodological decisions that are adopted
by our research in this thesis. This chapter explains the motivations behind method-

ological decisions employed for data collection and data analysis.

Chapter 4 demonstrates a case study (Study I) we conducted to examine the pairing

process of a real-world IMD in a clinical setting.

In Chapter 5 and Chapter 6, we detail two concrete IMD pairing techniques we propose
to achieve secure, usable, and deployable pairings (Study II and III). This involves
validating our techniques through the development of prototypes and evaluation by user

studies, as well as presenting thorough data analysis procedures.

Chapter 7 presents our study evaluating and comparing the most commonly accepted
fuzzy cryptographic primitives in resource-constrained embedded systems (Study IV),
in order to ensure their deployability in modern IMDs and to select the best-performing

ones.
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Chapter 8 discusses the results and findings presented in this thesis in line with the
research questions. Also, it details the considerations of potential side-channel attacks,
required user training processes and ethical issues, and future directions for research on

IMD pairing solutions. In the end, we conclude the thesis.

1.5 Impact of COVID-19 Pandemic

In accordance with the university’s regulations related to thesis documentation, this
section provides an honest and objective account of the impact of COVID-19 on my

research. The pandemic has affected our work in two significant ways:

Firstly, Study I commenced approximately two months prior to the onset of the pandemic
and continued for three months following its outbreak. However, due to the escalating
situation, the study had to be prematurely terminated (further details are provided in
Chapter 4). This unforeseen interruption not only changed my future research direction,

but also resulted in the loss of nearly six months’ work without any publications.

Secondly, my research targets the IMD patient demographic, and thus demands the
recruitment of such individuals for our user studies in Study II and III. Unfortunately,
the pandemic posed substantial risks to this vulnerable group, and rendered recruitment
efforts incompatible with the university’s ethics standards. Consequently, the majority

of our study participants were not from the intended patient population.
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Background

This chapter provides an overview of the context of pairing with IMDs, and is structured

into several sections:

In Section 2.1, we outline the core assumptions commonly adopted by the IMD se-
curity research community. This involves clearly delineating the capabilities of key
stakeholders—namely, the adversary and the patient. Based on this, we further propose
a set of requirements that an IMD pairing protocol should meet, in terms of security,

usability, and deployability.

Section 2.2 presents a systematic review of previous proposals for pairing with an IMD.
We rigorously evaluate them against the requirements we outlined above, with an em-
phasis on identifying the advantages and limitations of prior work. Note that this section
only aims to summarize the proposals in academia, and the analysis of the pairing solu-

tions used by real-world medical devices is given in Chapter 4.

To address the limitations of prior work, in Section 2.3, we explore insights from a dif-
ferent research area—pairing techniques with (non-implanted) IoT devices that involve
user-performed motions. We analyze these approaches and highlight their benefits as

well as potential applicability in the context of IMD pairing.

In Section 2.4, we focus on a critical cryptographic element in many previous IMD pairing
protocols and the protocols we propose in this thesis: fuzzy cryptographic primitives.
These algorithms are used to reconcile discrepancies in a shared secret between two
devices without revealing the secret itself to the adversary. We summarize and discuss

the most widely accepted algorithms within the cybersecurity community.

This chapter contains contents from all four articles encompassed in this thesis. In

particular, Section 2.4 is based on the our published work in [19].

11
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2.1 Assumptions and Requirements

In this section, the assumptions regarding the adversary and the patient, as well as the
requirements for an IMD pairing protocol, are summarized based on our comprehensive

review of relevant literature within the context of IMD security [14, 22, 24, 26, 27, 45, 46].

2.1.1 Adversary Model

We consider a sophisticated adversary following the Dolev-Yao model [47], who has full
knowledge of the pairing protocol itself (but not the involved secrets) and the following

capabilities:

Channel/network attacks: We assume that the adversary has full control of the wire-
less channel between the external device and the IMD. This implies that the adversary
can either perform passive attacks by eavesdropping on the communication, or carry
out active attacks, e.g., launch a Man-in-the-middle (MITM) attack by intercepting

legitimate devices’ signals and sending their own messages instead.

Furthermore, in cases when two devices pair by transmitting secrets through an OOB
channel, the adversary may also be able to either eavesdrop or tamper with the data sent
over that OOB channel, depending on the channel’s characteristics (elaborated more in
Section 2.2.2).

Hardware/software analysis: The adversary is able to gain access to examples of
relevant hardware (e.g., by stealing a device programmer from hospital) and can pro-
file and reverse-engineer them, obtaining all firmware and cryptographic keys (of that
specific device). We however exclude the case that an adversary manipulates a target
device (e.g., by replacing its firmware)—this issue can only be addressed through the

use of secure hardware, which is orthogonal to the problem tackled in this thesis.

Proximity: The adversary is able to stay within close proximity (such as a few meters)
to the patient, and may even try physical contact without the patient’s awareness, e.g.,

when the patient is in a crowd or asleep.

The adversary may launch Denial-of-Service (DoS) attacks to manipulate the communi-
cation channel and disrupt the pairing. However, if pairing failures happen repeatedly,
the external device can alert the user, who can take actions to investigate or report
the suspected attacks. Furthermore, these attacks can be specifically mitigated using
off-the-shelf solutions [22, 38].
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Note that here we only present a general overview of the adversary’s capabilities. In the
following chapters that focus on our concrete pairing protocols, we will expand upon
this foundation to detail specific types of attacks an adversary might carry out, such as

brute-force attacks and microphone based attacks.

2.1.2 Patient Model

Typically, patients with IMDs are elderly people. For instance, patients with cardiac
IMDs, such as pacemaker and implantable cardioverter defibrillators, are usually around

63 to 75 years old [48]. There are two primary states for a patient:

Being conscious: This should be the most common state for a patient. Under this
circumstance, we assume that the patient has fundamental cognitive and physical capa-
bilities; otherwise, there are many more straightforward ways to cause severe impacts

on the patient than attacking their IMDs.

Because the IMD and the patient are physically inseparable, it is reasonable to require
the patient to take part of the responsibility for ensuring the IMD’s security: The patient
should be aware of highly perceivable environment changes and potential suspicious
activities. This could include, e.g., unusual signals indicative of IMD pairing attempts,
such as continuous, loud sound or strong vibration that appears when the patient is not
in hospital and under a routine examination. In such cases, the patient should react
appropriately, e.g., by stopping the pairing, seeking help and escaping the scene.

We argue that the patient should not be responsible for anything else. For example, the
patient does not need to wear a proxy device to protect themselves, or be able to detect

a remote adversary who is eavesdropping on the communication channel.

Being unconscious: This can happen in specific extreme circumstances, in particular
during emergencies. For instance, patients with cardiac implants may become uncon-
scious when facing syncope symptoms [20]. Here, anyone with physical access to the
patient should be allowed to pair with their IMD, because in this case there would be
easier ways for adversaries to harm the patient than by hacking their IMD. The patient’s
explicit consent is not required (as is the case for other emergency treatments), because

their safety is the top priority.

2.1.3 Requirements for IMD Pairing Protocols

Based on the previously stated assumptions, we propose a set of core requirements one
must consider in terms of security (Sec), usability (Usa), and deployability (Dep) for a
pairing protocol in the IMD context:
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(Sec 1) Channel-independent security. An adversary with full control of the wire-
less channel and some degree of control of the OOB channel must not be able to com-
promise the security of the protocol (e.g., must not be able to impersonate an IMD to
the external device or vice versa). We will discuss the feasibility of compromising an

OOB channel in the coming sections.

(Sec 2) Device-independent security. An adversary who can fully analyze the hard-
ware/software involved in the pairing process (e.g., a device programmer bought online)
must not be able to compromise the security of the protocol. In particular, this implies
that all secrets are unique to a specific device and that there are no keys shared by

multiple devices.

(Sec 3) Patient perception. For an adversary trying to pair with the patient’s IMD
in close proximity, it is crucial that the patient is able to recognize this malicious activity,
enabling them to seek assistance or escape the scene. Hence, the pairing process should
be highly perceptible. In line with prior work [22, 38|, we argue that the degree of

perception should exceed mere subtle body contact.

It is worth noting that the feedback cue (if any) must be non-cancelable, i.e., the pairing
will not function without it. Otherwise, the adversary can easily remove it when per-
forming attacks. For instance, additional visual or audio cues can certainly be integrated
into the external device to enhance patient perception of the pairing process. However,
these cues would not be essential to the underlying cryptographic protocol (IMDs do not
have cameras or microphones to sense these signals). As such, an adversary can develop
an external device that mutes all such cues, and thus may carry out an unauthorized

pairing without the patient being aware.

(Usa 1) Simplicity. Patients and doctors should be able to easily understand and

learn the steps of the pairing process.

(Usa 2) Executability. A patient or doctor should be able to execute the steps of the
protocol. The protocol should consider physical restrictions the patient may have, e.g.,

some patients are unable to perform strenuous motions.

(Usa 3) Emergency availability. We define an emergency as a serious incident where
the patient becomes unconscious and is unable to move, such as experiencing syncope
symptoms in heart disease patients with cardiac implants [20]. In such cases, medical
staff should be able to access the patient’s IMD without relying on Internet connection

or other long-range communication links.

(Dep 1) Hardware compatibility. The pairing should be deployable to existing IMD

products, and only utilizes the IMD’s existing hardware components. It can be difficult
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to add additional hardware components just for pairing purposes, as such components

will inevitably compete for space with the battery.

(Dep 2) Time efficiency. The protocol must be time-efficient. A long execution time
(e.g., over half a minute) can negatively affect the user experience and emergency avail-
ability. This is especially if the protocol can fail sometimes due to environmental con-
ditions, e.g., paramedic operational mistakes, which could further increase the total

execution time.

(Dep 3) Resource consumption. The protocol must consume acceptable resources
on the IMD in terms of hardware (e.g., extra memory) and energy consumption. To
ensure this, one should carefully design and test the relevant program on the IMD to
guarantee that the medical functions are not affected, and minimize both computational

and communication overheads to conserve battery.

(Dep 4) Consumer device compatibility. As mentioned, nowadays the types of ex-
ternal devices are becoming increasingly diverse and are not limited to dedicated, pro-
prietary devices built by medical organizations [11]. It would be advantageous for the
pairing to be compatible with readily available consumer devices, i.e., smartphones or

tablets.

2.2 Related Work on Pairing with IMDs

In this section, we systematically review the previous IMD pairing approaches proposed
in academia. As a reminder, the pairing aims to exchange a secret cryptographic key that
is only known to the IMD and the external device, which is used to protect subsequent

wireless communications.

We divide such work into two principal categories: (i) conventional pairing techniques,
primarily grounded in the use of traditional cryptographic methods and wireless chan-
nels, and (ii) approaches that utilize an OOB channel for device pairing. We then offer
a comprehensive evaluation of these prior work, aligning them with the unified set of

requirements for IMD pairing protocols that we previously established in Section 2.1.3.

2.2.1 Conventional Pairing Techniques

Symmetric-key based. One approach to secure the connection between an IMD and an
external device is by provisioning them with the same symmetric key during manufactur-
ing [14, 22]. This method places little burden on the IMD. However, it is not compatible

with the envisioned use of IMDs, where multiple personal devices, such as the patient’s
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smartphone or the doctor’s tablet, will need to be connected to the IMD during its life-
time (e.g., when patients change their smartphone or decide to go to another doctor).
Equally, in an emergency situation (e.g., if the patient becomes unconscious or has exac-
erbated symptoms) the doctor may need to get access to the patient’s IMD immediately
using a new device programmer. The problem is that this device programmer may not
be able to retrieve the correct symmetric key on time (e.g., due to not being able to
identify the patient or not having a stable connection with the cloud). More importantly,
if the symmetric key is compromised (e.g., exposed online), the IMD must be recalled

to update a new key; otherwise, an adversary could access the IMD indefinitely.

Halperin et al. proposed a key diversification protocol to alleviate this issue [22]. In
their protocol, an external device can derive the IMD’s pre-installed key using a key
derivation function with a master key and the serial number of the IMD. In this way,
secure communication can be established without requiring the external device to store
a large number of symmetric keys or have access to the cloud. However, the master key
is a single-point-of-failure, because it is shared by many external devices. All IMDs will
be at stake if an adversary manages to obtain the master key from one of them (e.g., by
stealing an external device and performing hardware attacks). Marin et al. proposed
a solution to mitigate this problem by updating the master key periodically [14]. In
this way, an adversary who obtains one master key can only derive valid symmetric
keys of IMDs for a limited period of time. Nevertheless, the security of this method
still depends on the assumption that the master key and the external devices are well

protected, which is challenging to guarantee in practice.

Public-key cryptography based. One can also leverage public-key cryptography to realize
pairing with IMDs. We provide a simple protocol as an example: the external device
first transmits its public key to the IMD. Subsequently, the IMD generates a secret key,
encrypts it using the received public key, and transmits the ciphertext to the external
device. The security of the secret key is guaranteed because it can only be decrypted

using the corresponding private key.

However, the biggest challenge of such a public key-based solution is that it is hard
for the IMD to verify the legitimacy of public keys, i.e., decide whether it belongs to a
legitimate entity instead of a malicious adversary. One can address this issue using digital
certificates, which are widely used in e.g., the TLS protocol. However, a digital certificate
system is hard to manage as it requires the establishment of a worldwide robust and
costly PKI. Moreover, because the external devices can be retired or compromised (e.g.,
stolen), the PKI must have proper mechanisms to revoke such illicit devices and update

this information in the IMD. However, IMDs do not have an Internet connection to
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receive these updates. Therefore, in practice, using public-key solutions also poses a

number of challenges.

Distance-bounding protocols. These protocols are built around the principle that an
external device—which is physically close enough to the IMD (e.g., a few centimeters)—
is legitimate, while any device that exceeds this distance limit is malicious [24, 49]. At
the core of such solutions is a method that leverages cryptography in combination with

physics to allow both devices to reliably and securely estimate the distance to the other.

Distance measurements can be realized by calculating the RTT of a signal, i.e., the time
interval between sending a challenge and receiving the response. However, it can be
very difficult to implement this on resource-constrained IMDs: the IMD must be able
to accurately measure the RTT even if the signal travels very fast, e.g., near the speed
of light for a typical wireless signal. Moreover, the processing time (including the time
to process the challenge and compute the response) of the IMD must be very stable.
Otherwise, the external device cannot tell if a long RT'T is caused by a distance beyond
range, or a software delay occurs in the IMD. Both criteria assume that the IMD is

computationally relatively powerful, where in reality it is not.

Rasmussen et al. proposed a concrete solution that uses ultrasound to calculate the
distance, relying on the fact that adversaries cannot transmit data on the audio channel
using a signal which propagates faster than the speed of sound [24]. A significant ad-
vantage is that the speed of sound is relatively low, thus alleviating the computational
burden of the IMD to some extent. However, this workaround opens the door for worm-
hole attacks [50] and requires an ultrasound transceiver in the IMD, which may not be

a viable option in practice.

Prozy device-based protocols. These protocols delegate security to a proxy device which
can be carried around by the patient (e.g., a bracelet) [26, 27, 51]. One of their main
advantages is that they do not require to modify the IMD, which makes them suitable
for legacy devices with no (or limited) security. Unlike IMDs, the proxy device can have
desirable hardware properties (e.g., higher computational power, rechargeable battery,
Internet connection and input/output interfaces), which can be utilized to provide a
high level of security, e.g., by using public-key cryptography between the proxy and an
external device. After a secure connection is established between them, the proxy can
distribute a session key to the IMD and the external device to build a secure channel. In
emergency situations, a doctor can remove the proxy and connect with the IMD directly

using an external device.

However, this solution requires that a secure communication between the IMD and the

proxy can be established, e.g., based on pre-installed symmetric keys, which again can be
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challenging in practice. Another drawback is that this method requires 24-hour wearing
of the proxy device, which places the security burden on the patient, and also suffers in
terms of usability and convenience. In addition, some concrete solutions [26, 51] protect
the IMD by using the proxy to jam the wireless channel, which can be illegal in certain

countries.

Summary. As we analyzed, conventional symmetric/public key-based pairing tech-
niques and other solutions are often unsuitable (or even not viable) in the context of
IMDs. Furthermore, some existing solutions can only be used in static contexts where
the set of external devices the IMD can communicate with is very small and known at
initialization time. Due to these severe limitations, we do not consider such methods in

the rest of this thesis.

2.2.2 Out-Of-Band Channel-Based Pairing Techniques

In the past decade, the use of OOB channels (i.e., any communication channels other
than a wireless channel) has become a promising approach to establish security between

an IMD and an external device.

The main intention to leverage OOB channels for IMD pairing is that they are generally
considered to be more secure in contrast to long-range wireless channels, and thus are
suitable for transmitting secret keys [16, 22, 38, 46]. Furthermore, compared to some
conventional solutions (e.g., symmetric key-based ones), OOB channels do not rely on
any prior shared information, which is especially advantageous in the context of IMDs.
Moreover, the use of an OOB channel might also bring about additional benefits. For
example, a vibration channel itself is perceptible to some extent, which might further

enhance security as the user can sense when pairing is taking place.

However, compared to wireless channels, OOB channels typically have more limited
bandwidth, can be more costly for data transmission and reception (e.g., in terms of the
energy consumption), and may require additional hardware components (e.g., vibration
transceivers). Therefore, the OOB channels cannot replace wireless channels and are
used only for transporting a small amount of data, i.e., a session key (or a secret value
from which a session key can be generated). After a session key is agreed on, the parties
can apply any standard encryption techniques and transmit the ciphertext through the

wireless channel.

Tattoo or a bracelet as a visual channel. One possible way for establishing a key be-
tween an external device and an IMD-—both in normal and emergency situations—is

to tattoo the IMD key on the patient’s skin or to print it on a bracelet worn by the
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patient [52]. This solution costs little and places little burden on the IMD, however,
the applicability of this idea is debatable. For example, a tattoo can become unreadable
after an accident, can disclose the patient’s condition to others, or be refused by patients
due to the religious, aesthetic, or cultural concerns. Secondly, replacing the secret key
on compromise is very difficult and requires tattoo removal. Equally, a bracelet can be

damaged, lost, or stolen, which can lead to severe consequences.

Audio channel. Halperin et al. [22] were the first to propose transmitting a key through
an audio channel. The main idea is that the IMD generates a random session key and
broadcasts it as a modulated sound wave (4kHz signal generated by a piezo element
embedded in the IMD) such that only an external device in close proximity (a few
centimeters away) to the IMD can demodulate it correctly. One of the main advantages
is that due to the nature of audio signals, patients may notice when a pairing process

occurs.

The authors assume that a remote adversary cannot eavesdrop on the sound wave if
the amplitude is carefully controlled. However, Halevi and Saxena [39] showed that
adversaries can accurately capture the sound using an off-the-shelf microphone from
several meters away. Furthermore, there is no evidence that a sound-generating module,

like a piezo element, is available in current IMDs.

In contrast, Siddiqi et al. [53] proposed an IMD pairing scheme where the secret is
transported using MHz-range ultrasound. The security of their solution is based on
the assumption that the MHz ultrasound waves (generated by an IMD) can only be
received by devices that touch the patient’s body. However, the authors only verified
this security assumption in an acoustic software simulation but not in a real hardware
set-up. Moreover, it is unclear if a MHz ultrasound transceiver can be miniaturized and

embedded inside an IMD. Also, an ultrasound is not perceptible.

Vibration channel. Similar to the audio channel, researchers proposed to use vibration
for pairing an IMD with an external device. The transmitter device (typically the
external device) requires a vibration motor to generate the vibration signal, while the
receiver (typically the IMD) uses an accelerometer to receive it. Saxena et al. [41] were
the first to propose transmitting a key to an IMD via a vibration channel. Kim et al.

[38] followed this direction and improved the time efficiency of the pairing process.

Similar to the audio channel solution, the activity of this channel is also to some extent
perceivable by the patient. Crucially, unlike the audio channel, a strong advantage of
this channel is that sending a vibration to an IMD requires the sender device to directly
touch the patient’s skin. If an adversary was to overpower the signal with a very strong

vibration, this could be easily noticed by the patient.
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However, the vibration is essentially a low-frequency audio signal, which also inevitably
emits acoustic side-channel signals [39]. Another limitation of existing vibration-based
pairing approaches is their reliance on a powerful accelerometer in the IMD with a
sampling rate of at least thousands of Hz, which may not be feasible for resource-
constrained devices. More details of these previous work and their limitations will be

discussed in Chapter 6.

Human body as a conductive channel. The human body can also be used for secret
transmission due to its conductivity. A galvanic coupling technique was often proposed
in this scenario. Concretely, the transmitter injects a low alternating current (e.g.,
0.5 mA) into the skin/tissue, while the receiver can detect the voltage across two receiving
electrodes elsewhere on the body. Wegmueller et al. [54] and Tomlinson et al. [29]
proposed two implementations using galvanic coupling on an emulation of human tissue
and skin, respectively. Marin et al. [16] also proposed a method where an electrical signal
(secret key) is sent from a neurostimulator’s case to an external device that touches the

human skin.

The common assumption of these solutions is that the current is absorbed by the tissue
and emits little side-channel signals outside the body. Both [29] and [16] also tried to
eavesdrop the emanations around the human body, but did not detect any. However,
whether this method can totally defend against eavesdropping attacks is still debatable

and requires further research.

Moreover, this method generally assumes that injecting a low-enough current is harmless
for a patient carrying implants. However, this statement is not based on examinations
conducted on real patients, but based on theoretical data for healthy people [54] or
doctors’ experiences in medical practice [16]. In fact, medical device companies, such as
Boston Scientific [30], have claimed that such current injection might interfere with the
IMD’s therapy.

Physiological signal as a channel. In addition to the aforementioned solutions, where
one of the devices is always responsible for generating and transmitting the secret to the
other via an OOB channel, there are also solutions that rely on a shared entropy source
like the patient’s body. Poon et al. [32] were the first to propose the usage of random
physiological signals extracted from the patient’s body for establishing a cryptographic
key between two devices. Physiological signals are random signals that vary over time,
like the heartbeats. A standard approach consists of each device independently and
synchronously taking a measurement of a chosen physiological signal. For an overview
on the security and functional requirements that a physiological signal must satisfy to

be used in a cryptographic protocol, we refer the reader to [35].
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However, as shown by Marin et al. [35], the security of physiological signal-based cryp-
tographic protocols is questionable, with attacks exploiting weaknesses or limitations
in the selection of the physiological signal, the design of the protocols, or even their
implementation. For example, Lin et al. [33] and Rostami et al. [34] proposed to use
the IPI, i.e., the time interval between two consecutive R-peaks of the ECG signal of
the patient, for pairing purposes. However, Ortiz-Martin et al. [36] and Seepers et al.
[37] have shown that IPI is not an appropriate selection. Overall, there is currently no
known suitable physiological signal that meets all the requirements for being a qualified

entropy source.

Notably, human biometrics, such as fingerprint and facial data, are not suitable for pair-
ing with IMDs [19, 35]. This is because secure pairing requires that the exchanged key
is valid only for a single pairing session, and is completely independent from previous
and future keys, whereas biometrics are (to a large extent) permanent and unchange-
able [31]. If an adversary obtains the patient’s biometric data, they could potentially

use it to gain perpetual access to the IMD, which leads to severe consequences.

Analysis of previous OOB channels. We analyze previous OOB channel-based

approaches against the requirements that we identified in Section 2.1.3. The results are

summarized in Table 2.1 (for security and usability) and Table 2.2 (for deployability).
TABLE 2.1: Evaluation of security and usability properties. Symbols indicate whether

a solution fulfills (@) or does not fulfill (O) a certain evaluation criterion. © means
that the evaluation result is highly controversial.

Security Usability
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Security. Previous attacks [35, 37, 39, 43] have exposed vulnerabilities of visual, audio!,
vibration and physiological signal-based OOB channels, to eavesdropping using micro-
phones or cameras from several meters away, thus potentially violating Sec 1. To defend

against these threats, certain countermeasures have been suggested. For instance, to

! Although MHz-ultrasound channels are claimed to be confidential by [53], we argue that experimental
studies are inadequate and that further testing is necessary.
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safeguard audio and vibration channels, Kim et al. [38] and Anand and Saxena [43, 55
proposed using Gaussian white noise or masking signals to obscure the acoustic leaks.
These approaches have shown promise in thwarting side-channel vulnerabilities against

sophisticated eavesdropping techniques.

On the other hand, for Sec 2, all prior work does not require the protection of examples of
relevant hardware/software to ensure security, because the exchanged secret is not shared
by multiple devices, i.e., it is either re-initialized in each pairing session or uniquely

assigned to a specific device.

Of all the approaches, the audio (not ultrasound) and vibration channel-based solu-
tions offer a degree of audible/tactile feedback to the patient. Nonetheless, the signal
amplitudes were subdued in their initial designs [22, 38]. For instance, the vibration
amplitude in [38] is only around 0.2 g, which is confirmed to produce a limited level of
perceptual intensity to humans [40]. Similarly, the effectiveness of the audio channel is
also questioned by previous research [41]. While amplifying the signal might address
this, it presents challenges as it could lead to more acoustic leakage (harming security)
and potential discomfort for patients (harming usability). Furthermore, these techniques
were not validated on real users. Thus, it is uncertain if they can genuinely satisfy Sec

& in practice.

Usability. The previous work commonly asserted the proposed techniques to have high
usability (i.e., simple to learn and easy to execute): The visual channel-based solution
requires the user to retrieve the secret from a patient’s tattoo or personal item, while
other solutions merely require the user to hold the external device near the patient or
attach it to the patient’s body. Notably, such claims were seldom substantiated with
user studies. Moreover, all methods are “plug-and-play” and the pairing process in

emergency situations is identical to the one employed in hospitals.

Deployability. The deployability of a solution highly depends on the requirements and
limitations of a specific application scenario. For example, a pacemaker is expected to
have stricter size limitations than an insulin pump. Therefore, we do not make strict
judgment on this criterion, but only provide the data from prior work as a reference in
Table 2.2. Note that this data is not always complete, e.g., only a few work provided
an estimated energy consumption value. Additionally, the visual channel-based method
is presented more conceptually, rather than giving a concrete implementation. Further-
more, it only requires a symmetric key to be pre-installed, thus placing little burden on

the IMD. Therefore, we omit it in the following.

For Dep 1, all OOB channels require specific hardware components in the IMD: The

audio-based solutions require a piezo element [22] or a MHz-ultrasound transceiver [53].
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TABLE 2.2: Evaluation of deployability properties in terms of hardware compatibility
(Dep 1), time efficiency (Dep 2), and resource consumption (Dep 3). We discuss con-
sumer device compatibility (Dep 4) separately in the main text.

Hardware Demands (IMD) Time Efficiency Energy Consumption (IMD)
Audio channel ‘ MHz- u{fcllej:i)ile(lluter]{:nizlver [53] 50K bp?f?tﬁle)zl[jj]cdl) [53] ‘ Cla‘irnidl%eﬁﬁ;; .
Vibration channel ‘ accelerometer ‘ 1.5bps (zero error rate mode) [41]; ‘ < 4.5mAh [38]
20 bps [38] (over IMD’s 90-month lifetime)
Human body ‘ a pair of electrodes ‘ 85.3 bps [16]; 50K bps [29]; 4.8K bps [54] ‘ < 2.75mJ [29]
Physiological signal ‘ biosensor (e.g., ECG sensor) ‘ 3.2bps [33]; 4-5.3 bps [46, 56] ‘ <19.68mJ [33]

Current IMDs lack these components, and no indications suggest their integration in
the foreseeable future. The vibration channel demands an accelerometer within the
IMD, a feature existing in cutting-edge IMDs. For example, the Medtronic pacemakers
and ICDs already contain accelerometers for medical purposes® [57-59]. However, it
is important to note that previous vibration-based protocols often require a powerful
accelerometer in the IMD to reliably receive the vibration signal. For example, [38]

utilizes an accelerometer with a sampling rate of 3200 Hz.

In contrast, the technique based on current transmission through the body needs a pair
of electrodes/wires in the IMD to receive the current. To our knowledge, there is no
evidence of their existence in IMDs (though their integration may be feasible). Moreover,
physiological signal-based solutions leverage a biosensor, which can be inherently present

in IMDs for medical use, e.g., the ECG sensor in cardiac implants.

We use bit rate (i.e., bit per second) to represent time efficiency of each method. We
observe that solutions based on audio channels and human body present high data
rates, while the vibration and physiological signal-based methods yield considerably
lower speed. If a 128-bit cryptographic key is to be exchanged, these methods may

result in a pairing duration of dozens of seconds, which potentially violate Dep 2.

Among the energy consumption values in prior work, the physiological signal-based
method reports the most energy with 19.68 mJ per execution. To evaluate this, we first
estimate an IMD’s battery capacity using advanced pacemakers as an example: The
energy density of a pacemaker’s Li/I battery can reach 210 Wh/kg [60]. Hence, assum-
ing the battery constitutes 80% of the total weight of the pacemaker, a 20 g pacemaker
battery—approximated using the Medtronic Azure pacemaker [8] as an example—would
have an energy capacity of roughly 4 Wh (14400 J). Therefore, the energy consumption
of prior work should generally satisfy Dep 3. This is a rough estimation only, and
we emphasis that it is vital to test the energy consumption carefully on the resource-

constrained IMDs, as what we do in Chapter 7.

2An accelerometer is used to enable Medtronic’s Rate Response feature, i.e., adapt the pacemaker’s
pacing rate to changes in the patient’s physical activity.



Background 24

For Dep 4, for the visual, audio, and vibration channels, commercial devices like smart-
phones suffice as external devices, given their inherent features like keyboard, micro-
phone, and vibration motor. However, human body channel is incompatible as it de-
mands the external device to emit a current. The compatibility of physiological signal-

based solutions depends on the type of physiological signal.

Limitations of existing work. As we have discussed so far, existing OOB channels
offer features well-suited to the IMD pairing context; however, they also exhibit certain

limitations:

Vulnerable to injection attacks. Current OOB channels generally lack strong safeguards
against adversaries in proximity of the patient, who try to pair with the IMD (by actively
injecting a key with it) without the patient noticing. This is a crucial aspect that has
largely been overlooked by the research community: most prior works follow the design
guideline that makes pairing with IMDs as unobtrusive as possible to the patient. The
pairing process is invisible in most cases. We will show in Chapter 4 that many advanced

IMDs in the market today [10, 11, 42] also follow this design principle.

However, this principle heavily relies on the assumption that the pairing is adequately
secure and that the implications of a security breach are minor. We question if this
guideline fits the IMD context, where the implant is essentially a part of the patient and
its security is vital. For example, the convenience afforded by unobtrusiveness could

potentially give an adversary the ability to perform attacks silently.

We emphasize that this vulnerability is especially evident in the public spaces of everyday
life. For example, on a crowded bus, it may be difficult for the patient to recognize if
a nearby person is trying to pair with their IMD. In such scenarios, proximity to the
patient, or even brief physical contact with them (a necessary step in many previous
IMD key exchange techniques [28, 29, 33, 38, 46]), could potentially be overlooked by
the patient.

Vulnerable to eavesdropping attacks. OOB channels also face threats from sophisticated
side-channel eavesdropping using microphones and cameras. Fortunately, over the last
decade, such threats have been largely mitigated with various defense strategies [38, 43,
55, 61]. However, we identify another issue in previous works: they commonly propose
using an OOB channel to directly exchange a session key. This simplifies an attack, as
the adversary does not have to recover the secret in real-time during its transmission
over the OOB channel. Instead, they can record the traffic and launch offline brute-force

analysis, potentially increasing the likelihood to compromise the security [39].

Deployability issues. Many proposals cannot be deployed on existing modern IMD prod-

ucts, and are also not compatible with off-the-shelf consumer devices as external devices.
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Another concern is the potential for a prolonged pairing time due to the relatively low
data rates for some OOB channels. For example, vibration and physiological signal based
channels can take dozens of seconds to exchange a 128-bit key, which poses usability and

safety concerns.

2.3 Motion-Based Paring Techniques with IoT Devices

In order to mitigate the injection attacks mentioned above, we draw inspiration from
previous studies, which proposed to pair with (non-implanted) IoT devices by leveraging

motions that users carry out. We review and analyze such work in this section.

One typical approach involves the initiator device (with an output interface such as a
screen) generating a secret. This secret is mapped into a series of motions and displayed
on the output interface. During the pairing process, the user is guided to interact with
the IoT device and complete the motions. For instance, previous work realized pairing
between an IoT and a laptop by having the user pat [62] or wave [63] the IoT device in

certain patterns, following instructions displayed on the laptop’s screen.

Different from the step-by-step guidance approach, previous work also pursued another
direction where user is given more autonomy: users repeat a certain type of motion a few
times, serving as a source of entropy. The underlying principle is that human behavior
inherently exhibits a degree of randomness [64]. Under this approach, one work sug-
gested pairing two IoT devices by holding them together in hand and shaking them [65].
Another approach facilitated pairing between two wearables by asking the user to walk
for dozens of steps [66, 67]. In these scenarios, the secrets originate from the user’s
unique and (to some extent) random shaking gestures and gait patterns, respectively.
Similarly, [68] introduced a pairing method between an IoT device (equipped with e.g., a
button) and a smartphone. This method relied on a sequence of user-generated events,
such as random button presses. Moreover, when pairing two IoT's with tangible screens,

[69] proposed a technique based on simultaneous drawings on both screens.

However, the above methods cannot be directly transferred to IMDs. Some of them
require direct physical contact with the device, which is impossible for IMDs implanted
within the body [62, 68, 69]. Others cannot cope with situations where the patient has
limited or no mobility, e.g., in case of disability or unconsciousness during emergencies.
In these scenarios, the patient is unable to perform the required motions, such as moving
their body to draw specific patterns [63], walking for dozens of steps [66, 67|, or shaking
the device by jumping [65]. On the other hand, it is difficult for medical staff to assist

patients in performing these motions.
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Nevertheless, these methods have provided us with valuable insights due to their unique
advantages: (i) They provide users with an increased sense of control over their devices.
While the user may not understand the underlying technology, they can feel active en-
gagement in the pairing. (ii) The physical motions interacting with the target device
are indispensable. Since IMDs are located inside the patient’s body, any physical inter-
actions must involve the patient directly. This implies that the pairing can be designed
highly perceptible. Consequently, patients hold the authority to decide whether to ex-
ecute the pairing (unless being unconscious in an emergency), acting as an additional
robust countermeasure against unauthorized access. This way, an adversary may not

succeed merely by being in close proximity.

Another promising aspect of human motions is that they can be measured using in-
ertial sensors, e.g., accelerometer and gyroscope [70]. Nowadays, inertial sensors are
becoming more miniaturized and energy efficient, which makes them appropriate for ad-
vanced IMDs. As said, Medtronic has incorporated these sensors into their cardiac IMD
products for medical purposes [57-59]. Moreover, inertial sensors might gain broader
acceptance in IMDs in the foreseeable future. For example, many researchers have pro-
posed to add these sensors on other types of IMDs for medical use, e.g., on insulin pumps
as an adjunct to hypoglycemia treatment [71, 72]. Furthermore, inertial sensors have

been prevalent on consumer devices like smartphones.

However, as acknowledged by many previous studies [63, 68, 73], using human physical
interaction as a means for pairing can inevitably lead to potential visual and/or auditory

side-channel leakage. We will discuss these risks in Section 8.4.

2.4 Fuzzy Cryptographic Primitives

The pairing process involves the IMD and the external device exchanging a secret, which
is used to secure subsequent wireless communications. As mentioned above, previous
work has adopted two primary ways for exchanging this secret: (i) one device transmits
the secret to the other, or (ii) both devices simultaneously measure a shared entropy
source. However, regardless of the method used, discrepancies in the exchanged secret
can occur due to inherent noise, such as sensor measurement noise. For the pairing to

be successful, it is crucial that both devices possess an identical secret.

This section reviews a specific cryptographic component, namely the fuzzy (crypto-
graphic) primitive, which is designed to rectify such discrepancies without revealing the

secret itself to the adversary and compromising the security level. Fuzzy primitives
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play a crucial role in many existing IMD pairing protocols, and are also adopted by our

proposed protocols in this thesis.

This section is based on the our published work in [19].

2.4.1 Preliminaries

We begin by presenting the relevant background needed to understand fuzzy primitives.
Elementary computations for fuzzy primitives are in GF(2™), which contains 2™ distinct
elements represented as {0, 1,...,2™ — 1}. Addition (or subtraction) of two elements is
equivalent to the @ (XOR) operation. Multiplication in GF(2™) is polynomial multipli-
cation modulo an irreducible polynomial of degree m. Equivalently, multiplication can

be efficiently realized with log/antilog tables for resource-constrained devices [74].

A metric space M is a finite set. For each M, there is a definite integer distance
dist (m1, mz) between any two elements m; and mg. The fuzzy primitives discussed in
this thesis rely on two different kinds of metric spaces: (i) Hamming metric space and (ii)
set metric space. In a Hamming metric space, M = F* for an alphabet F. dist(mi, ma)
in M is the Hamming distance, which is the number of positions that m; differs from ms.
For example, for M = {0, 1}3, dist({0, 0, 0},{1, 1, 1}) = 3. Besides, the number of non-
zero elements in my is called mi’s Hamming weight. In a set metric space, M contains
all s-element subsets of a universe U. dist() in M is the set difference, which is the size
of symmetric difference (defined by symdif f(m1, me) = {x € miyUmg | x ¢ m1Nma}).
For example, U = GF(2%) and s = 3, dist({0,1,2},{0,1,3}) = 2. dist(m,ms) is an

even number when the size of mq and ms is the same.

The data type of fuzzy primitives’ input—the (potentially mismatched) secrets possessed
by the IMD and the external device—working on these two metrics is different. The
Hamming metric operates on bit strings, whereas the set metric works with a set of
elements. The choice between these metrics is mainly guided by the nature of the use
case, e.g., whether the exchanged secret is more readily converted into a bit string or a

set.

For instance, when utilizing patient’s ECG data as a shared entropy source for pairing
(see Section 2.2.2), Hamming metric methods can be used, where a bit string can be
created by concatenating the bit representations of each piece of IPI from the ECG
measurement. However, because a bit string is consecutive, these methods are sensitive
to dislocation and erasure errors on the measurements (e.g., due to peak misdetection of
heart beats [75]). One bit erasure at the start of a bit string might lead to a significant

increase in the Hamming distance. Set metric methods alleviate these problems to a
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certain extent. The input in this case is a set, and even if there are order-difference or
erasure problems on set elements, the set difference will not vary substantially. However,
converting, e.g., the ECG data into a set whose elements are uniformly distributed in U

can be complicated, especially when the size of U is large.

Error Correction Codes (ECCs) are frequently used to achieve error-tolerance in
fuzzy primitives. An ECC comprises encoding and decoding phases. In the encoding
phase, the original data is encoded as a codeword, where some form of redundancy is
added. When errors appear in the codeword, the decoding phase recovers the original
data if the total number of errors is below the error tolerance limit. ECCs are represented
by the triple {n, k, t}, where n is the number of symbols of the codeword, k is the number
of symbols of the data (k < n), and ¢ is the maximum number of errors that can be

corrected. The error tolerance is then t/n.

For linear ECC, the syndrome can be generally calculated as c¢- HT, where ¢ (the
codeword) is a row vector and H is the parity check matrix. This syndrome contains all
information necessary for decoding. If a codeword ¢ has no errors, its syndrome syn(c)
is an all-zero vector. If errors appear, the syndrome of a malformed codeword ¢’ is the
syndrome of the error vector e because syn(c’) = syn(c)+syn(e) = 0+ syn(e) = syn(e).
By decoding syn(e), we obtain e if its Hamming weight (i.e., the number of errors) is

<t.

In this thesis, we focus on two common linear ECCs, namely Reed-Solomon (RS) and
Bose-Chaudhuri-Hocquenghem (BCH) codes. Note that all BCH codes we use are binary
codes. RS and BCH were recommended in the first papers on fuzzy primitives [1, 76].
They not only provide flexible parameter selection, but have efficient encoding and
decoding methods. As we will show in Chapter 7, an efficient ECC can greatly improve

the performance of the fuzzy cryptographic algorithms.

2.4.2 Overview of Fuzzy Primitives

Below, we provide an overview of the most widely accepted fuzzy cryptographic primi-
tives in the research community. We distinguish between two classes of constructions: (i)
the ones based on Hamming distance and (ii) those that rely on set difference. Hamming
metric constructions include the fuzzy commitment [76], code-offset [1] and syndrome [1],
whereas the fuzzy vault [77], improved Juels—Sudan [1] and Pinsketch [1] are set metric

constructions.

To better understand and compare different fuzzy primitives, we first define a common

goal for them: they aim to enable the IMD and the external device to agree on a 128-bit
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cryptographic key (which is sufficient for, e.g., AES encryption) based on a previously
shared secret (which is likely to be not identical but rather similar between two devices).
We denote the transmitter and receiver devices as TX and RX, respectively. Both fuzzy
commitment and fuzzy vault are used to securely transport a cryptographic key from
TX to RX that is concealed by the shared secret. In contrast, all constructions based

on fuzzy extractors extract the key from the shared secret itself>.

We refer to the secrets possessed by TX and RX as sc and sc’, respectively. £ denotes
the extraction of sc or sc/, including signal sampling and analog-to-digital conversion.

R . Shuf fle . . .
< denotes random value generation. # refers to randomly mixing elements in

a set, while the process of calculating the roots of a polynomial is denoted as Joots
(0,1)* represents an -bit length string. We use {x,y}* to represent a set consisting of
s distinct elements. In all fuzzy cryptographic constructions described below, the first
step is for TX and RX to extract sc and sc/, respectively. In the rest of this section, we

will omit this step when describing each of the fuzzy cryptographic constructions.

1) Fuzzy commitment. Figure 2.1 illustrates how the fuzzy commitment scheme
can be used to securely transport a cryptographic key from TX to RX. Initially, TX
generates a random key and encodes it to form a codeword. Subsequently, TX masks
the codeword by XORing it with sc and then sends the resulting value (denoted by fc)
to RX. Upon receiving fc, RX generates codeword’ by XORing fc with s¢’. Only if the
distance between codeword and codeword' is less than the maximum number of errors
that the ECC can correct, RX can successfully recover the cryptographic key previously
generated by TX.

Much like standard commitment schemes, fuzzy commitment schemes are both conceal-
ing and binding. The former indicates that an adversary is unable to open the commit-
ment in order to recover the committed value, whereas the latter refers to the fact that
it is impossible to modify the value after committing to it. The binding process can e.g.,
be realized by TX sending the hash of the codeword with fc to RX. We omit this step
and focus only on the key exchange step, similar to [68]. However, it is worth noting

that the binding process might be necessary in more complex cryptographic protocols.

2) Fuzzy vault. The fuzzy vault, shown in Figure 2.2, is an order-invariant version of
the fuzzy commitment. It is designed to “lock” a cryptographic key into a vault using
a set of features A, such that the vault can be unlocked only by using a set of features
B that is sufficiently similar to A (under some similarity metric). Concretely, the fuzzy

vault works as follows: initially, TX generates a cryptographic key and then embeds it as

3Dodis et al. also defined several fuzzy extractor constructions on the edit metric [1]. However, these
constructions are not suitable for the use case of IMD pairing. Therefore, we do not consider them in
the thesis.
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FIGURE 2.1: Fuzzy commitment
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F1GURE 2.2: Fuzzy vault

coefficients in a univariate polynomial p(). Afterwards, TX generates a number of valid
points (x,y), where x is an element in the set sc and y = p(z), as well as invalid points
(also known as ‘chaff points’) that do not lie on p() used for concealing the valid points.
Both the valid and chaff points are then mixed and sent to RX. For each of the received
points (z,y), RX verifies whether z is in s¢/, and if so, keeps the point. Once this is
completed, RX performs polynomial reconstruction based on all the kept points. Only if
there is a sufficiently large overlap between sc and sc¢/, RX can successfully reconstruct

p() and recover the key by concatenating the coefficients of the polynomial.

3) Fuzzy extractors. In general, all fuzzy extractors comprise two main steps. First,

the mismatches of the shared secret at the TX and RX sides are corrected by sharing
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so-called helper data. Afterwards, both sides use the agreed identical secret as the
input to a strong random extractor (e.g., a secure hash function), whose output is the
cryptographic key shared between TX and RX. In this thesis, we consider four concrete

constructions based on fuzzy extractors in Hamming and set metrics.

3.1) Code-offset construction. This construction, shown in Figure 2.3, is similar
to the fuzzy commitment scheme. The main difference is that sc is the secret in
this construction, while in the fuzzy commitment, sc is used to conceal the key. In
particular, the code-offset construction works as follows: first, TX generates a ran-
dom nonce and encodes it as codeword using a pre-defined {n,k,t} ECC. Then,
TX calculates ss = codeword @ sc and sends it to RX, which in turn recovers the
codeword = ss @ s¢’ = codeword & sc ® sc’. Note that codeword and codeword can
be different due to mismatches between sc and sc¢’. Yet, these errors can be corrected
in the ECC decoding if the mismatch rate is under the error tolerance of the ECC. In
this case, RX obtains sc = Decode(codeword’) @ ss. Finally, both TX and RX utilize

a strong extractor to extract the same key from the agreed sc.

sc E2t (0,1)™

sc &2t (0,1)™

nonce < (0,1)F

codeword = Encode(nonce) ‘
s

[
’ key = StrongExtractor(sc)

codeword = ss @ sc

’ codeword = Decode(codeword')
’ key = StrongExtractor(sc) ‘

FIGURE 2.3: Code-offset construction of fuzzy extractor

3.2) Syndrome construction. This construction, shown in Figure 2.4, is based on
the syndrome decoding of an ECC. First, both TX and RX regard sc and sc¢’ as a
codeword and calculate their syndromes as syn and syn’, respectively. The syndrome
calculation method depends on the underlying ECC. Then, TX sends its syndrome syn
to RX. After receiving syn, RX calculates syn ® syn’, which would result in an all-zero
vector if sc = sc¢/. Otherwise, assuming that the mismatch vector is mis = sc @ sc/,
syn @ syn’ is the syndrome of mis, whose decoding result is mis if the mismatch

rate is within bounds. Then, one can recover sc = mis @ sc¢’. Finally, both TX and
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RX utilize a strong extractor to extract the same key from the agreed sc. Compared
to the code-offset construction, an advantage is that the length of the syndrome is
always smaller than that of the codeword, substantially reducing the communication

overhead.

syn = Syndrome(sc) | syn’ = Syndrome(sc’) |
syn
I

| key = StrongExtractor sc) syn' = syn @ syn’

| sc¢ = Decode(sc, syn’) |

| key = StrongExtractor(sc) |

—

FIGURE 2.4: Syndrome construction of fuzzy extractor

3.3) Improved Juels—Sudan construction. Shown in Figure 2.5, this construction
relies on polynomial reconstruction. First, TX assumes that there is a monic polyno-
mial p(z) = [],cs (z — w), whose roots are the elements in sc. This polynomial is
regarded as the sum of two parts prigh() + Piow(), Where ppigh() consists of the first
t 4+ 1 elements of it and py, () comprises the rest of the elements. TX calculates the
coefficients of ppign() and sends its lowest t coefficients (the first coefficient is 1) to
RX. Then, RX generates several points (z,y), where z is in s¢’ and y = ppign(x). If
sc’ & sc, most of the generated points will also be on pjy,(), so we can reconstruct
Plow() successfully. Afterwards, RX can obtain sc by searching for all the roots of
P() = Phigh() + Piow(). Finally, both TX and RX utilize a strong extractor to extract
the same key from the agreed sc. Compared with the fuzzy vault, this construction

has much lower communication overhead because only some polynomial coefficients

have to be sent.

3.4) Pinsketch construction. Figure 2.6 shows the “Pinsketch” construction for fuzzy
extractors. This is based on an ECC. The main idea of this method is as follows:
assuming the universe size is u (u is restricted to be 2™ — 1 for some integer m), a set
set can be viewed as a vector {0, 1}*, with 1 at position where x € set and 0 otherwise.
In this way, we regard sc and sc’ as two u-length vectors v, v' whose Hamming weight
is the set size s. First, both TX and RX calculate the syndromes of v and v’ as sstx
and ssrz, respectively. Then, TX sends its syndrome sstx to RX, while RX calculates

syn = sstx @ ssrx. If the mismatch rate is under the error tolerance of the underlying
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ECC, the syndrome decoding result of syn is the symmetric difference between sets

sc and sc, which helps correct the mismatches. Finally, both TX and RX utilize a

strong extractor to extract the same key from the agreed sc. Because sc and sc’ are

regarded as binary vectors, BCH codes are particularly suitable in this case and were

also suggested in [1].
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Methodology

This chapter elaborates the theoretical framing and methodological decisions that un-

derpin our research.

In this thesis, we present two studies that develop two primary categories of IMD pairing
techniques: Study II focuses on pairing based on the user’s bodily motions (detailed in
Chapter 5), and Study III explores pairing using vibration signals' (detailed in Chap-
ter 6). The techniques we propose adhere to the same cryptographic framework, employ
identical user study protocols (user studies were conducted to validate our proposed
techniques), and utilize the same prototype design and implementations, as well as eval-

uation metrics. We introduce these unified methodologies in this chapter.

In Section 3.1, we introduce the complete cryptographic protocol we propose for pairing
between an IMD and an external device, detailing the rationale behind the design of
the framework and providing a comprehensive security analysis. In Section 3.2, we
explain our methodology regarding the user study protocols, including the design and
development of prototypes and the recruitment of human participants. In Section 3.3,
we detail the metrics we use to evaluate the results of our user study and assess the

performance of our proposed pairing techniques.

This chapter contains contents from our Article I, II and III. Note that this chapter
focuses predominantly on methodological elements that are relevant across the entire
thesis. For detailed information pertaining to each individual study, we refer the readers

to the respective subsequent chapters.

In particular, the content in Section 3.1.2 is mainly from Dr. Mark Ryan, who is a

co-author of Article I.

'Our pairing technique using vibration is fundamentally different from previous work like [38], and
offers unique advantages in the IMD context.

34
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3.1 Framework of Our IMD Pairing Techniques

As a reminder, we aim to develop new IMD pairing methods that overcome the short-
comings identified in both academic literature (as summarized in Section 2.2) and real-
world IMD implementations (presented in Chapter 4). Specifically, existing approaches
are found to be (i) not perceptible enough, which makes them susceptible to injection
attacks by nearby adversaries who attempt to pair with the IMD without the patient
noticing, (ii) prone to eavesdropping attacks, particularly offline brute-force attacks, and
(iii) challenged by deployability issues, such as prolonged pairing duration, and incom-

patibility with existing IMD products or off-the-shelf consumer devices like smartphones.

In this thesis, we propose a novel protocol to pair (i.e., to exchange a cryptographic
session key) with an IMD, which largely mitigates both injection and eavesdropping
attacks, is compatible with state-of-the-art IMDs and prevalent consumer devices, and

completes within several seconds.

3.1.1 The Cryptographic Protocol

The complete protocol is demonstrated in Figure 3.1. We will provide a detailed expla-

nation of the protocol in this section.

The external device first initializes the pairing—this can be any existing wake-up process

adopted by current IMD products [9]. Subsequently, two steps are executed:

(1) OOB key exchange: The IMD and the external device first exchange an ephemeral
and low-entropy secret, namely Short-Term Key (STK), via an OOB channel that

carries a high level of patient perception, thereby mitigating injection attacks.

This process involves both devices simultaneously taking measurements from an in-
ertial sensor (M and M’ in Figure 3.1), which has been prevalent in modern IMDs
and consumer devices. Due to potential inherent noise in the sensor measurements, a
fuzzy cryptographic primitive [19], such as a fuzzy extractor [1], is utilized to rectify
such noise (that is within a certain threshold) and exchange the STK without reveal-
ing the secret to the adversary. In Figure 3.1, we employ the syndrome construction
of the fuzzy extractor due to its low computation and energy load on embedded sys-
tems, as we will demonstrate in Chapter 7. Full details of this construction are given

in Section 2.4.

In Study II and III, we propose two categories of user-driven OOB channels that aim

to provide high patient perception to increase security. The first category of OOB
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channel requires the user to hold the external device and perform several bodily mo-
tions (body rotation or tapping) on the patient’s body. The second category utilizes
a specific physical signal—wibration, which naturally offers high user perception—for
pairing between two devices. In Chapter 5 and Chapter 6, we will detail the design

of these OOB channels, and describe our evaluation results with humans.

Both OOB channels require the user to perform a series of motions. Throughout
this process, the two devices measure sensor readings, which are then utilized as a
shared secret for pairing. For instance, in our rotation-based pairing method, the
IMD (or the external device) records an integer rotation angle in degrees every time
the user executes a body rotation, resulting in a sequence M (or M’ for external
device) = {my, ma,...,my} (where x is the total number of required motions) upon
completion of all motions. Subsequently, sc (or sc’) is formed by concatenating the
bit representations of the data points in the motion sequence M (or M), which is

then used as input for a fuzzy extractor to exchange the STK.

(2) PAKE: After the IMD and the external device exchange the STK, subsequently and
instantly, they execute a Password-authenticated Key Agreement (PAKE) method [78§]
to further exchange a robust and high-entropy Long-Term Key (LTK) as the session
key. A concrete example of PAKE is DH-EKE. Here, the STK plays the role of
the “password” in the PAKE. The prerequisite for successful PAKE execution is
that both parties share the exact same STK; otherwise, the legitimate devices can
detect a failure, thus abort the current session and require a restart (i.e., a new STK

exchange). This means that sc and sc¢’ (see Figure 3.1) must be sufficiently similar.

The involvement of a PAKE has two major advantages. First, the protocol execution
time can be reduced. Instead of exchanging the entire session key (most likely a 128-
bit key), the OOB channel is used solely to bootstrap a short STK. The PAKE
employs the normal wireless channel and is thus usually much faster compared to
the OOB exchange.

Second, the PAKE can also significantly reduce the potential for eavesdropping: (i)
It rules out offline brute-force attacks (i.e., record the traffic and perform offline
exhaustive search) on the OOB channel. The STK is short-lived and only valid
until the start of the PAKE, which means that the adversary must obtain the STK
online in a usually short timeframe. (ii) The adversary cannot endanger the patient
by passive observation alone. For example, assume DH-EKE (see Figure 3.1) is
used as the PAKE, then the underlying Diffie-Hellman scheme naturally prevents
the adversary from obtaining the LTK by eavesdropping only. (iii) It restricts the
time of attempts of a MITM adversary. Through proper implementation of a PAKE,
the adversary is confined to a single attempt to run the PAKE with a legitimate
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device [3]. The adversary’s failure (e.g., due to possessing a wrong STK) will lead to

the abortion of the current session.

IMD External Device

Initialization
- - - - - - - >
......................................................... \
| read M = {my1, ma, ..., mx} | @ read M’ = {m}, m), ..., mj.
[ [
Bitstring , Bitstring ,
SC ¢————— s¢/ «———M
| syn = Syndrome(sc) | | syn’ = Syndrome(sc”)

| STK = StrongExtractor(sc) | syn’ = syn & syn’

| s¢’ = Decode(sc’, syn”) |

| STK’ = StrongExtractor(sc”)

. syn

| pick a, A = g*mod p | @ pick b, B = gPmod p

w = h(STK) w’ = h(STK’)

Encrypt(w, A)

LTK’ = APmod p; pick C;

Encrypt(w’, B||C1)

LTK = B*mod p; picks Cz

Encrypt(LTK, C1]|C2)

| if Cq is not received, abort

Encrypt(LTK’, Cy)

| if Cy is not received, abort |

FIGURE 3.1: Our pairing protocol. (I) is OOB key exchange, which involves measuring
sensor data and applying a fuzzy extractor scheme (the syndrome construction, see
Section 2.4 for details) [1] to remove noise from these measurements. Bitstring is the
process of converting a set of integers into a bit string. “Syndrome” stands for the
syndrome generation phase of an error correction code, while “StrongExtractor” refers
to the application of a strong extractor (such as a secure hash function [2]) on the
data. @ is XOR operation. “Decode” denotes the decoding part of an error correction
code. (2) is PAKE (here we use DH-EKE [3] as a concrete example). g and p are
public parameters. h() is a secure hash function, and Encrypt(key, msg) refers to the
encryption of the message msg with key. Note that although we use fuzzy extractor
and DH-EKE, many other fuzzy primitives or PAKE methods may also be applicable.
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It is noteworthy that the required amount of entropy for STK is critical, yet it is more
subjective than a unified standard in previous research [63, 68]. For our pairing protocol,
considering that the adversary has only one single attempt for MITM attacks due to
the use of PAKE, we believe that it is sufficient as long as the entropy of STK exceeds
existing industry standards, such as 4-digit PIN codes (used in, for example, ATM
machines, Bluetooth technology, and other security systems [79]) with an entropy of
13.3 bits. This would limit the adversary’s success probability in brute-force attacks to

less than 0.01% (assuming the adversary is limited to guessing only).

3.1.2 Security Analysis with PAKE

We believe that our proposed OOB channels can effectively mitigate injection attacks.
The pairing can only be conducted by a legitimate patient or doctor, and a malicious
activity (such as an adversary tapping on the patient’s body for a few times) would be
readily perceptible to the patient. Our user studies further substantiate our claim, as

we will elaborate in Chapter 5 and Chapter 6.

Therefore, in our protocol, the adversary is forced to wait for the patient or doctor
to perform the STK exchange. Concurrently, they need to eavesdrop/guess (but not
inject) the STK and execute the PAKE with one legitimate device. Here, we quantify
the success probability of the adversary, denoted as P,4,. For simplicity, we assume
that the adversary aims to impersonate the external device and connect with the IMD
(which is normally the worst case), but note that the situation is similar if the target is

the external device.

The pairing protocol might fail under some circumstances, thus, should tolerate a certain
number of rounds (i.e., restarts). The maximum tolerable number of rounds can be fixed
by design, denoted by n. In each round, let P. denote the adversary’s success probability
to eavesdrop/guess the STK. We assume that if the adversary can obtain the STK, they
can use it to complete the PAKE, and thus, the adversary’s success probability is also P..
Let ). be the probability that the legitimate external device succeeds in completing the
PAKE with its exchanged STK. Given this, since the successes of the external device
and the adversary are exclusive but not independent, the probability that neither of
them obtains STK (and hence the key exchange fails) is 1 — P, — Q.. There are three

possible outcomes per round:

e The external device succeeds.
e The adversary succeeds.

e Both fail and the protocol proceeds to the next round.
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Note that success of both parties are impossible because the IMD can do PAKE only

with one device. We estimate P,q4, in the following.

Proposition 3.1. Given an adversary that conducts attack for at most n times. For
example, the adversary succeeds if they succeed in the first round; or both fail in the first

round, and the adversary succeeds in the second round; etc.

Pagy < Pot ¢Pu+ -+ ¢" 1 P = B here g =1 P, — Q..

Proof. The first term corresponds to the case that the adversary succeeds in the first
round; the second term corresponds to the case that the adversary succeeds in the second
round; and so on. Note that these cases are exclusive, and therefore can be summed.
The adversary succeeds in the nth round if they fail in the first n — 1 rounds (with

probability ¢"~!) and succeed in the round after that (with probability P.). O

Furthermore, we propose that P,q, is always less than some constant multiple of P..

Proposition 3.2. There is a constant k representing the legitimate external device’s
ability that is independent of P., such that:

P < k- P., when k = é
Proof. Since 1 — (1 —P.— Q)" < 1 (remember that these are probabilities, hence in the
interval [0, 1]), we have P.(1 — (1 — P. — Q.)") < P.; also P. + Q. > Q., and therefore

Pc(l_(l_Pc_Qc)n) < Pc o

P < i
adv = P+ Q. Q.

k- P,

when we put k = & O

To understand this proposition, let us assume, e.g., the legitimate external device usually
succeeds (Q. > 0.9), and the adversary usually fails (P. < 0.05), although the adversary
has a substantial probability of causing the protocol to fail and have to be restarted. In
this case, we see that P,g, < 0.056. The situation improves if a more qualified OOB key
exchange is adopted, e.g., the legitimate device is more likely to succeed (Q. > 0.9) and
the adversary is more likely to fail (P, < 0.05), then we have P,4, < 0.056. This shows
that the advantage the adversary gets of being able to force a restart of the protocol is

fundamentally limited.

Note that if the adversary interferes with the legitimate external device (i.e., to reduce
Q) and causes repeated protocol restarts (essentially a Denial-of-Service attack), the
external device can alert the user, who can then take actions to investigate or report the

suspected attacks. This can further decrease P,q,.



Methodology 40

3.1.3 Potential Attack Vectors

Here, we specify the potential types of attacks that are particularly relevant to our
proposed pairing protocol. It is important to note that the attack vectors here is based
on, and does not contradict, but rather supplements, the adversary model we established

in Section 2.1.1.

We first consider the possible adversary goals: (G1) The adversary wants to impersonate
the legitimate external device and pair with the IMD to access the patient’s medical
data and deliver malicious therapies. (G2) The adversary wants to impersonate the
IMD and pair with the legitimate external device to e.g., cause the IMD to not receive
important commands from the doctor. (G3) The adversary wants to recover the shared
secret between legitimate devices and then uses it to eavesdrop and/or manipulate the
communication between legitimate devices. These lead to the following attack methods

relevant in the particular context of our pairing techniques.

Impersonation attack: The adversary uses a data sequence M"” (recall that M and M’
represent the data sequences held by the IMD and the external device prior to executing
a fuzzy primitive, see Figure 3.1), in an attempt to impersonate a legitimate device.
They could achieve (G1) or (G2) if their M"” closely matches IMD’s M or external

device’s M', respectively.

We consider two threat scenarios where the adversary has increasing capabilities. Not
knowledgeable of victim: The adversary does not possess specific knowledge of the user’s
habits, but can use a M" previously collected from other users or even themselves.
Knowledgeable of victim: The adversary possesses the user’s historical information, in

particular the user’s past M or M’, to perform attacks.

Brute-Force attack: The adversary brute-forces the STK and launches MITM attacks
to achieve (G3). As mentioned, the use of PAKE eliminates offline brute-force attacks,
i.e., the adversary eavesdrops the pairing traffic and performs offline analysis in order

to crack the secret after pairing.

For our protocol, the adversary can only try an online attack: During the pairing process,
the adversary tries every possible STK until they hit a correct one. This attack is limited
by the randomness level of STK (such as its entropy), and the rate at which an adversary

can run multiple pairing sessions with the target device (only one attempt in our case).

Side-Channel Attack (beyond the scope of this thesis): The pairing techniques
we propose leverage users’ physical behavior as secrets, and thus are naturally and in-
evitably vulnerable to advanced side-channel eavesdropping using cameras and computer-

vision techniques, or microphones for motion-generated noise. This vulnerability is
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shared by previous pairing techniques that involve physical operations (including man-
ual password input in, e.g., ATM machines or PCs) [62, 63, 65, 68, 69], and OOB
channels for IMDs (e.g., those using audio [22], vibration [38, 41], and physiological
signals [32, 33, 46]).

We will discuss the impact of side-channel attacks and their mitigation strategies in

Section 8.4.

3.2 User Study

In this thesis, we propose user-driven pairing methods for IMDs, and the completion of
the pairing process requires the user to perform certain actions. Therefore, developing
prototypes of our proposed techniques and evaluating them with human participants are

essential to assess their practical applicability.

In this section, we will elaborate our methodology regarding the user study protocols,
which are followed by our Study II and III that involve human participants. In par-
ticular, we will describe the implementation of the prototypes and the recruitment of
participants. It is noteworthy that the information provided in this section may not be
exhaustive, and additional details (such as development of certain algorithms) may be
included in subsequent chapters when discussing specific experiments related to individ-

ual proposed pairing techniques.

3.2.1 Prototype Implementation

IMDs are implanted inside patients’ bodies. The ideal way to test the feasibility of
an IMD pairing approach would be to recruit real IMD patients, program their IMDs,
and evaluate the pairing performance. However, due to the potential life-critical risks
to the patients, such experiments are not ethical and are also not adopted in previous
research. Therefore, it is crucial to develop appropriate prototypes that accurately
simulate the IMD scenario without intruding on or affecting the participants’ health. Not
surprisingly, this simulation is often a significant challenge in the research community

for IMD security.

In the following, we introduce the prototypes we have developed for our studies. Al-
though there may be compromises in certain areas, such as using a meat bag to simulate
the human body, we believe that our prototypes can effectively replicate the scenario of

IMD patients, and provide valuable references for future IMD-related research.
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The IMD. There is a wide variety of IMDs available worldwide. For validation purposes
in a laboratory setting, it is neither feasible nor necessary to develop simulations for each
single type. In our work, we assume that the IMD is a pacemaker implanted beneath
the chest, which is one of the most commonly used IMDs in practice [80]. However, it is
important to note that the pairing techniques proposed in this thesis are not dependent
on the specific type of IMD or its location of implantation. For example, we believe
that these techniques would also be applicable to an insulin pump implanted beneath

the waist area.

In our prototypes, we use one inertial sensor to represent a pacemaker. For Study II,
we employ an Adafruit Bosch BNOO055 inertial measurement unit (utilizing its inte-
grated accelerometer and gyroscope) [81]. For Study III, we use an InvenSense triaxial
MPU-6050 accelerometer [82]. Both sensors are commonly used in real-world embedded

systems and have been utilized in prior research [83].

The IMD prototypes we use during the user study are shown in Figure 3.2a and Fig-
ure 3.3a. In both studies, the sensor is housed inside a 3D-printed case that simulates
the shape of a pacemaker (the pink component in Figure 3.2a and the yellow component
in Figure 3.3a). An Arduino Nano 33 BLE board is connected to the sensor via a cable,
allowing it to interface with the sensor and record data on an SD card for analysis. This
board features a 32-bit Cortex-M microcontroller and closely resembles the capabilities
of an IMD [§].

(A) Prototype. (B) Chest simulator.

FIGURE 3.2: Experimental setup for Study IT (Chapter 5).

The external device. We assume that the external device is a smartphone. As
mentioned, nowadays off-the-shelf consumer devices are of increasing importance to give
patients (some) access to their IMDs. For instance, Medtronic, a global leader in medical
devices, has incorporated BLE into IMDs [9, 10], and developed a smartphone app that

allows the patient to view some basic characteristics of their IMDs over a BLE link [11].
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(A) Prototype. (B) Chest simulator.

FIGURE 3.3: Experimental setup for Study III (Chapter 6).

Note that smartphones cater to general use cases; thus, if the pairing method works
with a smartphone, it should also be compatible with proprietary devices developed by

medical organizations.

For Study II, an inertial sensor is needed at the external device side, which is commonly
available in modern smartphones. We use a Google Pixel 6 smartphone as the external
device for our study and develop Android apps that guide users through the pairing

process. The smartphone connects wirelessly to the IMD via a BLE link.

For Study III, we require the external device to have a vibration motor capable of
emitting signals at varying frequencies. Therefore, we do not directly use a smartphone
as the external device, because the most common operating systems on mobile devices—
Android and iOS systems—do not provide an API interface for direct control of the

vibration motor frequency.

Instead, we use an Eccentric Rotating Mass (ERM) type vibration motor, which is
commonly found in commercial portable devices like smartphones, along with another
MPU-6050 sensor (Accl in Figure 3.3a) to simulate an external device. These compo-
nents are mounted on a plastic cuboid board measuring 11 cm x 7cm x 0.5 cm, which
mimics the size and shape of a typical smartphone. The mock-up also includes a white
handle to assist participants in holding the device. A separate Arduino Nano 33 BLE
board controls the vibration motor and the accelerometer. Specifically, the Arduino
board can adjust the vibration frequency by supplying different driving voltages using
the Pulse Width Modulation (PWM) technique.

The body (chest) simulator. Given that pacemakers are embedded inside the body,
it is important for our experiments to mimic an environment that resembles the human
chest. Drawing inspiration from the experiments in [16, 22, 38], we use a 1cm layer
of bacon and 2cm layer of lean ground beef to replicate the chest’s physical properties

(see Figure 3.2b and Figure 3.3b). The 1cm depth is a standard depth for pacemaker
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implantation [84]. In our study, we embed our pacemaker simulator within the meat
layers, which are kept inside a food storage bag at room temperature. This bag of meat
is subsequently placed in a pocket stitched onto an elastic chest band, positioned around
an area corresponding to the human heart’s location (the black pocket in Figure 3.2a and
Figure 3.3a). Participants were asked to wear the chest strap throughout the user study
to mimic the conditions of pacemaker users. The meat was replaced at the beginning of

each day to prevent spoiling.

3.2.2 Participant Recruitment

Our user studies received approval from the ethics committees of the institutions associ-
ated with the research, including the University of Melbourne, Australia, and University

of Birmingham, UK.

For both Study II and Study III, we first conducted a pilot study with six individuals
(aged 22 to 32, comprising four females and two males) to study their attitudes towards
our proposed pairing methods and to identify and rectify any issues with our experimen-
tal setup. In the main study for both, we recruited 24 participants, including 11 males

and 13 females, with ages ranging from 21 to 52.

Specifically, for Study II, given that pacemaker users are often seniors [48], we also
ran a co-design workshop with two senior individuals who had intimate knowledge and
experience with pacemakers: (i) a 74-year-old female cardiology nurse with decades
of experience in assisting pacemaker patients, and (ii) an 81-year-old male pacemaker

patient.

The user studies were carried out in an enclosed room within the User Experience lab at
the University of Melbourne. Participants were recruited through online advertisements
posted on the student and staff hubs of the University of Melbourne, and each participant
received AUD 30 as compensation for their time. All data collected in the user study
were specifically processed to ensure anonymity and untraceability of identity. They
are stored securely in the University of Melbourne’s cloud drive, and will be deleted

automatically in five years of the study.

3.3 Evaluation Metrics

To comprehensively and uniformly evaluate our proposed pairing techniques in this thesis
(Study IT and Study III), we establish a series of metrics focusing on accuracy, security,

usability, and time efficiency.
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3.3.1 Accuracy

Typically, the accuracy of a pairing system is measured using False Rejection Rate (FRR)
and False Acceptance Rate (FAR) [63, 68, 73]. (i) FRR is the frequency at which
legitimate IMD-external device pairing is incorrectly denied. A high FRR is likely to
lead to poor usability. (ii) FAR indicates the frequency the system mistakenly authorizes
pairing between a legitimate IMD (resp. external device) and a malicious external device
(resp. IMD). FAR gauges the resilience of pairing against impersonation attacks (see

Section 3.1.3), and a high FAR could lead to poor security.

During the pairing process, there is often mismatch (denoted by d) between the readings
of the IMD and the external device (M and M’ in Figure 3.1) due to inherent noise
in sensor measurement and user behavior (e.g., user hand wobbles when holding the
external device). However, a successful pairing requires that two devices share the exact
same secret. Hence, a fuzzy cryptographic primitive [19, 68] is utilized in this case to
correct the mismatch without revealing the secret. At the core of this method is the
selection of a threshold (denoted by Thr): the mismatch can be rectified (and thus the
pairing is accepted) if d < Thr; otherwise, the pairing is rejected. A false rejection
occurs when d > Thr for a legitimate data pair, and false acceptance when d < Thr for

an illegitimate pair.

As such, one can balance FRR and FAR by adjusting Thr. The Equal Error Rate (EER),
where FRR = FAR, has been used in certain applications for striking a balance between
these two aspects [85]. However, because security is vital in the context of IMDs, we set
a smaller Thr to ensure FAR = 0 for optimal security, and use the corresponding lowest

FRR to represent accuracy, aligning with previous work [68].

Given FAR = 0, what FRR value is acceptable? This is a more subjective than
unified standard in the research community. Previous works have suggested using an
FRR threshold of 10% for pairing systems [65, 68], i.e., the probability of a legitimate
user successfully completing the pairing in one attempt is no less than 90%. Our work
aims for better pairing accuracy: we consider an FRR threshold of 5% as indicative of

good performance, denoting a legitimate user’s success rate of higher than 95%.

3.3.2 Security

The FAR metric evaluates the system’s security against impersonation attacks. On the
other hand, the resilience against brute-force attacks (see Section 3.1.3) is determined
by the level of randomness in the data type, which can be gauged in two primary ways:

(i) Through the U.S. National Institute of Standards and Technology (NIST) statistical
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test suite (NIST Special Publication 800-22) [86] that offers a comprehensive randomness
assessment of a random number generator (RNG), a method widely recognized within
the cybersecurity community [34, 68]. (ii) By measuring entropy, which quantifies the
amount of information contained in each motion event. In this thesis, we employ the
Shannon entropy, a method extensively used in prior work [33, 65, 83, 87]. The Shannon
entropy of a random variable z is computed as E = — Zle P(xz;)logP(z;) where k
denotes the total number of possible x outcomes. In our work, the base of the log

operation is 2, thus the unit of the entropy value is the bit.

For our proposed pairing techniques, we require the secret shared through user behavior
to pass the NIST statistical test suite. As mentioned earlier, the entropy contained in
this shared secret should at least exceed that of a 4-digit PIN code, a typical existing

industry standard.

It is important to note that while we use Shannon entropy in our work to estimate
the entropy level of a random number generator, it may also be useful to consider the
min-entropy, which represents the entropy in the worst-case scenario. To address this,
we have additionally applied the NIST Special Publication 800-90B test suite [88] to our

data, which provides a thorough analysis of the min-entropy.

3.3.3 Usability

To evaluate the usability of our system, we use a standard SUS questionnaire, which
has been widely accepted by the research community [89]. The questionnaire comprises
ten items and uses a five-point Likert scale, ranging from ‘strongly disagree’ to ‘strongly
agree’. The results of an SUS questionnaire can be converted into a numeric range from
zero to 100. A score exceeding a threshold (usually 68 [89]) suggests good usability. The

complete list of questions is provided in Table 3.1.

TABLE 3.1: Our SUS questionnaire.

I think that I would like to use this pairing method frequently.

I found the pairing unnecessarily complex.

I thought the pairing method was easy to use.

I think that I would need the support of a technical person to be able to pair.
I found the various functions in this pairing method were well integrated.

I thought there was too much inconsistency in this pairing method.

I would imagine that most people would learn how to pair very quickly.

I found the pairing method very cumbersome to use.

I felt very confident using the pairing method.
I needed to learn a lot of things before I could get going with this pairing method.
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Furthermore, we conducted semi-structured interviews with the participants and held a
co-design workshop with pacemaker experts to gain substantial insights into usability.
The full interview questions for Study II are provided in Table 3.2, and for Study III
in Table 3.3. The questions vary slightly between the two studies due to differences in

experiment design and content.

The conversations with participants were recorded during the user study. Subsequently,

they were analyzed through speech-to-text tools and thematic analysis protocols.

TABLE 3.2: Our interview questions for Study II.

In general, can you share your preference between the two pairing techniques based
on rotation and tap, and why?

Can you share your preference between the two prototypes of each pairing technique,
and why?

Have you noticed anything uncomfortable in the pairing processes?

(Given the context of how Medtronic implements the pairing between an exter-
nal device and a pacemaker, which is a summary of Chapter 4) would you prefer
the convenient, but invisible solutions currently adopted by state-of-the-art medical
companies, or would you prefer the more interactive, yet demanding solutions that
we propose?

TABLE 3.3: Our interview questions for Study III.

Can you share your experiences of using the pairing method?

Have you noticed anything uncomfortable in the pairing process?

3.3.4 Time Efficiency

The pairing time can significantly impact both usability and safety (e.g., availability in
an emergency). In our studies, we record the time taken for participants to complete
the pairing processes. We use the average bit rate (in bits per second) as the metric of
time efficiency, which is calculated by dividing the entropy of the STK by the average

time taken to exchange the STK, similar with previous work [68, 83].



Chapter 4

Case Study of a State-Of-The-Art

Pacemaker

In this chapter, we present our Study I: analyzing a modern pacemaker—the Azure
model from Medtronic [8], which is one of the most commonly used IMDs worldwide—as
a case study to understand how today’s IMDs operate and to analyze potential issues.
This encompasses a range of research work, including but not limited to, collecting
relevant information about this pacemaker model, visiting a cardiology clinic to observe

the pairing process, and conducting a security analysis.

The initial objective of this study was to reverse-engineer the pairing protocol of the
Azure pacemaker model and identify potential vulnerabilities. This required access to
the corresponding device programmer, which was only available at hospitals and cannot
be rented or purchased. Therefore, we asked for help from a hospital in the UK, and
a cardiology clinic gave us temporary access to a demo setup (without any patient
involvement or contact) to conduct the study. Unfortunately, due to the impact of the
COVID-19 pandemic, the situation at the clinic became worse, and we were forced to

abandon future studies.

Nevertheless, we have gained valuable insights from the study we conducted. For exam-
ple, our work led us to a better estimation of today’s IMDs’ capabilities, and allowed
us to observe real-world vulnerable design issues in pairing with IMDs. These findings

directly contributed to our further studies outlined in the following chapters.

We note that the work in this chapter focuses on the discussion of general pairing design
principles, such as whether the pairing process should be perceptible or impercepti-

ble, rather than on specific vulnerabilities that might be exploited by an attacker to
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threaten patient safety, which would require responsible disclosure and further ethical

considerations.

4.1 Hardware Analysis

The Azure model pacemaker (see Figure 4.1a) is developed by Medtronic (a global lead-
ing medical device company), and is one of the most commonly used IMDs worldwide [8].
We begin by analyzing its hardware capabilities. Its underlying System-on-chip (SoC)
is the Dialog DA14580 [4], a widely used SoC that supports BLE communications and
is utilized in many IoT devices and other IMDs, such as glucose meters developed by
Vivachek [90].

(A) Azure model. (B) Programmer. (¢) Programmer head.

FIGURE 4.1: Medtronic Azure pacemaker (A) and its programmer device (B & C).

Table 4.1 lists this pacemaker’s hardware capabilities in the most important aspects. The
computations are primarily handled by a 32-bit Cortex-M0 microcontroller, equipped
with 42 kB of SRAM and 84 kB of ROM. These specifications are similar to other low-
power 32-bit embedded systems, such as those developed by ST Microelectronics [91].
The SoC also features an AES-128 bit encryption hardware accelerator to facilitate the
encryption of wireless communications, and supports standard Bluetooth 4.2 technology.
Additionally, this SoC is well-known for its low power consumption and the ease with
which proprietary communication protocols can be developed based on its provided

Bluetooth stack firmware.

TABLE 4.1: Hardware capability of Medtronic Azure’s SoC [4].

Hardware type | Parameter

Processor 32 bit ARM Cortex-MO0O
SRAM 42 kB
ROM 84 kB

Security processor | AES-128 bit encryption accelerator
Wireless standard | Bluetooth 4.2

Pacemakers are highly sensitive to energy consumption. Unfortunately, there are no

published reports about the battery capabilities of the Azure pacemaker. Therefore, we



Case Study of a State-Of-The-Art Pacemaker 50

can only provide a preliminary estimation. The energy density of a pacemaker’s Li/Is
battery can reach up to 210 Wh/kg [60]. Assuming that the battery constitutes 80%
of the total weight of the pacemaker, which is about 20g for this model, the energy
capacity would be approximately 4 Wh (14,400 J).

Modern pacemakers are equipped with inertial sensors for medical purposes [57, 59].
For instance, an accelerometer is used to enable Medtronic’s Rate Response feature,
i.e., adapt the pacemaker’s pacing rate to changes in the patient’s physical activity [58].
However, similar to the battery capacity, we have not yet found reports detailing the

exact capabilities of the inertial sensors in these devices, such as their sampling rates.

4.2 Study of the Pairing Process

We study the pairing process of Azure pacemakers through exhaustive literature search-
ing (including grey literature) [8, 9], as well as multiple visits to a cardiology clinic and
discussions with doctors. The Azure pacemaker primarily supports wireless connections

with two main types of external devices.

e The programmer device (see Figure 4.1b): This device is securely kept in hospitals
and is not available for sale or rent. It has full access to the pacemaker, including

the ability to read historical medical data and to change or disable therapies.

e A smartphone with Medtronic’s “MyCarelink” App [11]: This connection allows
only the relay of medical data from the pacemaker to the hospital’s server. All data
are first encrypted using a key shared between the pacemaker and the smartphone,
then sent to the smartphone, and finally transmitted to the registered hospital

server [9].

It is noteworthy that, the secure communication channel between the pacemaker and a
smartphone is not established via a traditional pairing process that involve only these
two entities. Instead, the patient must first visit the clinic to allow a doctor to pair with
their pacemaker using a device programmer. Subsequently, the doctor can register the
patient’s smartphone with the hospital’s server. Only then is a secure encryption key
bootstrapped between the pacemaker and the smartphone. Therefore, in this thesis, we
omit this scenario and only focus on the pairing process between the pacemaker and the

programimer.
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4.2.1 The Pairing Protocol

We conducted an analysis of the pairing protocol at the cardiology clinic of the Queen
Elizabeth Hospital Birmingham in the UK, under their permission in advance. We
requested a cardiologist to complete the pairing process between their programmer and
a patient’s pacemaker. During this process, we utilized an Adafruit Bluefruit LE Friend
dongle [92] to capture the Bluetooth communication traffic, which was subsequently

analyzed using Wireshark [93]. Our analysis led to the following findings:

First, the pacemaker is designed to optimize battery life by entering sleep mode for
the majority of the time. Every three minutes, it briefly wakes up to enter Bluetooth
advertising mode and check for any external devices seeking communication with it. If

not, the pacemaker will return to sleep mode to conserve energy.

Second, the pairing between the pacemaker and the programmer uses a proprietary
protocol that builds upon the standard BLE pairing process, specifically employing
the Legacy Pairing mode with the “Out of Band” (OOB) security level [94]. In our
scenario, the Azure pacemaker and the programmer share a 175kHz wireless channel
(separate from the conventional 2.4 GHz BLE channel) as an OOB channel® to exchange
an ephemeral secret. Once this secret is successfully exchanged, the devices proceed
with the BLE pairing protocol, leveraging the previously exchanged secret to further

establish a robust and secure session key.

We have not evaluated the security of this 175 kHz channel against remote eavesdropping
or injections. However, it is important to consider that a determined adversary with ac-
cess to high-power antennas and sophisticated equipment might potentially compromise
this channel. Future research and testing are necessary to assess this channel’s robust-
ness, and to identify any potential vulnerabilities that could be exploited by attackers

with advanced abilities.

4.2.2 Patient Perception

During the study in clinic, we not only captured the communication traffic to examine
the underlying cryptographic protocol, but also observed the pairing process in person.
This allowed us to evaluate the pairing from an end user perspective, gaining a firsthand

understanding of how the pairing works.

!Technically, the 175kHz channel is still a radio frequency (RF) channel. However, this channel is
deemed more secure than the Bluetooth channel, because it is more difficult to be eavesdropped on due
to its lower frequency and range.
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We found that the pairing process in practice was rather straightforward: the doctor
simply moved the programmer head (about the size of a smartphone, see Figure 4.1c¢)
within close proximity (less than ten centimeters) of the pacemaker and pressed a button.
After a short period, the pairing was completed automatically, enabling the doctor to
access the patient’s cardiac status history on a computer or send commands to adjust

the pacemaker’s therapy.

This procedure was very efficient and convenient. However, we observed that it lacks
feedback cues. This makes it difficult for the patient to recognize when the pairing is
taking place unless they paid close attention, and therefore, could potentially give an
adversary the ability to perform attacks silently. This vulnerability is especially evident
in public spaces. For example, on a crowded bus, it may be difficult for the patient to
recognize if a nearby person is trying to pair with their pacemaker. In such scenarios,
proximity to the patient could potentially be overlooked by the patient. Unfortunately,
to the best of our knowledge, many other pacemakers, or other types of IMDs in the

market also share the same issue [10, 13, 16, 30].

As a reminder, additional visual or audio cues can certainly be integrated into the
external device to enhance patient perception of the pairing process. However, these
cues would not be essential to the underlying cryptographic protocol (pacemakers and
other types of IMDs do not have cameras or microphones to sense these signals). As
such, an adversary can develop an external device that mutes all such cues, and thus

may carry out an unauthorized pairing without the patient being aware.

4.3 Conclusion

In this chapter, we conducted a case study on a state-of-the-art pacemaker widely used
worldwide, serving as a representative example of modern IMDs. We examined its hard-
ware capabilities, which provided us with valuable insights for developing new and de-
ployable pairing methods. Our analysis of the pairing protocol revealed that the pairing
process is highly imperceptible, potentially exposing vulnerabilities where adversaries
could silently inject secrets into the IMD, which can lead to severe consequences. The

same issue exists in previous academic proposals, as we have discussed in Section 2.2.

We did not carry out an extensive experiment on detailed protocol analysis, reverse-
engineering, or vulnerability discovery for this pacemaker model, primarily due to the
impact of COVID-19 pandemic on our research. Nonetheless, the findings we obtained
are valuable and serve as a foundation for our work, which will be further elaborated in

the upcoming chapters.



Chapter 5

Using Bodily Motions to Pair
with IMDs

In this chapter, we present our Study II: exploring the use of human bodily motions as a
means for secure pairing with IMDs. Specifically, we propose a pairing process between
an external device and an IMD that can only be completed after the user performs a
series of bodily motions on the patient’s body. Note that the user in this context can
be the patient themselves or a trusted third party, such as a doctor, medical staff, or

caregiver.

In this chapter, the data from our user study and software used in our prototypes are
currently in a temporary anonymous link: https://osf.io/cnk8j/7view_only=07al
8793df66460fal1c946c8e9e0dd09. We plan to publish them properly under a permissive

open-source license after we publish our Article I and II.

5.1 Motivation

This study builds on the observations and motivations outlined in Section 2.2 (for aca-
demic proposals) and Section 4.2.2 (for real-world medical devices). We aim to address a
concern in the design of many existing IMD pairing methods: the lack of patient percep-
tion during the pairing process. This issue transcends individual protocol or hardware
flaws (such as those listed in the Common Vulnerabilities and Exposures (CVE) pro-
gram [95]) and resides at a higher design level with a more profound impact, questioning

whether the pairing process should be “seamless” or “seamful”.

A “seamless” pairing prioritizes simplicity and ease of use. However, as highlighted

before, in public and crowded environments like a bus, it may be difficult for the patient
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to recognize if a nearby person is trying to pair with their IMDs. In such scenarios,
proximity to the patient (required by current IMDs in the market), or even brief physical
contact with them (a necessary step in many previous pacemaker pairing techniques from
academia [28, 29, 33, 34, 38]), could potentially be overlooked by the patient, leading to

severe consequences.

In this thesis, we advocate for a shift towards a more “seamful” design approach in
IMD pairing, prioritizing security through enhanced patient perception. In this chapter,
we propose a solution that includes specific bodily motions on the patient’s body as
a necessary part of the pairing process. This approach is grounded in the intuitive
notion that if the pairing process requires physical interactions with the patient, it
becomes highly noticeable to them. Consequently, the patient is empowered to detect
and halt any unauthorized pairing attempts by simply stopping the motions and seeking

assistance.

It is important to note that in scenarios where the patient is unconscious, such as during
emergencies, the protocol should allow for anyone with physical access to the patient to
pair with their IMD. This is based on the premise that in such critical situations, there
are more direct ways for adversaries to harm the patient than through IMD hacking.
In these instances, the patient’s explicit consent is not required, as their immediate
safety and well-being are the paramount concerns, mirroring the approach taken in

other emergency medical treatments.

As we mentioned in Section 2.3, many previous studies have demonstrated the potential
of utilizing human motions for pairing purposes with IoT devices [62, 63, 65, 68, 69].
However, there has been a lack of research specifically addressing the use of user motions

for IMD pairing. This domain presents several unique challenges compared to prior work:

e First, the pairing motions should be simple to learn and carry out for patients, who

may have difficulty to perform, e.g., strenuous movements.
e Second, the pairing process does not require direct physical contact with the IMD.

e Third, inertial sensors, irrespective of being inside or outside the body, should be able

to reliably measure the motion.

e Fourth, if the patient is unable to move (e.g., due to paralysis or in an emergency),
medical personnel should still have the capability to execute the motion on the pa-

tient’s body on their behalf.

e Fifth, the selected motion should inherently exhibit a wide variety to ensure high

entropy, aiming to provide security comparable to existing industry standards, such



Using Bodily Motions to Pair with IMDs 55

as 4-digit PIN codes with an entropy of 13.3 bits. The limited selection of motion

types suitable for patients further constrains the entropy level.

These challenges highlight that prior work utilizing specific bodily motions for IoT device
pairing is not suitable for our context. For example, the patient may be unable to walk
for dozens of steps, and the medical staff cannot help them to complete the walk in an
emergency. Therefore, there is a demand for novel pairing techniques that address these

issues and cater to the specific needs of modern IMDs.

5.2 Method

This section presents the design and validation of our pairing motions, the development
of our prototypes (particularly Android apps running on the external device), the algo-
rithms implemented, and the data collection process during our user study and co-design

workshop.

Other methodologies, such as the general prototype setup (e.g., the sensor, chest strap
and human body simulator), as well as the participant demographic and recruitment
process, are detailed in Chapter 3, as they are also shared with another pairing technique

proposed in the next chapter.

We inherent our assumptions mentioned in Section 3.2.1: We assume that the IMD is
a pacemaker and the external device is a smartphone, and will refer to them as “pace-
maker” and “smartphone” in the remainder of this chapter. We assume the pacemaker

is equipped with an inertial sensor, i.e., accelerometer and gyroscope.

5.2.1 Pairing Techniques

We first design the types of motions that are suitable for pairing with pacemakers. As
a reminder, the bodily motions serve as a shared random secret only known to the
pacemaker and the smartphone, which later on is used together with well-established

cryptographic protocols to protect subsequent wireless communications [78, 96].

While routine physical activities such as standing, walking and standing up, etc. fit some
of our requirements [97], the range of such activities is limited. For instance, assuming
the motion is restricted to “stand up” and “sit down”, then the entropy for each motion
event is only one bit. If two devices aim to exchange a secret as robust as a 4-digit PIN,

the patient would need to repeat the motion 14 times. An alternative approach would
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be the use of diverse hand gestures, but we realize that it is challenging for an inertial

sensor located at the chest area to discern the nuances between different gestures.

Ultimately, we narrow down to two promising options: (i) Body rotations, inspired from
the electronic compass apps prevalent in modern smartphones. (ii) Taps, i.e., tap the
phone against the chest. Both motions are relatively easy to perform. Intuitively, an
inertial sensor should be able to measure these motions whether it is inside the patient’s
body or held externally. For instance, taps should create peaks in sensor readings that
pick up the vibration. Moreover, if needed (such as in an emergency), medical staff
can rotate the patient’s body using swivel chairs or stretchers, or tap directly on the
patient’s chest. Furthermore, these motions, given the wide range of angles for rotation

and rhythms for tap, inherently bring about a relatively high level of entropy.

We conducted a pilot study with six individuals (see Section 3.2.2) to test and refine
the pairing motions, aligning with previous work [62, 63]. Participants were asked to
practice each type of motion for ten minutes using our developed smartphone apps
(baseline prototypes in Figure 5.1). Specifically, they were required to perform each
motion in two ways varying in the level of autonomy: either by following a particular
instruction, such as rotating the body to a pre-determined orientation, or by performing
the motion spontaneously, like rotating to an arbitrary direction. We observed the

participants during the pilot study and gathered their feedback at the end.

Overall, both motion types received general acceptance. In addition, we noticed that
participants could easily and accurately rotate to a specified orientation when instructed.
However, when they were asked to rotate randomly, it often led to confusion. On
the other hand, spontaneous tapping was natural for people, but instructing them to
tap along to unfamiliar rhythms often caused tensions. Moreover, we gained further
understanding of user preferences, e.g., participants commonly mentioned that rotation
angles under 30 degrees were difficult to execute, and angles over 180 degrees could cause

dizziness. Eventually, the two pairing techniques we propose are:

e Rotate the full body guided by instructions from a smartphone. In this
technique, users are guided by a smartphone app to execute a series of left or right full-
body rotations. Each rotation angle corresponds to a portion of the secret generated

by the smartphone.

e Tap the smartphone against the chest with a random rhythm. To complete
the pairing, users need to gently tap the smartphone against the patient’s chest area
several times, following a random pattern on their own. Here, the secret is the tap

rhythm (i.e., time intervals between taps) and originates from the user.
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FIGURE 5.1: The smartphone user interfaces used in the study.

For each pairing technique, we develop a baseline design prototype that implements
basic functionality mirroring existing applications on the market. Subsequently, we
develop an enhanced design for each technique, using design heuristics aimed to improve
participant performance. The enhanced versions are introduced in our experiment to

ensure that our findings for each pairing technique are robust and hold across different

implementations of the same pairing technique.

5.2.2 Prototypes Using Rotation

Using rotation, participants are instructed to rotate their body until they face a pre-
determined orientation. Once they reach that orientation, they are given a new ori-

entation that they need to rotate to. The orientations are picked randomly by the

smartphone’s RNG.

The baseline design, as shown in Figure 5.1a, provides a classic electronic compass
design commonly found in today’s smartphone application market!. This design features
a graduated 360-degree compass rose, with markings displayed at 30-degree intervals
around the perimeter of the rose. A green bar, aligned with the rose, indicates the
patient’s facing direction and moves smoothly along the rose as the patient rotates their
body. The patient’s current orientation, in degrees, is dynamically displayed at the
center. Instructions are displayed at the top of the screen, guiding the user to rotate

either to the left or the right towards a specified orientation.

!We refer to the graphic layouts of https://github.com/KrOoked/Compass.
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In the enhanced design (Figure 5.1b), we remove visual elements that we believe are
likely to distract participants, and incorporate specific feedback designed to assist in
completing the rotations. The detailed scales and markings are removed, and the com-
pass rose is replaced by a circle. A green arrow indicates the patient’s facing direction,
and a red ball located on the circle represents the target orientation. As the patient ro-
tates their body, this ball moves correspondingly around the circle. Using this prototype,
the patient’s objective is to ensure the green arrow points at the red ball. Upon suc-
cessful alignment, the smartphone provides tactile feedback through a crispy vibration,

and the red ball changes its color to green to indicate success.

Both prototypes follow several common design decisions: The target orientation is ini-
tialized in one-degree precision. Informed by observations from our pilot study, the
rotation angle is restricted to between 30 and 180 degrees, in either a clockwise or anti-
clockwise direction. Additionally, each rotation is instructed to be completed within a
fixed 10-second time window regardless of its angle (to prevent adversaries from inferring
the angle based on completion time, e.g., smaller angles might be finished faster). The

10-second duration is an intuitive choice to ensure that sufficient time is provided.

To guide users, both prototypes feature a progress bar at the bottom of the screen,
visualizing the remaining time to complete the current rotation instruction. Patients
must reach and maintain the target orientation by the time the progress bar is depleted.
If they fail to do so, the instruction is repeated to prevent non-compliance (otherwise, the
randomness of shared secret, i.e., rotation angles, cannot be guaranteed). Furthermore,
recognizing the potential for human error, such as hand wobbles, the app tolerates slight
deviations by allowing for plus or minus two degrees from the target orientation. Finally,
to inform users of their overall pairing progress, a numerical display is incorporated
at the bottom, indicating the number of rotations the user needs to perform towards

completion.

5.2.3 Prototypes Using Tapping

Participants are instructed to randomly and gently tap the phone on their chest using
the tap-based prototypes. They are required to complete a pre-determined number of

taps, at any rate they believe would maximize their randomness.

Both prototypes here are visually identical (see Figure 5.1c). The interface shows in-
structions that describe the pairing steps and prompt patients to tap at random rhythms.
A start button allows participants to indicate when they start to tap the phone. As taps

are made, the smartphone acknowledges each one and instantly responds with a brief
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sound as feedback. Once enough taps are registered, the smartphone emits a vibration

to indicate the completion of pairing.

The difference between the baseline and enhanced designs lies in the auditory feedback
(namely the earcon [98]) they use. The baseline prototype uses one single earcon (a beep)
that is played when a tap is detected, and is used to indicate to the user that the tap is
acknowledged. In the enhanced design, we use multiple earcons to indicate to the user
how random their tapping is. The smartphone continuously assesses the randomness of
the tapping rhythm. After each detected tap, our prototype emits either a “positive”,
“neutral”, or “negative” earcon—a positive earcon indicates excellent performance, a
negative earcon notifies the user of a lack of randomness, and a neutral earcon is given

in all other cases.

Figure 5.2 shows the workflow of the enhanced prototype. In the following, we provide

full details on how we design these earcons, and how we determine which one to give

after each tap.
I tao history |12 G Cor ]
ap history
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FiGUre 5.2: Workflow of enhanced prototype for taps.

Tap Categorization. First, the smartphone calculates the time interval of each tap in
milliseconds, which is then categorized into discrete classes ranging from quick to slow
taps. This is because human perception of time is not precise to the millisecond level,
i.e., it is generally easier to identify between broad time spans as opposed to closely
spaced durations (e.g., 500ms versus 501 ms). In our pilot study, participants’ taps
ranged between over a hundred milliseconds to 1.8 seconds. In our work, we divide the
zero to 1.8-second interval into three uniform classes and introduce an additional class
for taps exceeding 1.8 seconds: Cp: [0ms, 600ms), Co: [600ms, 1200 ms), Cs: [1200 ms,
1800 ms), Cy: [1800ms, +00). Following this, each tap is chronologically recorded in a
history log.

Penalty Mechanism. At the core of this system is a penalty mechanism that alerts the
user when their tapping pattern appears to be non-random. The primary challenge is
to reliably evaluate the randomness of taps. For example, rhythmic tap patterns (such
as drumbeats in songs) may not be considered random because of their predictability.
However, such an interpretation remains inherently vague. Our work adopts the sta-

tistical test suite for randomness published by the U.S. National Institute of Standards
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and Technology (NIST) [86]. This tool, widely recognized within the cybersecurity com-
munity [34, 68], is designed to determine if a RNG adheres to cryptographic standards.
The test suite incorporates 15 criteria to ascertain the randomness of a bit string (i.e.,

the output of a RNG), which we broadly group into seven categories as in Table 5.1.

TABLE 5.1: Criteria of the NIST statistical test suite. Proportion indicates how many
of the total 15 criteria fall into that category.

Criterion Description Proportion

Oscillation The level of fluctuation (i.e., from one to zero or vice versa) 5/15
among successive elements.

Frequency The uniformity of frequency distribution between different 4/15
elements.

Recurrent pattern | The frequency of occurrence of a specific block of data. 2/15

Periodicity The uniformity in the Discrete Fourier Transform of the 1/15
data.

Linear dependency | The degree to which one data block can be predicted by 1/15
another through a linear relationship.

Compressibility The degree to which data can be condensed without losing 1/15
critical information.

Linear complexity | Data complexity based on its linear feedback shift register 1/15
length.

The NIST test suite provides a solid foundation for our work. However, it is designed
for rigorous cryptographic contexts (like encryption keys) and is inherently intricate.
Its direct use to human-generated events could be overly strict. It is worth noting that
our goal is not to transform patients into genuine RNGs, but to nudge them towards
more random tapping than their usual spontaneous actions. Therefore, adaptations are
needed to better suit our use case. In our work, we exclude the last four criteria in
Table 5.1 as they are too complex. For instance, patients can be confused when they
receive negative feedback, as their recent taps are “linearly dependent” on the previous
ones. Moreover, these criteria also often require a large amount of data to ensure valid
results, which means that many taps need to be accumulated before an analysis can be
conducted. If feedback is delayed until after this collection, patients may be puzzled since
they cannot remember their previous behavior. In contrast, the criteria of oscillation,
frequency, and recurrent pattern are more intelligible. Note that they make up over 70%

of the original test suite.

Another challenge is to determine the appropriate threshold that triggers a penalty
for each selected criterion. For example, we regard the threshold of oscillation as the
minimum number of consecutive taps of the same class that are considered non-random.
Setting a low threshold might unduly influence user behavior, e.g., penalizing after only
two consecutive quick taps could lead to confusion. On the other hand, a high threshold
might compromise usability because patients may not be able to recall a long history. To
achieve a reasonable balance, we use Python’s secrets library [99], a widely acknowledged

RNG for cryptographic applications, to simulate a million taps by randomly selecting
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elements from the set [C,Cq,C3,Cy]. The three penalty criteria (each with specific
thresholds) are applied to the sequence in real-time, and a penalty is imposed if any
of the criteria are met. We then run multiple iterations with different thresholds and
compare the overall penalty rate, i.e., the proportion of the one million elements that

received penalties. Eventually, we establish the following concrete penalty strategies:

e (P1) Repetition of identical class: for a € [C1, Co, Cs, Cy], apply a penalty if the
last four taps are consistently a, provided the user has executed a minimum of four

taps.

e (P2) Excessive proportion: for a € [C1,Cy, Cs,Cy], apply a penalty if a appears
at least five times in the last six taps, given that the user has performed at least six

taps.

e (P3) Recurrence of same block: for a,b € [C,Co,C3,Cy] and a # b, apply a
penalty if the sequence of the last six taps is [a, b, a, b, a, b], given that the user has

conducted at least six taps.

These configurations result in a penalty rate of only 3% for Python’s secrets library.
While stricter thresholds would reduce this slightly, they can have a negative impact on
usability. In contrast, more lenient thresholds substantially increase the penalty rate,
which should not happen on a genuine RNG. We further highlight that these strategies
are independent with each other. For instance, a penalty on P! does not necessarily

imply a penalty on P2 and vice versa.

Reward Mechanism. Apart from penalties, rewarding patients for good performance is
also crucial in guiding them towards desirable behavior. We intuitively devise a reward
mechanism subsequent to the penalty mechanism. First, consistent good performance
deserves a reward. Second, improved performance (increased randomness compared to
prior behavior) also warrants encouragement. After rigorous design and testing within
our pilot study group, we establish two concrete reward strategies. Note that a reward
can be granted for a new tap that still incurs penalties—as long as it has fewer penalties

than the previous round.

e (R1) Sustained excellence: grant a reward after six consecutive taps that have

not incurred any penalties.

¢ (R2) Improvement over last tap: grant a reward if there are fewer penalties than

in the previous round.

Earcon Design. We also need a scheme that converts the outcomes of both the penalty

and reward mechanisms into feedback for the patient. As complex designs might induce
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patients to overthink, we introduce a simplistic and straightforward scoring scheme, and
limit feedback to only three types—mnegative, neutral, and positive, which correspond to
scores of zero, one, and two, respectively. Each new tap starts with a score of one. If
the patient violates any of the penalty criteria, the score is adjusted to zero. Conversely,

if they satisfy a reward criterion, the score rises to two.

The last design phase focuses on choosing the most effective feedback earcons. Initially,
we experimented with the sound of water drops, with varying numbers of drops rep-
resenting different degrees of randomness. However, this caused significant confusion
among people due to inconsistent durations of the earcon. We then explored using pi-
ano key sounds as feedback, maintaining a consistent duration but varying the pitch to
suggest different randomness, e.g., a higher pitch indicating greater randomness. How-
ever, we found that users needed to familiarize themselves with the correlation between

sound pitches and randomness levels, which was not ideal for usability.

Eventually, we opted to customize earcons: the positive feedback comprises two ascend-
ing notes? played on a synthesizer, which forms a rising tone that is generally associated
with harmony and joy [100, 101]. The neutral feedback consists of a midrange sine
wave [102] with a stable pitch®, without noticeable upward or downward movement,
providing a neutral auditory backdrop. This earcon is also adopted by the baseline pro-
totype as the (constant) feedback. Our negative feedback features a low-pitched note?
based on the 808 drum machine [103]. Lower frequencies have been linked to conveying
sadness [101], allowing it to encapsulate negative sentiment. In our preliminary tests,
participants found these earcons to be much more intuitive than the water drop or piano
sounds. Furthermore, all three earcons have been crafted with a consistent and short

duration of only 130 ms.

We highlight that all above designs are inherently intuitive. For instance, humans have
a natural tendency towards consistent behaviors (like maintaining similar keyboard typ-
ing speeds) when using computer systems [104], which warrants reminders in scenarios
demanding randomness (P1). On the other hand, users should be rewarded when they
exhibit positive behavioral changes (R2). Moreover, the workflow is streamlined to
minimize cognitive load on patients. Take P35 as an example, although more complex
patterns such as [a, b, ¢, a, b, c] could occur, we exclude them for simplicity. Overall, all

design details are finalized after empirical testing within the researcher and pilot groups.

2B5 to E6, 996.75 Hz to 1330.50 Hz, which forms a perfect fourth interval.
3A#5, 940.80 Hz, a pitch slightly below the first note of our positive tone.
4A2, 110.00 Hz
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5.2.4 Algorithm Development

For rotation prototypes, tilt-compensated headings in degrees are calculated from the
accelerometer and gyroscope readings using a Kalman filter [105]. For tap prototypes,
we develop a real-time peak detection algorithm to identify tap events, which evaluates
the norm of 3-axis accelerations (y/a2+a2+a?) as individual samples and screens each
for potential peaks using pre-defined amplitude, peak width, and inter-peak distance
thresholds. This method is lightweight and exhibited notable reliability during our
study. Following this, the pacemaker calculates the time intervals between consecutive

peaks, which represent the tapping rhythm, in milliseconds.

We use a Google Pixel 6 smartphone for our study and develop four Android apps
corresponding to the aforementioned designs. At the start of each pairing session, the
smartphone initiates an (insecure) BLE connection with the pacemaker (i.e., the Ar-
duino board). For rotation prototypes, the smartphone leverages Java’s SecureRandom
API [106] to initialize each rotation instruction. The tilt-compensated heading is derived
in real-time using Android OS’s “game rotation vector” virtual sensor and dynamically
updated on the screen. Once the user completes a rotation (i.e., reach the target orien-
tation by the time the progress bar is filled), the smartphone logs its current orientation
and signals the pacemaker to do the same. Additionally, the smartphone records the
time the user initially reaches the target orientation, as a measure of the rotation’s ac-
tual duration. For tap prototypes, the smartphone synchronizes with the pacemaker at
both the start and end of the pairing process. As the patient taps, the smartphone uses
a peak detection algorithm (similar to that in the pacemaker simulator) to measure the

time intervals between consecutive taps in milliseconds.

5.2.5 Data Collection

In the main study, participants used all prototypes, resulting in four different tasks in
total. The order in which they experienced the pairing techniques (rotation or tap), and
the order of prototypes within each technique (baseline or enhanced), were counterbal-
anced. Prior to data collection of each task, we asked participants to try our smartphone
app to gain familiarity of the pairing operations. This introductory process took under

a minute for all participants.

For the rotation prototypes, participants were instructed to stand and hold the smart-
phone while executing eight consecutive full-body rotations (see Figure 5.3a), referred
to as a run. We advised them to use both hands and to avoid wrist-twisting during the

rotations. Each participant carried out three runs with each prototype. The number of
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rotations was deliberately set to minimize the risk of dizziness. For the tap prototypes,
participants were directed to gently tap the smartphone against the black pocket region
on the chest strap (see Figure 5.3b). Since tapping is less likely to cause discomfort to
participants, they completed ten runs for each prototype, with each run consisting of 15

successive taps.

(A) Rotation experiment. (B) Tap experiment.

FI1GURE 5.3: Data collection in user study.

Upon the completion of all runs on a prototype, participants were requested to fill out
a standard SUS questionnaire [89] to assess the usability of the pairing method. At the
end of the whole user study, we conducted an interview with each participant to gather
further insights. Full details of the questionnaire and the interview are listed in Table 3.1

and Table 3.2, respectively.

Furthermore, during the co-design workshop, we asked the two senior participants to
try our prototypes for only one to two runs (considering their physical conditions) and

provide their opinions and advice. Their data is analyzed in Section 5.3.7.

5.3 Results

5.3.1 Participant Performance

For the rotation prototypes, recall that the rotation angles (shared secret) are randomly
chosen by the smartphone. Figure 5.4a shows that the rotation angles in our exper-
iment belong to the same random distribution as expected, i.e., 30 to 180 degrees in
clockwise/anticlockwise directions. The distributions show some fluctuation since the
amount of data collected is limited. Figure 5.4b shows that for both prototypes, the
mismatch (calculated by subtracting rotation angle reading between the pacemaker and
the phone) resembles a normal distribution, with a mean close to zero and a standard

deviation of 2.7 degrees. This data represents noise and error.
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FIGURE 5.4: Results for rotation prototypes. (a) Distribution of smartphone rotation

angles in baseline and enhanced prototypes. (b) Distribution of mismatch in rotation

angles (i.e., subtraction between a pair of angles for the pacemaker and the smartphone)

in both prototypes. (c) The FRR versus the number of performed rotations, with all

scenarios having zero FAR. The red circle indicates optimal configurations with FAR

= 0 and FRR < 5%, using minimum required rotations. (d) Distribution of the time
taken to complete each rotation in both prototypes.

For the tap prototypes, recall that the shared secret is the tap rhythm, i.e., times between
taps. We find that the overall time intervals for taps fall between 131 ms and 8866 ms,
with little difference between the baseline and enhanced prototypes. Figure 5.5a shows
the distribution from zero to 3000 ms that captures the majority of the taps. Both
prototype results display distinct peaks, suggesting that users’ perceptions of tapping
intervals are more discrete than continuous. For instance, fast taps around 250 ms are
quite common in both datasets. The data also reveals that the enhanced prototype
does have an influence on user behavior, e.g., for slower taps, the enhanced prototype’s
distribution appears more flat than that of the baseline. Our interpretation for this
result is that the enhanced prototype’s varied earcons encourage a more diverse range of
tapping intervals, typically longer ones. Similar with rotation prototypes, the mismatch
for taps appears to follow a normal distribution, with a mean nearly zero and a standard

deviation of 11.1 ms.

The above indicates that both rotation and tap motions distribute across a wide range,
thus possess a certain degree of randomness that is essential for pairing. Additionally,
the data implies that user-induced errors and sensor noise are limited in our prototypes.

It is worth noting, however, that these distributions represent aggregate behavior across



Using Bodily Motions to Pair with IMDs

66
[ Baseline 54 [ Baseline

0.10 Enhanced Enhanced
R o0.08 g4
z 25 ‘
= 0.06 £ 3 ‘
Q
g 2 \
© 0.04 S 21 ‘
o a

0.02 1 / \

~ yZ N
0.00 " v y V y = 0-+— T ; y . . - . -
500 1000 1500 2000 2500 3000 -100 -80 -60 —-40 -20 0 20 40 60
Time (ms) Time (ms)

(A) Tap time-interval (smartphone).

—— Baseline (within subjects)
---- Baseline (between subjects)

801 ! Enhanced (within subjects)
N Enhanced (between subjects)
S N FRR = 5%

60 1 \

v T T A~ T + ? * <
1 2 3 4 5 6 7 8 9
Number of taps

10 11 12 13 14 15

(¢) FRR wvs. number of taps (FAR = 0).

(B) Mismatch between devices.

FIGURE 5.5: Results for tap prototypes. (a) Distribution of smartphone tap time-
intervals in baseline and enhanced prototypes. (b) Distribution of mismatch in tap
time-intervals (i.e., subtraction between a pair of time intervals for the pacemaker and
the smartphone) in both prototypes. (¢) The FRR versus the number of performed taps,
with all scenarios having zero FAR. The blue and orange lines indicate the baseline and
enhanced prototypes, respectively. The solid lines represent scenarios where adversaries
are knowledgeable about the users’ tapping habits, while the dashed lines show cases
where they are not. The red circles indicate optimal configurations with FAR = 0 and

FRR < 5%, using minimum required taps.

all participants. They do not account for other important factors in the security analy-

sis, such as the variance in consecutive motions for individual participants or differences

in randomness between subjects. In the following sections, we further analyze the per-

formance of rotation and tap pairing techniques using the evaluation metrics previously

identified in Section 3.3. The full results are summarized in Table 5.2.

5.3.2 Pairing Accuracy

Pairing Based on Rotation.

evaluate the accuracy:

For each rotation prototype, we build two sets to

e Set I contains 72 (= 24 x 3) legitimate pairs of rotation angles, each with a length

of eight (since we collected eight angles per run). All the pairs in Set I come from

legitimate pairings of the pacemaker and the smartphone.
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e Set II comprises 72 illegitimate pairs of angles (the same amount as Set I), and is
generated by randomly combining data from the pacemaker and the smartphone

from different pairing sessions.

An effective pairing technique should maximize the acceptance of pairs from Set I (i.e.,
low FRR), while minimizing the acceptance of pairs from Set II (i.e., low FAR). Another
important factor is the number of rotations needed—we also consider varying the length

of runs, ranging from one to eight, by truncating the initial elements.

Figure 5.4c¢ shows the performance of rotation prototypes across various numbers of
rotations. As expected, an increase in the number of rotations leads to more accurate
pairing. The baseline prototype displays marginally better accuracy, which we believe
is because the baseline shows the target orientation in one-degree precision, while the
enhanced version uses a red ball to indicate the target, covering a slightly broader range
(four degrees in our setup) for user convenience. Nevertheless, the difference between
the two prototypes is not substantial. Taking into account that an FRR below 5% (the
red dashed line) signifies good usability (as mentioned in Section 3.3), we find that as
few as 3 rotations are sufficient for accurate pairing, with (FAR, FRR) = (0,1.4%) for
the baseline prototype and (FAR, FRR) = (0,1.9%) for the enhanced prototype.

Pairing Based on Tap. For each tapping prototype, we build three sets to evaluate
accuracy. Compared to rotation-based pairing, the additional set takes into account
the possible variability against non-knowledgeable and knowledgeable impersonation
attacks (see Section 3.1.3)—each individual might have unique tapping patterns that
could potentially be exploited, thus the access to the user’s past behaviors may offer the

adversary an additional advantage®.

e Set I comprises 240 (= 24 x 10) legitimate pairs, each with fifteen time intervals.
All the pairs in Set I come from legitimate pairings of the pacemaker and the

smartphone.

e Set II comprises 240 illegitimate pairs of time intervals (the same amount as Set

I). It is created by randomly selecting illegitimate pairs from different participants.

o Set III contains 240 illegitimate pairs of time intervals (the same amount as Set I),
and is generated by randomly mixing illegitimate pairs from the same participant

but different sessions.

°In contrast, for the rotation prototypes, all motions are determined by the smartphone’s trustworthy
RNG [106], making the user’s past motions independent of the current pairing session.
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TABLE 5.2: Evaluation of rotation and tap pairing techniques. TA stands for imperson-
ation attack (see Section 3.1.3). The reported entropy and data throughput values have
already taken into account entropy loss due to mismatch correction between devices.

Metrics Rotation Tap

Baseline Enhanced Baseline Enhanced
Min # motions against non-knowledgeable TA 3 3 4 4
Min # motions against knowledgeable TA 9 4
NIST randomness test suite outcome not tested (limited data) pass pass
Entropy per motion (bits) 6.15 6.15 7.05 7.17
Time per motion (s) 4.65 (SD=2.37) | 3.09 (SD=1.52) | 0.88 (SD=0.65) | 0.98 (SD=0.78)
Average throughput (bits per second) 1.32 2 8.01 7.32
SUS questionnaire score 62.8 (SD=21.2) | 85.4 (SD=9.5) | 70.7 (SD=17.3) | 55.7 (SD=20.8)

In this way, Set Il and Set III represent the resilience to potential adversaries who

possess knowledge of the entire group of people and a specific victim, respectively.

Figure 5.5¢ illustrates the performance of tap prototypes with various numbers of taps.
Again, more taps result in higher accuracy. When dealing with non-knowledgeable ad-
versaries, both the baseline and enhanced groups perform well with just 4 taps, exhibiting
(FAR, FRR) = (0,1.1%) and (0,0.1%), respectively. However, the challenge escalates
when dealing with adversaries who possess deeper knowledge of a user’s tapping habits
(solid versus dashed lines). In these scenarios, the baseline prototype requires a mini-
mum of 9 taps to maintain (FAR, FRR) = (0,2%). This result confirms the potential
security risks associated with unique tapping patterns of individuals. Nevertheless, our
enhanced prototype shows a significant improvement in mitigating these risks (orange
versus blue lines), where only 4 taps are needed for (FAR, FRR) = (0,1.7%). These find-
ings suggest that our enhanced prototype successfully encourages more random tapping

behavior and improves the pairing performance.

Overall, we estimate that 3 rotations are enough to defend against impersonation attacks,
and the number of taps varies between 4 and 9 depending on which prototype is used.
We note that for both pairing techniques, increasing the number of motions offer only
marginal improvements in accuracy, but could considerably add to the user’s burden.

Hence, in the following, we use these established motion numbers to assess other metrics.

5.3.3 Security Assessment

NIST 800-22 Test Suite Outcome. We do not apply the NIST 800-22 test suite
on the rotation data because the randomness of rotations is guaranteed by the adopted
Java SecureRandom API [106], which is widely recognized as a validated RNG for cryp-

tographic applications.

To assess the randomness of taps generated by participants, we adopt the same approach

used in previous work [34, 68, 83]: We concatenate the six least significant bits of the
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time intervals from all runs performed by participants (preserving the experiment order).
This bitstring (21.6k bits per prototype) is then evaluated for its randomness using the
NIST statistical test suite.

The full results are given in Table 5.3. The outputs of the NIST 800-22 statistical
tests are p-values that represent the probability the tapping dataset is generated by
an eligible random number generator. If a p-value is smaller than a threshold (usually
0.01 [34, 68, 83]), the randomness hypothesis is rejected. Table 5.3 shows that all p-
values are larger than 0.01 and hence pass the NIST tests. Note that we do not conduct
Maurer’s Universal Statistical Test (also known as the compressibility test), because it
requires a minimum data input of 387.8 kbits that is not met in our case. This test was

also neglected by previous work [68, 83].

TABLE 5.3: NIST 800-22 statistical test results for taps.

p-value
Test Baseline | Enhanced
Frequency 0.806 0.145
Block Frequency 0.855 0.376
Runs 0.723 0.398
Longest Runs 0.088 0.652
Binary Matrix Rank 0.706 0.065
FFT 1.000 0.628
Non-overlap Template 0.716 0.022
Overlapping Template 0.620 0.525
Universal - -
Linear Complexity 0.725 0.587
Serial 0.424 0.321
0.442 0.482
Approximate Entropy 0.130 0.427
. 0.854 0.285
Cumulative Sums 0.629 0.209
Random Excursions 0.738 0.419
Random Excursions Var. 0.582 0.681

Entropy Analysis. A single rotation is uniformly initialized over 300 degrees (in one
degree precision) and thus contains an entropy of 8.2 bits. In contrast, a single tap in
our study has an entropy of 9.4 and 9.6 bits for the baseline and enhanced prototype,

respectively.

However, some entropy is sacrificed due to fuzzy cryptographic primitives that rectify
mismatches between the two devices. Here, we make a preliminary estimation of the
entropy loss: Using the encoding method in [68] on our dataset, the maximum bit
mismatch rates (i.e., percentage of different bits between two devices) for the rotation
and tap prototypes are between 1.9% and 4.3%. This can be addressed by e.g., a fuzzy
extractor scheme with (20, 15) BCH code with a 5% error tolerance [19, 107], potentially
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leading to an entropy loss of 25%9. In this way, 3 rotations carry an entropy of 18.5 bits.
In contrast, 4 to 9 taps in the baseline prototype carry 28.2 to 63.5 bits, and 4 taps in
the enhanced group carry 28.7 bits. For comparison, a standard four to six digit PIN

code has an entropy of between 13.3 and 19.9 bits.

Additionally, we also apply the NIST 800-90B test suite [88] to our tap motion dataset’.
The NIST 800-90B test suite is a widely recognized standard for evaluating the min-
entropy of random number generators. It consists of ten distinct and independent tests,
each of which calculates a min-entropy value based on a bitstring derived from a given
randomness source. The results of applying this test suite to our concatenated bitstring
are presented in Table 5.4. To enhance readability, in line with [108], we report the
estimated min-entropy in terms of “entropy per bit” (i.e., a value between zero and

one).

TABLE 5.4: NIST 800-90B statistical test results for taps.

Test Entropy Per Bit
Most Common 0.96
Collision 0.79
Markov 0.98
Compression 0.65
Multi-Most Common 0.97
Lag Prediction 0.96
Multi-Markov 0.99
LZ78Y 0.97
t-tuple 0.90
LRS 0.97

Typically, previous research has used an entropy threshold of 0.9 per bit as a criterion to
determine whether a random number generator passes a specific min-entropy test [109—
112] (Some studies have even adopted a more lenient standard, such as 0.7 [108]). Based
on these criteria, our dataset successfully passes most of the tests (i.e., 8 out of 10). As
a comparison, the urand dataset from Unix-like operating systems can pass 9 out of 10
tests [108].

However, it is important to note that the results in the table are only provided as a
reference. Ideally, the NIST 800-90B test suite requires a bitstring of at least 1000 kbits
to generate a fully valid evaluation, whereas our data consists of only 21.6 kbits. As
future work, more extensive studies with larger datasets will be needed to further verify

the feasibility of our pairing techniques.

SNote this is a preliminary estimate, and more rigorous calculations are necessary in real-world
implementations.

" Again, we do not apply this NIST test on rotation motions since they are initialized by Java’s reliable
SecureRandom API.
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5.3.4 Efficiency and Usability Scores

Time Efficiency. Next, we estimate the time for users to perform 3 rotations and 4 to
9 taps. Figure 5.4d shows the overall distribution of rotation time in the user study?®.
The average time needed for 3 rotations with the baseline prototype is 14s (SD = 7.11),
while for the enhanced prototype the mean time is 9.27s (SD = 4.56). For taps, the
mean time needed for the baseline is between 3.52s (SD = 2.6) and 7.92s (SD = 5.85),
while for the enhanced prototype the time is 3.92s (SD = 3.12) since only 4 taps are
required. Given these estimates, we calculate that the average bit rate for rotations
ranges from 1.32 (baseline) to 2 (enhanced) bps. For taps, the average bit rate lies
between 7.32 (enhanced) and 8.01 (baseline) bps.

SUS Questionnaire Score. The average SUS scores for the baseline and enhanced
prototype are 62.8 (SD = 21.2) and 85.4 (SD = 9.5) for rotations, and 70.7 (SD = 17.3)
and 55.7 (SD = 20.8) for taps. The enhanced rotation prototype and the baseline tap
prototype generally pass the typical benchmark value of 68 for “good usability” [89].
The scores for the other two prototypes are noticeably lower. It is important to note
that the SUS questionnaires were completed after an extensive data collection process,
far more demanding than performing just 3 rotations or 4 to 9 taps. We expect that

users carrying out a more realistic task would report even higher usability scores.

5.3.5 Learning Effect in Tap Prototypes

In the experiment, we counterbalanced the order in which participants used the baseline
and enhanced prototypes. Our analysis indicates that there was a strong learning effect
when participants used the tap prototypes. In other words, the sequence in which
they used the baseline versus enhanced prototype had an effect on their performance.
Figure 5.6 shows the accuracy of tap prototypes, i.e., for 12 out of the 24 participants
who first experienced the baseline prototype compared to the rest who first interacted

with the enhanced prototype.

The performance of the baseline prototype for participants who started with the baseline
provides an insight into the real-world experience of a first-time user attempting random
taps (blue lines in Figure 5.6a). Under these conditions, it takes 6 and 10 taps to de-
fend against non-knowledgeable and knowledgeable impersonation attacks, respectively.
Conversely, participants who started with the enhanced prototype showed significantly

better performance when they later used the baseline (blue lines in Figure 5.6b). With

8In both prototypes, we allocated a 10-second window for each rotation instruction. However, the
time reflected here is the actual duration taken by participants to complete the rotations, which is often
much shorter than the allocated window. Thus, future design can consider reducing the window.
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FIGURE 5.6: Learning effect in tap prototypes. Here we split the results from Fig-

ure 5.5¢, depending on which prototype participants used first. The red squares in-

dicate the minimum number of taps for accurate pairing using the baseline prototype
against adversaries of various capabilities (blue lines).

the baseline prototype they required only 3 and 4 taps to defend against both types of
attacks. This was the case even though participants in the baseline prototype were not

provided with any guidance and were simply asked to tap based on their intuition.

Our interpretation of this learning effect is that the enhanced prototype serves as an
effective “tutorial” that encourages users to behave more randomly. The benefits of this
training persist even when the guidance is withdrawn. Importantly, this learning effect
was achieved in a very short time span—around five minutes for all participants in the
experiment—which further underscores the efficiency of the feedback provided by the

enhanced prototype.

5.3.6 User Perspectives

To gain a more comprehensive understanding of user attitudes toward our pairing tech-
niques, we carry out a thematic analysis of interviews, revealing three main themes that

stand out as crucial factors for establishing IMD pairing through bodily motions.

Physical Comfort and Accessibility. The level of physical demand is highlighted as
a key consideration in pairing. Participants who preferred tap over rotation generally
felt that tapping was easier and more convenient. In contrast, rotations were seen as
more physically demanding, potentially leading to dizziness and posing challenges for
elderly individuals with mobility issues. This focus on physical demand was also reflected
in their preferences among the rotation prototypes—participants were less fond of the
baseline design, which requires precise body alignment to specific degrees. This is more
difficult to execute and could lead to more dizziness compared to the enhanced prototype.
Overall, two out of the 24 participants mentioned experiencing mild dizziness when
using the baseline rotation prototype, but also said that this was due to the repetition

of 24 rotations, and that less rotations would alleviate this issue. Furthermore, some
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participants expressed concerns about the pairing frequency; nevertheless, they indicated

that less frequent pairings, such as once a week, were manageable.

Cognitive Load. In addition to physical requirements, mental load also emerged as
a significant factor for participants. Over half of the participants found rotations to be
simpler and more straightforward compared to taps, which they felt were more difficult to
execute randomly, more boring, or even weird. Participants also commonly favored the
enhanced rotation prototype for its clear interface, and often described it as a game-like
experience (using terms such as “enjoyable”, “fun”, and “game”). Moreover, the similar
group of participants generally did not like the enhanced tap prototype. They found
it stressful to discern whether they were executing the motions correctly, and disliked
feeling judged. Specifically, many participants noted their dislike to the negative earcon,

describing it as “annoying” and “discouraging”.

Sense of Control and Safety. Another critical factor was the user’s sense of control
and safety. Many participants highlighted that they felt in control of their pacemaker
using our proposed pairing techniques—even though the term “control” was never ex-
plicitly mentioned by us in the discussion. Participants also commonly emphasized the
need for more transparency in the pairing process. For instance, one participant (p21)
stated, “I think I have the right to know immediately and directly, who can pair my
pacemaker, who’s pairing and how it’s going to be paired.” Similarly, a sense of safety
was a recurring theme. For example, another participant (p5) mentioned, “Even if my
doctor is reliable, I want to know when my pacemaker is controlled by someone.” Re-
call our interview question comparing Medtronic’s solution (as per in Table 3.2) to our
designs: 21 out of 24 participants preferred our approach. The remaining three favored
Medtronic’s design, and stated, e.g., “I don’t see why anyone would want to attack me”
(p7). Overall, these insights further substantiate our motivation for shifting towards a

more “seamful” design approach in pacemaker pairing.

5.3.7 Insights From the Co-Design Workshop

Valuable perspectives were also gathered from the co-design workshop. For the rotation-
based pairings, the cardiology nurse highlighted potential challenges for pacemaker pa-
tients in performing the rotations, stating “People may get low blood pressure when
standing up and rotating, or have muscular neurological problems like Parkinson’s”. As
an alternative, she suggested having the patient sit in a swivel chair and be assisted by
medical staff to complete the rotation, therefore minimizing issues like dizziness. The
pacemaker patient affirmed the practicality of this solution; indeed, when asked to exe-

cute the rotations, he opted to sit in a swivel chair rather than stand. Additionally, he
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expressed that using visual cues from a smartphone during rotations was “unnatural”,
and proposed using audio instructions, like “rotate to the right until I say stop” played

via headphones, as a more intuitive alternative.

For the tapping prototypes, both elderly participants found the motion simple and easy
to execute. They also confirmed that the gentle taps used in our experiment posed
no risks to pacemaker patients. Interestingly, both participants preferred the enhanced
prototype. The cardiology nurse appreciated the feedback, saying “It actually tells you
if you’re on track”. The pacemaker patient liked the different earcons, mentioning “It’s
more helpful to have different sounds, and it encourages me towards the end of pairing”.
Notably, the pacemaker patient pointed out a safety guideline: electronic devices should
be kept at least six inches away from the pacemaker to avoid possible interference [30]. To
adhere to this, we attached the motion sensor to the skin near the heart and performed
taps six inches away on the right chest area. Our sensor readings still displayed clear

peaks, validating the feasibility of our approach.

Furthermore, we commonly observed participants’ limited awareness of cyber vulnerabil-
ities associated with pacemakers. Throughout the interviews, they expressed confusion
about the need for secure pairing. For example, they did not understand the poten-
tial threat of a seamless pairing process, and asked e.g., “Why bother doing motions
if the devices can connect via Bluetooth”. This observation conforms to previous re-
search [113], stating that patients with cardiac implants generally have a limited grasp

of the security threats they may face.

5.4 Discussion and Conclusion

The unique nature of IMDs introduces new challenges in the design of suitable pairing
methods. An important decision in the design of interactive systems is whether they are
designed to be seamless or seamful [114, 115]. Both alternatives come with trade-offs:
seamless designs prioritize simplicity and ease of use, while seamful designs focus on en-
hancing user awareness and engagement. In the context of IMD pairing, existing work
largely leans towards seamless designs. However, we argue that this may inadvertently
create vulnerabilities, enabling adversaries to launch attacks silently [35, 37, 39, 43]. Our
work explores an alternative approach by considering a more seamful design, necessi-
tating some level of physical interaction—a few rotations or taps—from the user during

the pairing process.

We empirically validate the feasibility of our techniques through a study involving 24

participants and a co-design workshop. Overall, we find that the workload required to
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bootstrap a secure pairing is feasible, and we estimate that it requires only 3 rotations
or between 4 and 9 taps for reliable performance, consuming roughly 10 seconds for
rotations and 4-8 seconds for taps. With an FAR of 0 and an FRR below 5%, the risk

posed by adversaries is low, and legitimate users will likely experience very few failures.

We calculate that the entropy shared through these pairing motions largely surpasses
that of a standard four-digit PIN code. Recall that the IMD and the external device
first share a short secret through bodily motions. They then run a PAKE algorithm
to subsequently exchange a long-term encryption key based on the short secret. The
PAKE significantly restricts the time window in which an adversary can launch online
brute-force attacks (see Section 3.1.3), and also restricts the number of MITM attempts.
Typically, the adversary has a very limited period to guess the secret and usually only
one chance for a MITM attack; failing within this period would make recovering the
encryption key impossible. As an estimate, a shared secret as strong as a 4-digit PIN
code could reduce the adversary’s success probability on brute-force attacks to as low
as 0.01% [78] (assuming the adversary is limited to guessing only), whereas for our
techniques this likelihood is even lower. Therefore, we believe that these motions serve
as adequate input for a PAKE. Note that, if required, higher entropy can be achieved

by performing more motions.

Our user study also validates that the pairing process is easy to understand, learn, and
execute, even in their current simplistic prototype form. Taps can be conducted by either
the patient or medical staff. On the other hand, although rotations could theoretically
be performed on a wheelchair (or stretcher) with the help of medical staff (as mentioned

by the cardiology nurse as well), its practicality has not been validated by us.

For each pairing technique, we implement various prototypes for each technique, includ-
ing baseline and enhanced designs, and evaluate them in a laboratory setting. We show
that targeted adjustments to the user interface can, in some cases, improve the effec-
tiveness of the pairing process. For example, refining the interface in the rotation-based
technique led to faster pairing and better user experience, with only a minor impact on
accuracy. Conversely, we note that some design choices involve trade-offs. In the case of
the tap-based technique, enhancing security features had the unintended consequence of
diminishing usability. Nevertheless, the robustness of our proposed pairing techniques
is confirmed across various implementations. Moreover, the study suggests that further

optimization is possible through more user-centered design.

Overall, we find that bodily motion is a promising approach for seamful pairing with
IMDs, which can achieve security levels compatible with modern standards. Note that
a more comprehensive discussion of our proposed pairing techniques, including their

deployability into existing healthcare infrastructures, relevant user training procedures,
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comparison with previous work, resilience to side-channel eavesdroppings, limitations

and so on, is given in Chapter 8. This is because this part is also shared with another

pairing technique we propose in the next chapter.



Chapter 6

Using Vibration to Pair with
IMDs

In this chapter, we present our Study III: investigating the use of vibration signals
for secure pairing with IMDs. Vibrations are highly perceivable and have been widely
used in smart consumer devices for notification services. Additionally, vibration has the
potential to be generated and detected by hardware components that are cheap, widely
deployed, and miniaturized. In particular, accelerometers, the primary type of vibration
receiver used in previous approaches, are already present in state-of-the-art IMDs for
medical purposes [57-59]. Another advantage of using vibration is its limited range of
reliable reception. In the IMD context, this implies that if an external device intends to
transmit a vibration to an IMD, it must be physically attached to the patient’s skin [38].
If an adversary overpowers the signal with a very strong vibration from a distance, the

patient can easily notice this.

Not surprisingly, there are various studies that propose the use of vibration signals for
pairing or secret transmission between two devices. This includes previous work designed
for IMDs, as discussed in Section 2.2. However, as we will demonstrate, such approaches
often face significant deployability challenges that hinder their practical application in
real-world IMDs. Our work aims to overcome these limitations and propose novel secure,

usable, and deployable pairing methods for IMDs.

Similar to our previously proposed approach based on bodily motions, the pairing pro-
cess in this chapter involves physical interaction with the patient’s body—specifically,
repeatedly attaching the external device to the body—combined with vibration signals
during each attachment period, to achieve secure pairing. Likewise, this method could
be completed by either the patient or a trusted third-party individual like a doctor or a

caregiver.

T
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In this chapter, the data from our user study and software used in our prototypes are
currently in a temporary anonymous link: https://osf.io/tk56r/?view_only=2be0
15b407474ac1a97f1bcca682d991. We plan to publish them properly under a permissive

open-source license after we publish our Article III.

6.1 Motivation

Previous work has proposed vibration as an OOB channel for transmitting secrets be-
tween two devices that physically contact each other [38, 83, 116-120]. Table 6.1 summa-
rizes their application scenarios and hardware setups. Most are designed for wearables
and IoT devices that are not implanted in the human body. As a common setup, the
transmitter (such as a smartphone) is equipped with a vibration motor and the receiver
contains a sensor to detect the vibrations, such as an accelerometer [38, 83, 116, 117, 119],
gyroscope [118] or microphone [120]. In particular, there are two primary types of vi-
bration motors in use [121]: ERM motors generate vibration by spinning an off-center
weight and are extensively used due to their simplicity and low cost. Linear Resonant
Actuator (LRA) motors, on the other hand, vibrate by oscillating a mass along a lin-
ear path, offering more precise control over vibration patterns and are being gradually

employed by advanced consumer devices.

TABLE 6.1: Setup for previous vibration-based secret transmission. The application
context refers to the intended receiver device.

Receiver Sensor

Technique Application Context Motor Type Sampling Rate (Hz)

Type

Vibrate-to-Unlock [116] RFID tag ERM or LRA Accelerometer Not reported
SYNCVIBE [117] Wearable ERM or LRA Accelerometer 1600
SecureVibe [38] IMD ERM or LRA Accelerometer 3200
VibroComm [118] ToT device ERM or LRA Gyroscope 32000
Ripple [119] Mobile device LRA Accelerometer 1600
Ripple II [120] Mobile device LRA Microphone 48000
Touch-And-Guard [83] Wristband device ERM Accelerometer 250

Prior work predominantly directly embeds the secret within the vibration signal itself [38,
116-120]: the transmitter encodes the secret into vibration using specific modulation
methods, and the receiver picks up this vibration with a sensor and decodes the secret.
For instance, [38, 41, 117] employ On-off keying (OOK) modulation to encode the secret,
transmitting a ‘1’ with a carrier signal and a ‘0’ with no carrier. Another strategy
leverages vibration to “amplify” the secret from humans: Wei et al. [83] propose an
approach that pairs an IoT device with a wristband device, where the IoT device contains
a vibration motor and both devices have an accelerometer. When the user (who wears
the wristband) touches the IoT device, the motor emits a vibration that sweeps through

a range of frequencies. Contrary to the above methods, the vibration here does not
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carry the secret and remains consistent across different sessions. Instead, the secret
comes from the (to some extent random) resonant properties of the user’s hand-arm

area, which can be derived from the accelerometer readings.

However, we argue that most work (in their current form) is not deployable in existing
IMD products because they have stringent requirements on the receiver sensor. Micro-
phones do not exist in IMDs, nor is there any indication they will be included in the
foreseeable future; while inertial sensors (i.e., accelerometer and gyroscope) often require
sampling rates in several thousands of Hz or higher. While there are no published reports
on current IMDs’ inertial sensor sampling rates, we doubt whether these devices have
been or will be equipped with such high performance sensors: First, a primary function
for which inertial sensors are incorporated into IMDs—patient routine activity recog-
nition [57-59]—only takes at most a few hundred Hz to gain high accuracy [122, 123].
Second, other technologies that fulfill specific medical purposes for IMDs typically use
sampling rates of up to one thousand Hz [71, 72, 124]. Third, the power consumption of
inertial sensors often rises exponentially as the sampling rate increases [122], while IMDs
have constrained batteries. Future studies could certainly explore if prior work remains
effective at reduced sensor sampling rates such as a few hundred Hz. Nevertheless, this
is likely to significantly impact the performance, because vibration signal demodulation

often requires sensor data with high resolution [119].

Overall, we find that only [83] demands a lower sampling rate of 250 Hz. This is because
the secret relies on the resonant frequencies of the user’s hand-arm region, which are
situated in the low-frequency domain ranging from several to a few hundred Hz [125, 126].
Nonetheless, its practicality was only validated for wristbands but has not been tested
in other deployment environments or with different hardware setups. For our work, we
start with the approach of [83] in our prototype that simulates the environment of an
IMD and demonstrate that it may not be the optimal choice. Consequently, we propose
a new and reliable vibration-based technique for pairing with IMDs using accelerometers

with the same or potentially lower sampling capabilities.

6.2 Method

This section presents the evaluation of a promising approach proposed by [83] in the
IMD context, the design of a new vibration-based pairing technique, the development

of signal processing workflow, and the data collection process during our user study.

Other methodologies, such as the general prototype setup (e.g., the sensor, chest strap

and human body simulator), as well as the participant demographic and recruitment
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process, are detailed in Chapter 3, as they are also shared with another pairing technique

proposed in the last chapter.

We inherent our assumptions mentioned in Section 3.2.1: We assume that the IMD is
a pacemaker equipped with an accelerometer, and will refer to it as “pacemaker” in
the remainder of this chapter. We also assume the external device to be a smartphone;
however, as we are not using a real smartphone in our study (not like our Study II. The

reason is given in Section 3.2.1), we will still call it “external device” in this chapter.

6.2.1 Pairing Technique

Our pairing process requires the user (patient or doctor) to repeatedly attach the external
device to the patient’s body (near the pacemaker’s location) for a few times. For our
work, we refer to each repetition of the user as a cycle, and the complete pairing process

(including several cycles) as a run. Each cycle comprises three main steps:

e Device Attachment. The user attaches the external device to the body and holds
it steadily.

e Vibration broadcast. The external device emits a vibration signal for a short
period. The signal is always the same, and does not serve as the secret. Both the
pacemaker and external device take a measurement of the acceleration. The user

releases the external device when the vibration stops.

¢ Randomness extraction. Both devices process the sensed acceleration signal and

derive a shared secret from it.

The security of pairing relies on the randomness of the shared secret, which originates
from the diverse physiological characteristics of the human body as well as the inherent
variability of human behavior [64]. In particular, the latter includes, e.g., the varying
position where the external device is attached and the spontaneous manner in which
the device is held, such as various levels of grip strength. The vibration signal itself
remains constant in each cycle and is not a source of randomness. Instead, it serves
as a “catalyst” that allows the randomness of body and motion to be reflected in the

accelerometer measurements.

6.2.2 Obtaining a Shared Secret From Human

The design of vibration strategy in each cycle—mamely, the control of the motor to

vibrate at a certain frequency(s) for a certain time frame(s)—is crucial. We first explore
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the feasibility of the aforementioned work [83] when applied to the context of IMDs. We
replicate the exact same experimental settings using our prototype that simulates the
human body environment (as shown in Section 3.2.1): The accelerometer sampling rates
of the external device and pacemaker are set as 250 Hz!. In each cycle, the motor is
programmed to sweep between 20 Hz to 125 Hz within 1.75 seconds. During this period,
two devices measure the Z-axis? (aligns with the user’s sagittal plane) acceleration data
and subsequently generate the frequency spectrum by doing Fast Fourier Transform
(FFT). One researcher of our research team performs 100 cycles as a preliminary test.

The results are shown in Figure 6.1.
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FIGURE 6.1: Performance of swept vibration using our prototype. The peaks shared
between devices are marked with red arrows.

For clarity, we normalize the frequency spectrum and manually divide the data into four
categories according to the number of peaks shared by both devices (the locations of
the resonant frequency peaks were regarded as secrets in [83]). Among all, 72 cycles
show one stable peak; 17 cycles have two common peaks while only 2 possess three
peaks. Apart from these, in 9 cycles, the data is so noisy that it is impossible to capture
any shared peaks. Our results differ significantly from [83] where an average of 4-8
peaks can be obtained per cycle. Additionally, the peaks in [83] are somehow uniformly
distributed over the whole 20-125 Hz range, while ours are almost always in the range

of 80-110 Hz. Our interpretation for the discrepancy in the performance of this strategy

!Thus, according to the Nyquist-Shannon sampling theorem, the devices can accurately measure
vibrations at frequencies up to 125 Hz.

2Three axes of accelerometer can capture very similar frequency domain information given a vibration.
Hence, typically only one of the axes is used to save computational power and energy.
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FIGURE 6.2: Performance of constant vibration (50 Hz, 1s per cycle) by our prototype.

is the presence of the plastic board/shell in our prototype setup, which “masks” the
resonant frequencies of the human body. Unfortunately, in the context of IMD pairing,
the existence of such components (e.g., a plastic or metal device housing) is inevitable.
In practice, we expect that unknown and varied environments may lead to very erratic

performance of this approach.

However, we still draw inspiration from the above test. The variance of frequency
response among cycles implies the natural randomness inherent in the user attachment
motions, given that the physical characteristics of the vibration, the user (i.e., body and

hand) and the environment (i.e., prototype) are unchanged.

Intuitively, we want to test if a constant-frequency vibration is a viable option. We
program the motor to emit a 50 Hz vibration for 1s per cycle, and the same researcher
executes 100 cycles using our prototype. For each cycle, we collect Z-axis acceleration
data from both devices and generate the frequency spectrum using FFT. Figure 6.2a
shows an example of the frequency spectrum in one cycle. We observe that two devices
are capable of obtaining very similar data, especially for a prominent amplitude peak.
Figure 6.2b illustrates the spectrum change of the pacemaker over ten consecutive cycles.
Fach row in this figure corresponds to a frequency spectrum obtained in one cycle,
and the bright spots indicate the prominent peaks on the curve. We observe that the
peak locations vary around 50 Hz, suggesting the presence of a degree of randomness.
Furthermore, two device capture exactly the same peak locations in 98 out of 100 cycles,
yielding a low error rate. These findings indicate that providing an excitement of a
constant-frequency vibration, the prominent peak location in the frequency domain is
a potentially qualified shared entropy source between the pacemaker and the external

device, which can be utilized for pairing purposes.

6.2.3 Signal Processing Workflow

Figure 6.3 shows the workflow of our pairing technique. In each cycle, the user holds

the external device and attaches it on their chest. During the attachment, the motor
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FIGURE 6.3: An overview of our pairing technique.

vibrates and both the pacemaker and the external device measure a pair of Z-axis accel-
eration data. The two devices first initiate a pre-processing step: To remove the noise
of the direct current component, each device subtracts the acceleration data with its
mean value. In addition, the frequency transition of a vibration motor is not ideal and
instantaneous [38, 117], i.e., when the motor is switched on from standstill or switched
off, the generated vibration signal is not amplified or attenuated immediately but with
a slow and damped response. This means that the transition parts (i.e., two ends) of
a vibration signal segment are often noisy. To address this issue, we apply a Hanning
window on the data to suppress the noise at transition frames and highlight the middle

part.

Subsequently, each device applies FFT on the acceleration signal to obtain the frequency
spectrum. The frequency range of 0 to 20 Hz is then excluded to avoid the effects of
noisy motion artifacts like human breathing movements [127]. As mentioned, there is a
prominent amplitude peak in the frequency spectrum. In order to detect the location
of this peak, each device simply traverses the frequency domain to find the frequency
value corresponding to the maximum amplitude. This solution is straightforward and
has demonstrated significant robustness in our study, because the prominent peak is
often significant enough and overwhelms the other local optima caused by the noise (see

Figure 6.2a).

Based on the above procedure, after the user completes a pairing (i.e., a run) by re-
peating the attachment for several times, each of the two devices will possess a sequence
of peak locations. However, these sequences may not be exactly the same due to the
measurement noise and human error (e.g., hand wobbles). We design a two-step rec-
onciliation process to resolve this: First, each peak location is encoded into a binary
format using Gray code [128]. This coding method ensures minimal bit mismatches as
long as the discrepant peak locations are very close on two devices, which is the case of
our technique. These binary values are then concatenated in sequence to form a con-
tinuous bitstring on each device. Second, we employ a syndrome construction of fuzzy

extractor [19, 129] to reconcile any remaining bit differences between the two bitstrings
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without revealing the secret itself. This approach is chosen for its high efficiency and
low power consumption characteristics, as we will report in Chapter 7. As long as the
rate of bit mismatches falls within the error-correcting capability of the chosen fuzzy
primitive, the pacemaker and the external device agree on an identical bitstring as a
shared secret, which is used as the input of a PAKE to further exchange a cryptographic
key (see Section 3.1).

Note that we have intentionally designed the signal processing to be straightforward and
lightweight for computation, taking into account the limited resources of the IMDs. We
also explored the use of, e.g., signal smoothing techniques, but found that they only
slightly decreased mismatches while imposing additional burden on the IMD. We thus

omitted such steps.

6.2.4 Data Collection

We manipulate two essential vibration settings, frequency and duration, and measure
the effect on pairing performance. We set three levels of vibration motor frequencies to
50Hz, 75 Hz and 100 Hz, considering that the motors and accelerometers in consumer
devices are often limited (recall that an accelerometer with a sampling rate of 250 Hz
can only measure vibration frequencies less than 125 Hz). During our preliminary tests,
we noticed that due to the inherent instantaneous nature of vibration motors (see Sec-
tion 6.2.3), the frequency spectrum obtained from vibrations lasting less than 400 ms was
often noisy with multiple peaks, leading to high mismatch rates between the two devices.
On the other hand, vibrations over one second did not appear to offer additional benefits
but harmed time efficiency and impacted user experience. Therefore, we set vibration
durations to 400 ms, 700 ms and 1000 ms. The 9 possible vibration frequency/duration
combinations are intentionally set to avoid extensive workload for participants in the

user study.

An overview of our prototype setup is shown in Figure 6.4a. In the user study, the
vibration motor should start to vibrate only when the external device has been well
attached to the user’s body. To ensure this in our study, we incorporate a buzzer
into our prototype that emits a beep sound 0.5 seconds prior to each activation of the
motor, serving as a cue for participants to attach the device. This design demonstrated
effectiveness during our user study. However, note that this is just a preliminary solution
for prototyping purposes. In a real-world set up, the external device can certainly utilize
a proximity sensor or a camera to autonomously determine when it has been attached

to the body.
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F1GURE 6.4: Experimental setup.

At the start of the user study, participants were instructed to wear our prototype and
sit on a chair. Then they need to grasp the external device simulator and repeatedly
attach it to the black pocket area of the chest strap, as shown in Figure 6.4b. They
were advised to attach the device in a random manner such as to random positions, and
(in each cycle) stay attached until the vibration had completely ceased. Before starting
the data collection, participants were asked to acquaint themselves with the prototype
to understand the pairing process. This introductory process took under a minute for
all participants. Subsequently, for each of the 9 vibration conditions, participants were
asked to conduct the attachment for 5 consecutive cycles as one run, and complete 4
such runs in total. The order in which participants used different vibration frequencies
was counterbalanced, while the order of using different vibration durations was fixed

(always from short to long).

At the end of the user study, participants were requested to fill out a standard SUS
questionnaire [89] to assess the usability of the pairing method. We then conducted an
interview with them to gather further insights. Full details of the questionnaire and the

interview are listed in Table 3.1 and Table 3.3, respectively.

6.3 Results

6.3.1 Shared Secrets

Figure 6.5a shows the distribution of all peak locations (i.e., the secret) collected by the
pacemaker from 24 participants. The plotted distributions have been slightly smoothed
for better visualization. We observe that for a specific vibration frequency, such as
50 Hz, the peak locations range between 30 and 70Hz and generally approximate a
normal distribution centered by the motor’s frequency, suggesting a certain degree of

randomness from the user. Additionally, it appears that the distribution is slightly flatter
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FIGURE 6.5: Distribution of peak location and mismatch among 24 participants.

(thereby the level of randomness increases) with an increase in vibration frequency. This

observation is later substantiated by the entropy measurements.

The possible options for peak locations in the frequency domain are not continuous
due to the sample-based nature of the time domain acceleration data. Notably, the
more time domain samples, the higher the frequency domain resolution. For instance,
with an accelerometer sampling rate of 250 Hz, the frequency resolution is 2.5 Hz for
a 400 ms measurement window. This indicates that potential peak locations are in
discrete intervals such as 47.5 Hz, 50 Hz, 52.5 Hz, and so on. Consequently, we observe
more “jagged” curves for shorter vibration durations like 400 ms, and denser curves for

longer vibrations such as 1000 ms.

Mismatch is calculated by subtracting peak location values between the pacemaker and
the external device, and represents the level of noise and error. The mismatch distri-
bution for our prototype, as illustrated in Figure 6.5b, resembles a normal distribution
centered around a mean near zero and with a standard deviation of 2.8 Hz. This im-
plies that user-induced errors and sensor noise are limited in our prototype. Note that
this result takes into account situations where participants did not strictly follow our
pairing norms during the study. For instance, there were a number of occasions when
participants released the external device while it was still vibrating. Such cases were not

excluded from our dataset as they present a more realistic use scenario; otherwise, we
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expect that the mismatch levels would be even lower. On the other hand, Figure 6.5¢
and Figure 6.5d show that the degree of mismatch does not have a straightforward

correlation with either the vibration frequency or the duration.

6.3.2 Pairing Accuracy

For each of the 9 vibration conditions, we build two sets to measure accuracy:

e Set I comprises 96 (= 24 x 4) pairs of peak locations, each with a length of five (since
we collected five cycles per run). All the pairs in Set I come from legitimate pairings

of a pacemaker and an external device.

e Set IT has 96 pairs of peak locations (the same size as Set I), where each pair is created
by randomly mixing data from illegitimate device pairings. An example would be a
pair originating from participant A’s pacemaker and participant B’s external device,
or from participant A’s pacemaker and external device, but collected in different

pairing sessions.

In this study, we did not generate Set III to test resilience to knowledgeable imperson-
ation attacks (as we did for tapping in Study II), due to the limited amount of data (for
each of the 9 vibration conditions) collected during the user study. This is a limitation
of our work, and future studies should consider conducting larger-scale user studies to

test this.

An effective pairing technique should maximize the acceptance of pairs from Set I (i.e.,
low FRR), while minimizing the acceptance of pairs from Set II (i.e., low FAR). Note
that not all five motions are necessarily needed, i.e., we can vary the length of runs

ranging from one to five, by truncating the initial elements.
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FIGURE 6.6: FRR vs. number of attachment motions under different vibration condi-
tions (FAR = 0 in all cases). The red circles indicate configurations with FRR < 5%.

Figure 6.6 shows the accuracy of our prototype across various numbers of attachment

motions performed. We consider that an FRR below 5% signifies good usability. As
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expected, increasing the number of motions consistently improves the accuracy of the
pairing. Moreover, given a specific vibration frequency, longer vibration duration leads
to higher accuracy. This is due to the increase of entropy with prolonged vibration, which
will be further discussed in Section 6.3.3. An additional observation is the association
between vibration frequency and accuracy. With a fixed vibration duration and number
of motions, we find that the FRR tends to drop as the vibration frequency rises. This

insight requires further investigations.

Overall, the red circles in Figure 6.6 indicate the five out of nine vibration conditions
that offer acceptable accuracy levels. For example, a vibration condition of 50 Hz for
1000 ms per cycle requires the user to execute five attachments to achieve pairing with
FAR = 0 and FRR = 3.7% (see Figure 6.6a). Note that for other vibration conditions,
more than five motions are likely to also yield satisfactory accuracy. However, this
was not tested by us and would demand more effort from the user, which could harm
usability and even safety (e.g., availability in emergencies). As a result, such settings

are not considered in the following.

6.3.3 Security Assessment

NIST 800-22 Test Suite Outcome. We refer to previous work [34, 68, 83| to as-
sess the randomness of the secret generated by our technique. The previous accuracy
evaluation has led us to consider only the five vibration conditions that demonstrated
acceptable levels of accuracy. For each of these conditions, we take the floor of the (frac-
tional) entropy value for that specific setting (see Table 6.3), and extract that number
of Least significant bits (LSBs) from each peak location value. These LSBs are then
concatenated together following the order in our user study. Subsequently, we combine
these bitstrings from all five vibration conditions as a single 8.6 kbits string, and evaluate

its randomness using the NIST 800-22 statistical test suite [86].

TABLE 6.2: NIST 800-22 statistical test results for attachment motions.

Test p-value Test p-value
Frequency 0.880 Block Frequency 0.143
Runs 0.111 Longest Runs 0.099
Binary Matrix Rank 0.170 FFT 0.622
Non-overlap Template 0.160 Overlapping Template 0.377
Serial (p-valuer) 0.638  Linear Complexity 0.716
Serial (p-values) 0.677  Approximate Entropy 0.176
Cumulative Sums (forward) 0.191  Random Excursions 0.216
Cumulative Sums (reverse) 0.259  Random Excursions Var. 0.403

The full results are given in Table 6.2. The outputs of the NIST statistical tests are
p-values that represent the probability the data is generated by an eligible RNG. If a
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p-value is smaller than a threshold (usually 0.01 [34, 68, 83]), the randomness hypothesis
is rejected. Table 6.2 shows that all p-values are larger than 0.01 and hence pass the
NIST tests. Note that we do not conduct Maurer’s Universal Statistical Test, as it
requires a minimum data input of 387.8 kbits that is not met in our case. This test was

also omitted by previous work [68, 83].

Entropy Analysis. Table 6.3 shows the entropy value contained in each motion across
different vibration conditions. Overall, a single motion in our study carries an entropy
from 2.61 to 4.48 bits. For a certain vibration frequency, the entropy grows with higher
vibration durations. This is because given a fixed sampling rate of the accelerometer, a
longer measurement brings about a larger sample size and thus higher frequency domain
resolution. This provides more possible peak locations and thus increases the entropy
level. Furthermore, for a given vibration duration, the entropy value rises with an in-
crease in vibration frequency. This observation aligns with the findings discussed earlier
in Section 6.3.1. We leave the study of this phenomenon to future work. Neverthe-
less, there is an upper limit to the choice of vibration frequency, often limited by the

capability of the motor and accelerometer in practice.

TABLE 6.3: Entropy of each attachment motion (unit is bit).

50 Hz 75 Hz 100 Hz

400 ms 2.61 3.12 3.87
700 ms 3.03 3.86 4.15
1000 ms  3.15 4.01 4.48

It is noteworthy that some entropy is sacrificed due to the reconciliation process that
rectifies mismatches between the two devices. Here, we make a preliminary estimation
of the entropy loss: Using the encoding method in [68] on our dataset, the maximum bit
mismatch rates (i.e., percentage of different bits between two devices) for our prototype
vary between 0.7% and 3.0% for different vibration conditions. This can be addressed
by a fuzzy extractor with (31, 29) RS code that has a 3.23% error tolerance [19, 107],
potentially leading to an entropy loss of 6.5%>.

Similar to our work in the previous chapter, we apply the NIST 800-90B statistical test
suite [88] to our dataset of attachment motions to evaluate the min-entropy level. The

results are presented in Table 6.4.

Using the same standard as previous studies [109-112], our dataset passes most of the
min-entropy tests (i.e., 7 out of 10). This provides a degree of validation of the ran-

domness in our proposed pairing motion. Nevertheless, we emphasize that these results

3This is a preliminary estimate, and more rigorous calculations are necessary in real-world implemen-
tations.
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TABLE 6.4: NIST 800-90B statistical test results for attachment motions.

Test Entropy Per Bit
Most Common 0.96
Collision 0.85
Markov 0.98
Compression 0.54
Multi-Most Common 0.94
Lag Prediction 0.95
Multi-Markov 0.95
LZ78Y 0.94
t-tuple 0.88
LRS 0.95

should be viewed as a reference, as the NIST 800-90B test suite ideally requires 1000
kbits of input [88], whereas our dataset contains only 8.6 kbits.

6.3.4 User Perspectives

The average SUS score for our pairing technique is 73.6 (SD = 18.14), which generally
passes the typical benchmark value of 68 for “good usability” [89]. It is important to note
that the SUS questionnaires were completed after an extensive data collection process
including a repetition of 180 attachment motions. We expect that users carrying out a

more realistic task would report even higher usability scores.

We gained further insights into usability from the interviews. Over half of the partici-
pants (15 out of 24) explicitly indicated that our technique was easy to use. For example,
one participant (p8) commented “The attachment doesn’t require me to think. This is
an advantage. I don’t know what is happening here, but I prefer it as it requires less
effort”, and another participant (pl3) remarked “It’s easy. You don’t really have to
move that much, and you can do it while you're sitting as well”. Some participants
expressed their preference for the vibrational feedback. One participant (pl) said “The
vibration is good feedback, and I don’t have to visually see anything”, and one partic-
ipant (p21) mentioned, “I feel more in control”, while another participant (p22) noted
“The process is like listen to my heart”. Additionally, some participants conveyed that
they found the pairing process to be enjoyable and fun. For example, three participants
described the vibration as a hand massage and two compared the pairing activity to

using a stethoscope.

The majority of participants (18 out of 24) experienced no discomfort during the study.
Nonetheless, the rest six people did report some discomfort at the end of the study. Four
participants noted that the intensity of the vibrations was excessive, e.g., one participant

(p4) stated, “I feel like my entire chest is vibrating, and I don’t like the feeling”. This
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concern might be resolved by selecting a vibration motor with lower amplitude. Addi-
tionally, four participants reported feeling fatigued after the data collection process, but
also noted this was due to the repetition of 180 attachments and that less motions will
alleviate this issue. Furthermore, one participant (p3) criticized the prototype design
and mentioned that the external device simulator was too big. We leave the refinement

of our prototype as future work.

6.3.5 Optimal Configurations

As a reminder, the attachment motions aim to exchange a short secret between two
devices, which then serves as the basis for executing a PAKE. Based on our analysis so
far, we summarize all pairing configurations that: (i) exhibits high accuracy with zero
FAR and FRR under 5%, and (ii) generates a level of entropy surpassing a standard
four-digit PIN code (with an entropy of 13.3 bits), which is commonly used in pairing
of Bluetooth technologies and other security systems [79]. All viable settings that meet
these requirements (with minimum required number of motions) are shown in Table 6.5.
The presented entropy accounts for the loss incurred during the mismatch reconciliation
process. Moreover, the time values include both the vibration duration and an additional
“preparation time”, which refers to the interval necessary for a user to detach and then
re-attach the external device to their body; in our study, this interval was 0.5 seconds.
In summary, we find that with a vibration configuration set at 100 Hz and 700 ms, a
user can carry out 4 attachment motions to enable the exchange of a secret with (FAR,
FRR)=(0, 0.6%) and entropy of 15.5 bits. This process can be completed in a mere 4.8
seconds, corresponding to a data throughput of 3.2 bps.

TABLE 6.5: Summary of well-performing pairing configurations.

Vibration Condition # motion (FAR, FRR) Entropy (bit) Time (s)

50 Hz, 1000 ms 5 (0, 3.7%) 14.7 7.5
75 Hz, 700 ms 5 (0, 2.2%) 18.0 6
75 Hz, 1000 ms 4 (0, 3.5%) 15.0 6
100 Hz, 700 ms 4 (0, 0.6%) 15.5 4.8
100 Hz, 1000 ms 4 (0, 0.6%) 16.8 6

6.4 Discussion and Conclusion

The use of vibration as an OOB communication channel for pairing (i.e., key exchange)
has gained attention, largely due to the enhanced perceptual experience it provides to
users, which is desirable for security applications. However, existing work in this do-

main (including [38] that focuses on IMDs) encountered practical deployment challenges
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when considering existing IMDs. These challenges stem from the high sensor sampling
requirements or erratic response to environmental changes, as we have verified in our

study.

Our work introduces a new and reliable approach, which only requires a low sampling
rate accelerometer and relies on the natural randomness inherent in human behavior for
secure pairing. We empirically validate the feasibility of our technique through a study
involving 24 participants. Overall, we find that the workload required to bootstrap a
secure pairing is feasible, and we estimate that it requires the user to attach a device
to the body only 4 times, with the whole process taking roughly 5s. With an FAR of
0 and an FRR of 0.6%, the risk posed by adversaries is low, and legitimate users will

likely experience very few failures.

The entropy shared through the pairing motions exceeds that of a standard four-digit
PIN code which is prevalent in security applications [79]. As mentioned in Section 3.1,
a proper implementation of PAKE restricts the number of online MITM attempts. As
an estimate, 4 motions with 15.5 bits entropy reduce the adversary’s success probability
on online brute-force attacks to a value as low as 0.002% [78] (assuming the adversary is
limited to guessing only). Therefore, we believe these motions serve as adequate input
for a PAKE. It is noteworthy that if needed, higher entropy can be easily achieved by

performing more motions.

Our user study confirmed the high usability of our pairing method. Participants found
it straightforward to understand, learn, and perform. The process of attaching the
device is very intuitive, like using a stethoscope as described by the participants. As
an example, one participant (p2) displayed a level of ease and nearly fell asleep during
our intensive data collection, yet they continued to perform the motions properly, even
with their head dropping and eyes closed. Additionally, our technique brings about
certain entertainment to users, being both relaxing and enjoyable (such as described as
hand massage). This aspect could be advantageous in certain therapeutic treatments,
where physical interaction can enhance memory, concentration, and mental health [130].
Moreover, it is worth noting that for patients who are unable (e.g., due to disabilities or
unconsciousness in emergencies) or unwilling to execute the motions, our pairing allows
medical practitioners or caregivers (who have received appropriate training) to execute

the motions on the patient’s behalf.

6.4.1 Comparison with Prior Vibration-Based Work

Our pairing technique significantly relaxes the demands on the IMD’s sampling capa-

bility. We utilize an accelerometer operating at 250 Hz, in contrast to previous work
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that often relies on sampling rates of several thousand Hz or more. In particular, the
sampling rate can be further decreased by using lower vibration frequencies. For exam-
ple, with a 50 Hz vibration, the frequency domain peaks cluster between 30 and 70 Hz
(see Figure 6.5a), indicating that an accelerometer with a 140 Hz maximum is adequate.
However, lowering the sampling rate will diminish the resolution in the frequency domain
and thus decrease the entropy per motion, and requires extended sampling durations or

more motions to compensate for the reduction in entropy.

Another advantage of our pairing technique is that it forces multiple physical interac-
tions with the patient, i.e., repeatedly attaching the external device to the patient’s
body. Such bodily motions can add an additional layer of perception beyond the vi-
bration signals themselves. In contrast, most prior work requires just a single initial
touch. Moreover, conventional approaches typically try to avoid user-generated noise.
For instance, the user needs to ensure stable contact between devices during data trans-
mission. Conversely, our method harnesses user noise and benefits from it as a source
of entropy. Indeed, our dataset includes many instances with significant user noise/er-
ror, like when a participant releases the external device before the vibration completely
stops. In such scenarios, the IMD only captures a portion of the vibration within its

measurement window. Despite this, our technique maintains high reliability.

Furthermore, previous work that encodes secrets into vibrations often demands precise
time synchronization in milliseconds between devices, which itself is a challenging task
for resource-constrained devices [131]. In contrast, our approach allows for more lenient
synchronization—as long as the two devices capture similar vibration signals within most
of their measurement windows, the peak locations effectively match. This aspect greatly
simplifies the synchronization requirements, enhancing the feasibility of our technique

for IMDs or other devices with limited resources.

Notably, our data throughput is significantly lower than [38, 117-119, 119], and is com-
parable with [41, 83]. Considering the scenario of transmitting a four-digit PIN code for
use in a PAKE, previous work [38, 117-119, 119] only needs 0.0004 to 0.665s, which is
much faster than the 4.8 seconds required by our method. However, this rapid trans-
mission, while advantageous in many daily applications, may not be suitable for IMD
pairing contexts. In such contexts, the vibration serves not only for secret exchange
but also as a crucial cue for patients to be aware of the pairing process. For instance,
vibrations lasting less than a second might be too fleeting for patients to notice and
react accordingly [132], e.g., stopping an adversary’s actions, thus raising significant
security concerns. In contrast, we argue that a duration of 4.8s strikes a balance: it
is long enough to be noticeable, yet short enough to maintain usability and safety in

emergencies.
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6.4.2 Potential Health Implications with Vibrations

Our proposed pairing technique incorporates the use of vibrations, a feature that nat-
urally raises concerns regarding the potential long-term health impacts on patients.
However, it is important to note that current research indicates that only long-term and
excessive exposure to vibrations (e.g., due to specific occupations) is linked to adverse
effects on mental and physical health [133, 134]. In contrast, our method involves brief
vibrational interactions, which last less than five seconds and may not occur every day.

This limited exposure could reduce the likelihood of the negative health consequences.

Despite this, we acknowledge the critical importance of thoroughly understanding any
health implications associated with our approach, in particular in the delicate context
of patient care. To this end, future collaborations with medical domain experts (such
as physicians and representatives from medical companies) would be necessary to facili-
tate more comprehensive evaluations, and ensure that any health risks are meticulously

assessed and addressed.

Overall, we find that vibration can be utilized to achieve secure, usable and deployable
pairing with IMDs. We will provide a more thorough discussion of our pairing technique,
such as their deployability into existing healthcare infrastructures, relevant user training
procedures, comparison with previous work, resilience to side-channel eavesdroppings,
limitations and so on, in Chapter 8. These aspects are also shared with the pairing

technique we propose in the previous chapter.



Chapter 7

Comparing Fuzzy Cryptographic
Primitives on Resource

Constrained Devices

Deployability is crucial for pairing methods in IMDs. First, IMDs are equipped with
limited hardware components, primarily for basic medical functions and wireless com-
munications. It is challenging to add additional hardware for security purposes, as these
components would inevitably compete for space with the battery. Second, IMDs oper-
ate on limited battery power, where every Joule is vital. Depleted batteries necessitate
surgical replacement, posing risks to patients. Third, IMDs are life-critical devices, pri-
oritizing medical functions above all else. Any security protocols must not interfere with

these primary functions and must be thoroughly tested for reliability in such devices.

In this chapter, we present our Study IV: studying the deployability of fuzzy crypto-
graphic primitives in resource-constrained IMDs. The source code of the algorithms
involved in this chapter, and their corresponding documentations, are organized under
a GitHub link with an open-source license: https://github.com/MrZMN/FuzzyKey. In
particular, our implemented decoding methods for RS code were based in part on the
source code of Simon Rockliff [135]. We thank Simon for his work, and acknowledge him

in the comments of relevant programs as required.

7.1 Motivation

We aim to ensure that the complete pairing protocol we propose in Section 3.1 is de-

ployable in existing IMDs. Here, we assume that an IMD has similar capabilities to a
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Medtronic Azure pacemaker equipped with a 32-bit Cortex-M microcontroller (as pre-
sented in Chapter 4), or even lower capabilities, such as 16-bit microcontrollers with

more limited computation power and memory.

Our proposed pairing protocol consists of three main parts:

(1) Exchange of a Short Secret. Based on our proposed OOB channels, i.e., bodily
motions or vibrations, a short secret is exchanged between the IMD and the external
device (i.e., sc and s¢’ in Figure 3.1). However, this exchanged secret is not always

identical but at best rather similar due to inherent noise.

(2) Fuzzy Cryptographic Primitive. Using a fuzzy primitive, an identical and
ephemeral key (i.e., STK and STK’ in Figure 3.1) is further exchanged based on

the previously shared secret.

(3) Password-Authenticated Key Exchange. Finally, a PAKE is executed to ex-
change a long-term session key (i.e., LTK and LTK' in Figure 3.1) based on STK.

The deployability of part (1) has been verified through our prototype development and
human validation processes. For full details of our implementations, we refer readers to
Chapter 3, Chapter 5 and Chapter 6. The deployability of part (3) has been well studied
and verified in previous work on 32-bit Cortex-M microcontrollers [68]. However, based
on our literature review, the deployability of part (2)—using fuzzy cryptographic primi-
tives on resource-constrained devices—has not been fully studied, tested, and compared.
Therefore, in this chapter, we thoroughly investigate such algorithms, implement them
on resource-constrained devices, compare their performance, and select the ones that

best suit the use case of IMDs.

A comprehensive introduction to the six fuzzy cryptographic primitives we evaluate has
been provided in Section 2.4. Like that part, the content presented in this chapter is
based on our published work in [19].

7.2 Method

All the algorithms were implemented and evaluated on 16-bit microcontrollers. We did
not use 32-bit microcontrollers because this study was conducted before our investigation
of Medtronic’s Azure model (see Chapter 4). Nevertheless, if the fuzzy primitives can
operate efficiently on our 16-bit systems, we believe that they can also be easily deployed

on more powerful 32-bit systems.
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The notations used in this chapter are consistent with those when we introduced the
fuzzy cryptographic primitives in Section 2.4. For instance, we refer to the IMD and
the external device as TX and RX (or RX and TX!'), and we denote the inputs for each
fuzzy primitive, i.e., the data originating from sensor measurements with some potential

noise, as sc and sc.

In our pairing methods proposed in Chapter 5 and Chapter 6, we assumed that the
inputs of the fuzzy primitives are in bit string format, which are materials suitable for
Hamming metric fuzzy primitives. However, they can also be converted into set formats.

Therefore, in this chapter, we evaluate both Hamming and set metric methods.

To ensure a systematic and fair comparison between various fuzzy primitives under
different metrics, we assume that all methods aim to exchange a 128-bit cryptographic
key based on sc and sc’. However, it is important to note that, in practice, fuzzy
primitives do not necessarily need to establish such a robust key as STK in our protocol in
Figure 3.1. This assumption is made solely for comparison purposes, and the comparison
results are expected to remain consistent even if the length of the output (i.e., the

resulting key) varies.

7.2.1 Design Security and Parameter Selection

Attack Vectors. We define the concrete attack vectors on fuzzy primitives based on
the adversary capabilities we outlined in Section 2.1.1 and Section 3.1.3. We consider
a strong adversary who knows all details about the used fuzzy primitives and has full
access to the communication channel between the two devices. The adversary can per-
form passive attacks by eavesdropping on the communication and exploiting information
leakage from it. For example, if sc (or s¢) in a fuzzy commitment is low-entropy, the ad-
versary can statistically analyze its distribution and may compromise the security [136].
On the other hand, the adversary can also carry out active attacks, i.e., act as MITM or
replay old sessions. Finally, the adversary can also observe and exploit secret-dependent
timing leakage, e.g., the precise time between two protocol messages, both in passive

and active attacks.

Countermeasures Against Passive Attacks. For fuzzy commitment and fuzzy
vault, the security is reflected in how well the key is concealed. Concretely, because
we omitted the binding process, the underlying security of the fuzzy commitment only
depends on the entropy of the bit strings sc and sc’ as they are used to conceal the key
while being transported. The security of fuzzy vault relies on the fact that the adversary

cannot distinguish between valid and chaff points, and hence is unable to reconstruct

!The IMD should be either the TX or RX, whichever has the lower computation load.
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p(). For a fuzzy vault scheme with parameters g, b and d (see Figure 2.2), the adver-
sary would need an average of ((gf&l)’ /2) / ((g Jjj) /2) attempts to reveal p() (assuming that
Berlekamp-Welch decoding is used). Therefore, the number of chaff points needs to be

sufficiently large to resist brute-force attacks.

As for fuzzy extractors, the security depends on the entropy of the shared secret sc
and sc’ themselves, because the key is directly extracted from them using a strong
extractor. Because of the leakage of helper data, there will be an amount of entropy
loss on sc in each construction. For code-offset and syndrome constructions, the entropy
loss is (n — k) - f, where n,k come from the underlying (n,k,t) ECC, and f is the
number of bits constituting each symbol. The entropy loss is t - logy u for the improved
Juels—Sudan construction, and is t - logy(u + 1) for the Pinsketch construction, where u
is the universe size and ¢ is the maximum set difference between sc and sc’. Note that
the above represent worst case entropy loss values [1]. Some of these values were also
proven to be overly pessimistic [137]. To ensure security, we regard the worst-case values
as the actual entropy loss in this thesis. Suppose we focus on 128-bit key exchange, as
long as the remaining entropy of sc (the agreed sc before input to the strong extractor)

is > 128 bit, the fuzzy extractor can be considered secure.

Countermeasures Against Active and Timing Attacks. In our protocol, replay
attacks are by design prevented due to the randomness inherent in the bodily motions
and vibration signals among different pairing sessions. Other active attacks (such as
guessing-based ones) require the adversary to break the fuzzy primitive “online” within
a single protocol session [68, 138], and they can thus be prevented by generating an
sc with substantially high entropy. Timing attacks can be generically prevented using

constant-time implementation techniques, which we further discuss in Section 7.2.2.

Assumptions on Fuzzy Primitive Input. The inputs of fuzzy primitives (i.e., sc
and sc’) are extracted from sensor measurements by two devices. There are several
factors that affect the similarity of sc and sc, e.g., the level of noise and measurement
accuracy of the sensor. To evaluate and compare different fuzzy primitives, it is necessary
to consider pre-defined mismatch rates (i.e., percentage of different bits/set elements)
between sc and sc/, which reflect the characteristics of different kinds of scenarios. In

this thesis, we consider three mismatch thresholds of 2%, 5% and 10%?2.

We also note that unlike BCH codes, RS codes are multi-bit-symbol based. Thus, for
RS code variants, the above thresholds indicate the percentage of different symbols

rather than bits. Additionally, one should note that the average bit error rate (i.e., the

In Chapter 5 and Chapter 6, our evaluation results indicate that the mismatch rate between sc and
sc’ is lower than 5% (or even 2% in certain cases) for our proposed pairing techniques. However, it is
important to note that in other scenarios (e.g., when used by other patients), there might be slightly
higher mismatch rates.
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possibility that each bit differs for two bitstrings) may be more broadly used on the
Hamming metric in other application scenarios, thus, we also provide this information
for each variant in Table 7.2 (with a maximum tolerable failure rate of 107¢). This
maximum average bit rate that can be tolerated needs to be considered when selecting

the most appropriate error correcting code.

Here, we assume that sc and sc¢’ are ¢-bit strings that are random and uniformly dis-
tributed for Hamming metric methods, or sets containing s distinct elements that are
uniformly distributed in a universe U for set metric methods. This assumption is only
made for fairly comparing different fuzzy primitives; both fuzzy commitment and fuzzy
vault naturally require the input to be uniformly randomly distributed to ensure secu-
rity®. Additionally, if the fuzzy primitive inputs are not uniformly distributed, it is hard
to quantify the entropy level of the sc and establish a unified mismatch rate thresh-
old. Under this assumption, the initial entropy of the sc is £ for Hamming metric fuzzy

extractors, while for set metric fuzzy extractors, it is logo (15‘) with u the size of U.

Parameter Selection. The mismatch rate between sc and sc’ directly determines the
error tolerance requirement of the fuzzy primitives. For Hamming metric methods, the
error tolerance is the same as that of the underlying ECC (i.e., t/n for an (n, k,t) code).
For example, (50, 44, 1) and (20, 15, 1) BCH codes are suitable when the maximum
mismatch rate is 2% and 5%, respectively. However, RS codes cannot provide exact 2%,
5% and 10% error tolerance because of their inherent structure. Therefore, we selected
several RS constructions with error tolerance within 2% + the pre-defined mismatch
rate thresholds. For example, the error tolerance of a (31, 29, 1) RS code is 3.23%.
As mentioned in Section 2.4.1, all codes stay within the field GF(2%). For set metric
methods with (u,s,t) structure, where wu is the universe size, s the set size and ¢ the

maximum tolerable set difference between sc and sc/, the error tolerance is t/2s.

For each fuzzy primitive, there can be multiple feasible parameter choices under the same
mismatch rate, e.g., using different configurations of ECCs may achieve the same error
tolerance. The difference between them is that the repetition count might be different:
Assume the total repetition count is 7 and the number of secret bits distributed in each
iteration is ¢, we need to ensure that r - ¢ > 128 to achieve 128-bit security. This way,
RX concatenates the secret bits it receives in each iteration to form the 128-bit key. The
security of subsequent/parallel execution based on linear codes has been proven in [137].
Note that 7 is the length of the key distributed per iteration for fuzzy commitment and
fuzzy vault, but the remaining entropy of sc for fuzzy extractors. Consider a fuzzy
commitment that is based on (50, 44, 1) and (200, 168, 4) BCH codes (both handle

mismatch < 2%) as an example. In order to distribute a 128-bit key, the former variant

3Note that fuzzy extractors can still be securely used even if the inputs are not uniformly distributed.
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needs to be executed three times (3 - 44 > 128), while the latter only needs to be
executed once. Although more iterations may be required, small parameter choices
(e.g., an ECC with a small block size) almost always mean less computation and hence
less energy consumption. Therefore, we test different variants under the same mismatch
threshold. A variant with larger parameter choice is considered only if it reduces the
number of required iterations. Besides, under each mismatch rate, the variants used by
different fuzzy primitives in each metric are the same, thus help with the performance

comparison.

Note that for Hamming metric methods, the number of feasible variants depends on the
number of underlying ECCs that achieve the pre-defined mismatch thresholds. We give
all feasible variants for Hamming metric in Table 7.2. For set metric methods, there
are more possible (u, s,t) variants because (i) the universe size u can vary depending on
how a sc is converted to a set and (ii) multiple s and ¢ combinations can achieve the
same error tolerance. In this thesis, we use v = 255, which is the maximum universe size
for the Pinsketch construction on GF(28). We define three variants (255, 50, 2), (255,
20, 2) and (255, 10, 2) for 2%, 5%, and 10% mismatch rate thresholds. These variants
are provided for reference only, and one could devise more appropriate variants for set
metrics with specific mappings from sc to set. Finally, the fuzzy vault construction
over GF(28) is insecure, because the number of chaff points is < 28. However, for our
performance evaluation in Section 7.3, we limit ourselves to GF(2%), and note that the

system can be easily extended to larger fields (e.g., GF(2'°)).

7.2.2 Implementation

We implemented, ran, and measured all algorithms on a TI MSP430FR5969 Launch-
Pad development board [139]. This board comprises a 16-bit microprocessor with
2kB volatile SRAM and 64kB permanent FRAM, which is representative for low-
power body area network devices (including e.g., IMDs). We also alternatively used
an MSP430FR5994 development board [140] with 8 kB SRAM for certain variants that
require more resources, and indicate this in Table 7.2. Note that the capability of either
microcontroller is significantly lower than the SoC used by Medtronic’s Azure pacemaker,
as demonstrated in Chapter 4. For development, we used TI’'s Code Composer Studio

as it provides integrated functionality for on-device energy consumption measurement.

Implementation of Strong Extractor. Considering many embedded microcon-
trollers (including the MSP430 used in this thesis) feature a hardware AES accelerator,
we opted to use a block cipher-based hash function, with AES as the underlying cipher.

We selected the Hirose construction [2] for the strong extractor in our implementation.



Comparing Fuzzy Cryptographic Primitives on Resource Constrained Devices 101

Hirose is a double-block-length hash with Merkle-Damgard structure. We measured the
average energy consumption of each invocation of the Hirose compression function on
MSP430FR5969 to be 1.42 pJ. Depending on the availability of a fast hardware /software

implementation, other hash functions such as SHA256 can be used instead of Hirose.

Software Development and Energy Measurement. We implemented all algo-
rithms in plain C and mainly relied on standard C libraries so that our implementation
can be easily ported to other platforms. For random number generation and hardware-
accelerated AES, we used TT’s driver APIs. The tested average energy consumption of
generating 16 bytes when using TI’s random number generator API is 2.5 pJ. Certain
components can be implemented in different ways. For example, there are a variety
of algorithms for ECCs. We chose commonly used, efficient algorithms: for BCH and
RS encoding, we used standard cyclic code encoding, and for decoding we used the
Berlekamp decoding method [107, 135]. For polynomial reconstruction, we used the

Berlekamp-Welch algorithm.

We carried out the energy consumption measurement using TI energyTrace tool. This
functionality allows to take accurate on-device energy measurement from the Code Com-
poser Studio IDE. For each measurement, we averaged the energy consumption value
over 100 executions of the respective algorithm. To test the error correction ability of the
fuzzy primitives, we artificially added the maximum tolerable number of mismatches on
sc in the code, and then measured the corresponding energy consumption. We used T1I
Ultra Low Power Advisor tool to refactor our code and minimize energy consumption.

Overall, we found that these optimizations reduced the energy consumption < 10%.

Estimation of Communication Energy Cost. The energy consumption of a proto-
col between multiple devices comprises two components: (i) the energy consumption of
computations; and (ii) the energy consumption of wireless communication. In this thesis,
we only measure the energy consumption of computation, and model the cost of wireless
communication based on the number of bits to be transmitted and received. In particu-
lar, in Section 7.3, we use the experimental results of [141] for a TelosB [142], a wireless
sensor node based on a 16-bit MSP430 microcontroller and a CC2420 transceiver to
illustrate the impact of communication overhead on overall energy consumption. Their
results show that for 75 kbps data rate and -5 dBm transmit power, the average energy
required to transmit one bit of effective data is 0.72uJ, and the energy required to

receive this bit is 0.81 uJ.

We acknowledge that a simplistic “energy-per-bit” model may be inadequate e.g., when
using packet-based protocols such as BLE?*, where the constant overheads due to the

frame structure and other steps (e.g., wake-up and preparation) can be substantial.

4 As mentioned, BLE is already being used in commercial IMDs e.g., Medtronic Azure pacemakers [8].
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Therefore, we also provide the number of payload bits for each variant in Table 7.2,
which can be fed into a more appropriate energy consumption model for a specific
wireless protocol (e.g., informed by measurements as reported in [143]). We note that
many widely used protocols support payloads large enough to accommodate all our
variants in one packet (e.g., 246 bytes for BLE). This minimizes the impact of the frame
structure, thus, when considering such protocols, the different implementations can be

compared purely based on their computational energy cost.

Defenses Against Timing Side Channels. We implemented countermeasures
against timing-based side-channel attacks on the best-performing variants (i.e., fuzzy
primitives with lowest total energy consumption under different mismatch thresholds,
see Table 7.4). We found that non-constant execution time mainly arises in the ECC
encoding/decoding processes through various conditional branches depending on a value
being negative. To address this, we replaced all such conditional branches with Boolean
operators, and used other constant-time implementation techniques, such as constant-
time modulo reduction (based on Barrett reduction) and constant-time sorting.

TABLE 7.1: Effects of timing side-channel defenses on timing leakage (measured by
Welch’s t-test) and energy consumption.

TX RX
protected unprotected protected unprotected
fuzzy primitive variant t-value energy(mJ) t-value  energy(mJ) t-value energy(mJ) t-value  energy(mJ)
Syndrome extractor (31,29,1)RS 0.06 0.016 92.69 0.021 0.73 0.023 2039.85 0.029
Syndrome extractor (31,27,2)RS  1.64 0.029 2220.64 0.037 1.67 0.043 352.48 0.053
Syndrome extractor (63,49,7)RS 0.99 0.136 4927.79 0.198 0.80 0.237 438.42 0.308
Pinsketch extractor  (255,50,2) 1.01 0.089 242.24 0.046 0.72 0.168 733.98 0.127
Pinsketch extractor (255,20,2) 0.77 0.052 468.67 0.044 0.91 0.208 428.64 0.201
Pinsketch extractor  (255,10,2) 0.20 0.066 298.66 0.067 6.63 0.377 236.67 0.380

We empirically verified the effects of implementing the above countermeasures, includ-
ing the effect on timing leakage and energy consumption (communication overhead in-
cluded). We used dudect [144] to evaluate the timing leakage of the TX and RX im-
plementations running on the MSP430FR5969. The results are given in Table 7.1. The
timing leakage of a program is evaluated by Welch’s t-test in dudect. For each TX
and RX implementation, the t-value in Table 7.1 was computed using 10,000 timing
measurements. For a t-value < 10, dudect regards the timing leakage as insignificant

given the number of timing measurements.

It is evident that the baseline implementations exhibit strong timing leakage, while the
protected variants significantly reduce the leakage below the constant-time threshold of
the t-test in dudect. Besides, the energy consumption is not significantly increased for
the protected variants. In fact, in some cases the energy consumption even decreases
because of the use of Barrett reduction, which replaces the costly modulo operation

otherwise implemented through division.
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7.3 Results

We implemented 22 variants of fuzzy primitives in total for the Hamming metric and
three for the set metric. For each variant, we measured its computational energy con-
sumption and estimated the communication cost at both TX and RX sides, and give
the input size (length of sc in bits) required to achieve 128-bit security. Table 7.3 shows

the main building blocks used by each fuzzy primitive.

In the following, we focus on the evaluation and comparison of selected variants. We
include full, detailed results for all variants in Table 7.2. As mentioned, we base our
estimation of communication costs on the values of 0.72 wJ per bit for TX and 0.81 nJ
for RX [141], but also provide the number of exchanged payload bits for use with other

models to estimate communication energy.

7.3.1 Hamming Metric Constructions

The minimum number of input bits for sc is given as n - f - r, where n is the codeword
length of the chosen ECC, f is the number of bits constituting a symbol, and r is the
number of repetitions (i.e., how many iterations of the primitive are required for 128-bit
security). Depending on the specific variant, between 150 and 420 sc bits are required
(see Table 7.2).

Computation Costs. Figure 7.1 shows the energy cost of the Hamming metric fuzzy
primitives. For each mismatch threshold, we show four variants of each fuzzy primitive

and note that they are adequate to indicate the overall trend.

At TX side, we observe that the fuzzy commitment consumes the least energy. The
cost of the code-offset extractor is generally slightly higher than the fuzzy commitment
under different mismatch rates. This result is in line with our expectations, because the
code-offset extractor can be seen as a fuzzy commitment with additional invocation of a
strong extractor. The syndrome fuzzy extractor involves the most energy-intensive com-
putations. This is because syndrome generation for BCH and RS codes is an expensive
operation that involves repeatedly evaluating p(z) given x, which requires a number of

iterative operations.



Table 7.2 shows the detailed measurement results for all considered fuzzy primitive instantiations in both the Hamming and set metric. We
include the following characteristics of each variant: error tolerance, maximum average bit error rate, required number of iterations to achieve
128-bit security, computational energy cost at TX/RX (excluding communication cost), communication overhead (in bits transmitted /received),

and required number of bits for sc. * indicates implementation on MSP430FR5994 due to memory requirements.

TABLE 7.2: Evaluation of Hamming and set metric methods

Fuzzy commitment Code-offset construction Syndrome construction
Error tolerance Max. average bit error rate Variant # iterations  sc (bit) TX (mJ) RX (mJ) Comm (bit) TX (mJ) RX (mJ) Comm (bit) TX (mJ) RX (mJ) Comm (bit)
2% 0.0016% (50, 44, 1) BCH 3 150 0.022 0.079 150 0.030 0.091 150 0.052 0.084 36
2% 0.0146% (100, 86, 2) BCH 2 200 0.037 0.201 200 0.045 0.215 200 0.127 0.207 56
2% 0.0854% (200, 168, 4) BCH 1 200 0.082 0.389 200 0.087 0.404 200 0.244 0.394 64
3.23% 0.0037% (31,29, 1) RS 1 155 0.011 0.017 155 0.016 0.021 155 0.014 0.021 10
5% 0.0024% (20, 15, 1) BCH 9 180 0.029 0.107 180 0.047 0.127 180 0.070 0.120 90
5% 0.0273% (40, 28, 2) BCH 5 200 0.034 0.225 200 0.046 0.239 200 0.128 0.235 120
5% 0.0854% (60, 42, 3) BCH 4 240 0.047 0.344 240 0.059 0.357 240 0.221 0.354 144
5% 0.1728% (80, 52, 4) BCH 3 240 0.076 0.526 240 0.085 0.545 240 0.294 0.533 168
5% 0.2842% (100, 65, 5) BCH 2 200 0.080 0.505 200 0.091 0.519 200 0.306 0.505 140
5% 0.9005% (220, 136, 11) BCH 1 220 0.176 0.925* 220 0.179 0.976* 220 0.725 1.096* 176
6.67% 0.0038% (15,13, 1) RS 3 180 0.020 0.027 180 0.029 0.041 180 0.026 0.039 24
6.45% 0.0662% (31, 27, 2) RS 1 155 0.019 0.034 155 0.023 0.040 155 0.023 0.037 20
10% 0.0031% (10, 6, 1) BCH 22 220 0.060 0.141 220 0.099 0.180 220 0.103 0.180 176
10% 0.0407% (20, 10, 2) BCH 13 260 0.046 0.307 260 0.073 0.331 260 0.175 0.331 260
10% 0.1429% (30, 15, 3) BCH 9 270 0.044 0.399 270 0.065 0.420 270 0.259 0.428 270
10% 0.2904% (40, 16, 4) BCH 8 320 0.067 0.732 320 0.085 0.745 320 0.394 0.735 384
10% 0.4822% (50, 23, 5) BCH 6 300 0.074 0.786 300 0.091 0.797 300 0.452 0.785 360
10% 0.6855% (60, 27, 6) BCH 5 300 0.077 0.878 300 0.092 0.896 300 0.548 0.885 360
10% 1.2713% (90, 34, 9) BCH 4 360 0.131 1.713 360 0.145 1.730 360 0.965 1.724 504
10% 1.8153% (120, 43, 12) BCH 3 360 0.156 2.102 360 0.168 2.110 360 1.276 2.085 504
10% 3.0090% (210, 70, 21) BCH 2 420 0.288 3.340* 420 0.306 3.480* 420 2.637 4.025* 672
11.11% 2.4626% (63, 49, 7) RS 1 378 0.103 0.247 378 0.107 0.252 378 0.138 0.240 84
Fuzzy vault Improved Juels-Sudan construction Pinsketch construction
Error tolerance Variant # iterations TX (mJ) RX (mJ) sc (bit) Comm (bit) # iterations TX (mJ) RX (mJ) sc (bit) Comm (bit) # iterations TX (mJ) RX (mJ) sc (bit) Comm (bit)
2% (255, 50, 2) 1 2.534 7.036* 400 4080 1 0.391 18.957* 400 16 1 0.034 0.114 400 16
5% (255, 20, 2) 1 1.354 0.640 160 4080 2 0.132 2.980 320 32 2 0.021 0.175 320 32
10% (255, 10, 2) 2 1.906 0.238 160 8160 4 0.073 2.320 320 64 4 0.021 0.328 320 64
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TABLE 7.3: Main building blocks of fuzzy primitives for TX and RX.

TX side RNG ECC encoding XOR Hash Syndrome gen. Find poly. coeffs Gen. points on p() Gen. chaff points Shuffle points
Fuzzy commitment [ ] [ ] [ ]

Fuzzy vault [} [ ] [ ] [ ]
Code-offset extractor ) [ ] [ ] [ ]

Syndrome extractor [ ] [ ]

Improved JS extractor [ ] [ ]

Pinsketch extractor [ [

RX side ECC decoding XOR Reconstruct p() Syndrome gen. Hash Gen. points on p() Filter points Find root on p()
Fuzzy commitment [ ] [ ]

Fuzzy vault [ ] [ ]

Code-offset extractor [ ] [ ] [ ]

Syndrome extractor [ ] [} [ ] (]

Improved JS extractor [ ] [ ] [} [ ]
Pinsketch extractor [ ] [ ] [ ] [ ]

At RX side, we note that the energy consumption of the fuzzy commitment is also the
smallest. The difference in computational energy consumption between the code-offset
and syndrome extractors is often small because both extractors share several building
blocks. Note that, even if the syndrome extractor has an extra “syndrome generation”
block compared to the code-offset extractor (seeTable 7.3), the actual execution of these

constructions is equivalent.

Regarding ECC choice, the RS code performs substantially better than BCH for mis-
match rates below 5%. However, for 10% mismatch, the chosen RS code is worse than
the best BCH variant. However, note that e.g., the (63, 49, 7) RS instance can ac-
commodate up to 343-bit distribution per iteration for the fuzzy commitment, while
we only require 128 bits, which is not optimal if only considering computational energy

consumption.

261 (120,43,12)BCH Rx
RX R

computation cost
communication cost
Fuzzy Commitment

2.4 mmm
 —
[ZZ1 Code-offset Fuzzy Extractor
reen]

2.2

- 2.07 Syndrome Fuzzy Extractor
E18-
c
2 1.6 1
=3
E 1.4+ (220,136,11)BCH
a RX (60,27,6)BCH
£ 121 ax ™
o
E 1.0 4
@
< 0.8 R
w (200,168,4)BCH 4 (63,49,7)RS
0.6 4 RX RX 5 Rx RX
(100,86,2)BCH
RX

041 (50,44,1)BCH

0.2

2% 5% 10%
Mismatch Rate (%)

FIGURE 7.1: Energy consumption of Hamming metric primitives.

Combined Computation and Communication Cost. When we also take the es-
timated communication costs into account, the syndrome fuzzy extractor outperforms
the other two variants most of the time. For both fuzzy commitment and code-offset
construction, the communication overhead is determined by the codeword length n of
the chosen ECC and the number of required repetitions. For example, consider the (50,

44, 1) BCH variant in Table 7.2. In this case, the communication overhead is 50 -3
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bits, because the variant needs to be executed three times to establish a 128-bit key.
In contrast, the communication overhead for the syndrome extractor depends on the
syndrome length and the number of repetitions. The length of the syndrome is 2 - t - m
for BCH and RS codes, where m comes from GF(2™) underlying the ECC [107]. An
obvious advantage is that the syndrome is always shorter than the codeword. Consider-
ing the previous example, TX would only need to transmit 12 -3 bits for the syndrome
extractor. Overall, the variants with lowest combined computation and communication
cost under each mismatch rate are shown in Table 7.4. The syndrome extractor has
variants with the lowest total energy consumption in all conditions.

TABLE 7.4: Fuzzy primitives with lowest total energy cost on the Hamming metric
(Syndrome extractor) and set metric (Pinsketch extractor).

mismatch rate fuzzy primitive variant total energy at TX (mJ) total energy at RX (mJ)
2% Syndrome extractor (31,29,1) RS 0.021 0.029
5% Syndrome extractor (31,27,2) RS 0.037 0.053
10% Syndrome extractor (63,49,7) RS 0.198 0.308
2% Pinsketch extractor (255,50,2) 0.046 0.127
5% Pinsketch extractor — (255,20,2) 0.044 0.201
10% Pinsketch extractor  (255,10,2) 0.067 0.380

7.3.2 Set Metric Constructions

The required number of derived bits for set metric methods is s - f - r, where s is the set
size, f is the number of bits constituting a set element, and r is the number of repetitions.
Set metric constructions require input sizes from 160 to 400 bits (see Table 7.2), which

is similar to the Hamming metric variants.

Computation Costs. Figure 7.2 shows the energy consumption of all considered set
metric methods (see Table 7.2 for the underlying data). At TX, we observe that the
fuzzy vault consumes substantially more energy than the other two methods. This is
likely because TX of the fuzzy vault has to generate and shuffle a large amount of
points (mostly chaff points). The TX energy cost of the Pinsketch fuzzy extractor is
slightly below improved Juels—Sudan. According to Table 7.3, the difference in energy
consumption is due to the difference between syndrome generation (note that this is not
the same as the standard syndrome calculation of BCH and RS code) and the polynomial

coefficient finding.

On the RX side, we find that the Pinsketch construction has the lowest energy con-
sumption for mismatch rates below 5%, and has slightly higher consumption than fuzzy
vault for 10% mismatch. The improved Juels-Sudan fuzzy extractor is always the most
expensive construction under all mismatch rates, likely due to the required polynomial

root finding process. We further observe that the energy consumption of this method
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and the fuzzy vault decrease significantly when the mismatch rate threshold increases.
This is expected because both methods rely on the same complex polynomial reconstruc-
tion for mismatch correction. This involves operations on s x s matrices (s is the set
size). Hence, polynomial reconstruction is efficient for small sets (i.e., under higher mis-

match threshold), but as the set size increases, the computational complexity increases

quadratically.
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FIGURE 7.2: Energy consumption of set metric primitives.

Combined Computation and Communication Cost. The number of transmitted
bits for the fuzzy vault is np - Ip - r, where np is the total number of points (valid and
chaff points), Ip is the length of each point, and r is the repetition count. For our uni-
verse size of 255, np = 255 and Ip = 16 bits (each coordinate is one byte). In contrast,
the transmission size for improved Juels-Sudan and Pinsketch fuzzy extractorsist - f - r,
where t is the maximum tolerable set difference between sets and f is the number of
bits constituting a set element (in our constructions f = 8). Hence, the communication
cost of the fuzzy vault is much higher compared to improved Juels-Sudan and Pinsketch.
The overall best set metric variants for each mismatch threshold are shown in Table 7.4.
The Pinsketch fuzzy extractor performs best in terms of combined computation and
communication cost in all cases. The improved Juels-Sudan has extremely high com-
putation cost in RX, while the fuzzy vault incurs substantial communication overhead.
Considering that secure implementation of fuzzy vault requires operations over G F(21°)

and transmits more points, it is likely that costs would further grow in practice.

7.4 Discussion and Conclusion

We observed certain common tendencies for all fuzzy primitives: for each variant, the
computation energy consumption for RX is generally higher than for TX. Conversely, the
communication cost is roughly the same for TX and RX. This observation is relevant
when assigning TX/RX roles in more complex protocols; e.g., a low-power IMD can

act as TX if the goal is to minimize energy consumption. In addition, the energy
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consumption of variants with larger parameter (e.g., larger BCH code) shows an increase

both for TX and RX, even though the number of required repetitions decreases.

We compared the energy cost of our best-performing variants with Curve25519, one
of the most efficient elliptic curve-based key exchange schemes for embedded systems.
As reported in [145], one full execution of Curve25519 on MSP430FR5969 costs about
0.012mJ (0.404 mJ if communication energy is estimated as in this thesis). Thus, our

methods are comparable in terms of total energy consumption.

In this chapter, we systematically and fairly evaluate the performance of fuzzy crypto-
graphic primitives under controlled conditions on a resource-constrained microcontroller.
We show how different fuzzy primitives can be securely applied to exchange a key from
a shared secret with noise, and provide implementations of each of these primitives in
multiple variants. To our knowledge, we are the first to compare the computation and
communication energy consumption of different fuzzy primitives for a variety of parame-
ter choices. Among all considered fuzzy primitives, we find that Syndrome and Pinsketch
fuzzy extractors overall offer the lowest energy consumption in Hamming and set metric

spaces.

This indicates that fuzzy commitment and fuzzy vault commonly used in previous
work [138, 146-149] are not optimal on constrained devices. Instead, Syndrome/Pins-
ketch fuzzy extractors may be preferable, with the added advantage that they neither
require random number generation, which can be costly on embedded systems, nor uni-
formly randomly distributed inputs. These constructions consume between 0.021 mJ and
0.198 mJ for TX and between 0.029 mJ and 0.380 mJ for RX, including computational
and communication energy. This demonstrates that using fuzzy primitives in a pairing
protocol is feasible for an IMD. Our work in this chapter serves as a reference when
applying fuzzy primitives for body-area networks and medical devices, and for other use

cases such as biometrics or Physical Unclonable Functions (PUFs).



Chapter 8

Conclusions and Future

Directions

In this chapter, we reflect on the research findings presented in this thesis and address
the research questions outlined in Chapter 1. We also discuss several important aspects
that are often relevant to multiple chapters in this thesis. These include a discussion
of the potential side-channel attacks to our proposed pairing protocol, considerations
of the necessary user training process and relevant ethical issues, and an identification
of our work’s limitations as well as future research directions for IMD security research

community.

8.1 Current IMD Pairing Techniques and Drawbacks

RQ1: What are the existing IMD pairing methods used in academia and industry?

Based on our literature review detailed in Chapter 2, we discovered that many tra-
ditional pairing methods designed for mobile or IoT devices (such as those based on
symmetric/public keys), as well as other approaches (such as using biometrics), do not
adequately meet the specific needs of IMDs due to their inherent limitations (discussed
in Section 1.1.1) and unique requirements (outlined in Section 2.1.3). On the other hand,
the use of OOB channels for IMD pairing presents certain advantages; however, these
techniques also frequently entail significant challenges, in terms of security, usability,

and deployability (shown in Section 2.2.2).

One particular issue that has been consistently overlooked in academia is the lack of

patient perception during the pairing process. We argue that this is crucial in the
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IMD context, given that IMDs are life-critical devices and a security breach can be life-
threatening. For instance, if a patient is in a crowded public area, such as a bus or a mall,
it may be challenging for them to detect in real-time if malicious adversaries attempt
to pair with their IMDs, because the pairing process is designed to be transparent to
them. In such scenarios, proximity to the patient, or even brief physical contact with
them (a necessary step in many previous IMD pairing techniques [28, 29, 33, 34, 38]),
could potentially be overlooked by the patient.

To gain a better understanding of this issue, we conducted visits to a cardiology clinic in
a hospital, and studied the pairing process with one of the most widely used pacemakers
(or even IMDs) worldwide, as mentioned in Chapter 4. We observed a scenario simi-
lar to (or even worse than) the academic cases—the actual pairing process was rather
imperceptible and invisible. We argue that this could be a potential threat to many

patients who currently use these devices.

The security of existing work commonly relies on two assumptions: (i) The adversary
cannot reverse-engineer the pairing protocol and know how to impersonate a legitimate
external device to pair with the IMD (security by obscurity). This is particularly true
for real medical devices; for example, Medtronic never releases the full details of the
pairing process with their pacemaker products [9] and strictly forbids the programmer
devices from being rented or sold outside hospital clinics. (ii) The adversary cannot
reach close proximity to the patient or touch the patient’s body without the patient
noticing. And thus, previous pairing methods are often designed to function only within
a close distance, and they claim they cannot work outside this distance (although many

of them have been successfully attacked beyond this limitation).

For the first assumption, in the cybersecurity community, it is a common consensus
that a protocol’s security should not rely on “security by obscurity”, i.e., we should
assume that the adversary has full knowledge of the pairing details. In fact, given the
continuous series of attacks on commercial IMDs [13-17], pessimistically speaking, it

seems inevitable that security breaches of other IMDs are just a matter of time.

The second assumption is to some extent reasonable, as it strikes a balance between
security and availability in emergencies, ¢.e., although the convenience of proximity-
based pairing poses some risks from adversaries, it also offers benefits for doctors who
need quick access to the patient’s IMD in emergencies. However, we believe that there
is room for improvement: Can we design new pairing techniques for IMDs that enhance

patient perception while also being simple to execute and complete?
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Another important issue with previous academic works is that they often face deploya-
bility challenges, and cannot be deployed in existing IMDs on the market or in consumer

devices as external devices. Addressing this issue is another major focus of this thesis.

8.2 Developing “Seamful” IMD Pairing Techniques

RQ2: Can the principle of “seamful” design be used to create new pairing protocols for
IMDs?

In this thesis, we propose two techniques to achieve seamful pairing with IMDs. The
first approach leverages simple bodily motions (body rotation and tapping) as OOB
channels for pairing. The second method utilizes highly perceptible vibration signals for
pairing, which outperforms previous vibration-based methods regarding deployability in

resource-constrained IMDs and other aspects.

In the context of IMD pairing, unlike most previous research work, we implemented
prototypes that used our techniques, and thoroughly and empirically evaluated them
with human participants. Overall, we find that the workload required to bootstrap a
secure pairing is feasible. We estimate that it only requires the user to perform 3 body
rotations, or tap the external device on the body 4 times (using our enhanced prototype,
as detailed in Section 5.2.3), or attach the device to the body 4 times. These physical

interactions could lead to:

e An FAR of 0 and an FRR below 2%, indicating that the risk posed by adversaries

is low, and legitimate users will likely experience very few failures.

e Entropy shared between devices is comparable with traditional 4 to 6 digit PINs

that are required by Bluetooth pairing and other security systems.

e Pairing time costs about 4 to 10 seconds, which strikes a good balance between
security (not ephemeral to be imperceptible) and safety (not too long that can pose

concerns of emergency availability).
e High user perception level and high usability, as verified in our user studies.

e High deployability in current modern IMDs, as well as consumer devices (e.g.,

smartphones) used as the external device.

As a reminder, the user physical interactions act as only a part of our entire pairing pro-
tocol (refer to Section 3.1.1). We have also incorporated other cryptographic components

to further enhance security, reliability, and deployability. Specifically, a fuzzy primitive
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is employed to eliminate potential noise during the pairing process, and a PAKE algo-
rithm is used to improve security and time efficiency. Under this crypto-framework, an
adversary in our adversary model is forced to wait for a legitimate party (e.g., the patient
or doctor) to perform the motions. At the same time, they need to guess the motions
and hope they can succeed in one attempt. The entropy of the performed motions can
reduce the adversary’s success probability to lower than 0.01%!. Note that, if required,
higher entropy can be simply achieved by performing more motions.

TABLE 8.1: Comparison with previous work, in terms of accuracy (FAR, FRR) and
time efficiency (throughput).

Technique (FAR, FRR) | Throughput (bps)
Shake well before use [65] (0,10 - 12%) 7
T2Pair [68] 0,3-9%) 10.3-13.2
Checksum [63] (5.5%, 10%) 3.6
Walkie-Talkie [66] (-, 0) 12.8
Vibrate-to-unlock [41] (-, 0) 1.75
H2B [33] (0, 4.4%) 3.2
Securing wireless neurostimulators [16] (-, 0) 85.3
Our rotation prototypes (0,1.4-1.9%) 1.32-2
Our tap prototypes (0,0.1-2%) 7.31 - 8.01
Our vibration prototype (0, 0.6%) 3.2

In Table 8.1, we further compare our proposed techniques with prior work, including
motion-based pairing and IMD pairing techniques (both elaborated in Chapter 2). Our
work outperforms previous studies [33, 63, 65, 68] in terms of accuracy (the others do
not provide FAR values and only focus on achieving low FRR). Moreover, the time
efficiency of our work is comparable with previous work, except for [16] that uses an
electrical current for secret transmission. As mentioned above, for our IMD pairing
techniques, the relatively lower data throughput is not necessarily a disadvantage, as it

gives patients more time to detect and react to malicious pairing attempts.

Notably, there is always a trade-off in pairing between being seamless or seamful. A
seamful design enhances patient perception and sense of control, but it inevitably intro-
duces drawbacks such as increased physical and mental burden on the user. We fully
acknowledge this trade-off, and thus conducted several user studies to assess the real
impact of these drawbacks. Fortunately, our results show that these negative impacts
are limited and might be tolerated by people in practice. Nonetheless, we emphasize

that further studies involving a broader demographic are necessary.

Furthermore, we note that the aforementioned user workloads—three rotations, or four
taps, or four attachments—are the least amount of human input required to achieve

an acceptable level of accuracy and security, which serve as a baseline. Intuitively,

'In our adversary model (see Section 3.1.3), we assume the adversary cannot observe the motions.
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we believe these efforts are perceptible enough for patients; however, in practice, more
motions may be needed, especially for elderly patients who may require more time
to react to malicious behavior. We leave investigations of the “optimum” amount of

motions needed for pairing as future work.

8.3 Deployment in Real-World Healthcare Systems

RQ3: How can our proposed protocols be implemented in such a way so that they can

run on existing IMDs?

Our proposed pairing techniques are intended to redesign the pairing process of IMDs;
all other aspects of IMD usage and lifecycle largely remain unchanged by our tech-
niques. Thus, we do not expect any interference with other established procedures, like

physiological sensing, medical examination, and telemetry functions.

In terms of hardware, our proposed methods only require an inertial sensor, a component
already present in the latest generation IMDs;, such as those produced by Medtronic [57—
59]. Further investigation is warranted to better anticipate how our methods would fare
in real devices. In particular, we have not yet evaluated the reliability across sensors of
varying quality. For instance, a lower-quality accelerometer with an unstable sampling
rate could lead to higher mismatches in the timing of taps. Nevertheless, such issues

can be mitigated by incorporating additional motions to ensure accurate pairing.

As for software, the algorithms employed in our prototypes, along with certain crypto-
graphic algorithms like PAKE [68] and fuzzy cryptographic primitives [19, 68], have been
validated to efficiently function on 32-bit ARM Cortex-M microcontrollers (or even less
advanced hardware, see our work in Chapter 7), which closely resemble the capabilities
of modern IMDs [8]. Consequently, the software for our techniques can potentially be
deployed into existing IMD models (including the ones that are already implanted in
patients) through over-the-air firmware updates [150], but certainly there would be a
need for extensive software testing of the implementation before using our approaches
in life. We will make all of our developed software available as open source to facilitate

this process.

We acknowledge that our methods might need adjustments to better suit individual
user preferences and abilities. For our rotation-based pairings, patients with visual
impairments could benefit from replacing the visual instructions with auditory ones,
as suggested by the pacemaker patient during our co-design workshop. For tap-based
approaches, a potentially more comfortable alternative for patients could be attaching

the external device to the body and tapping it with fingers, instead of holding it in hand
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and tapping against the body. For the vibration-based techniques, further testing of the
vibration amplitude and frequency might help determine if they influence the comfort
level of the user experience. These potential adaptions warrant further exploration in

future studies.

Although our work focuses on pacemakers as a concrete type of IMD, we argue that the
techniques can be easily transferred to other IMDs in human bodies (or even wearables),
as long as they are equipped with inertial sensors, such as modern insulin pumps [10].
This is because our methods leverage inertial sensors for orientation and vibration mea-
surements, which are independent of the location in the body where they are implanted.

For example, taps can also be performed in the waist area for insulin pumps.

Furthermore, we assume the external device is a smartphone in our studies. Note that
smartphones cater to general use cases; thus, if the pairing method works with a smart-
phone, it should also be compatible with proprietary devices developed by medical orga-
nizations. Specifically, our vibration-based pairing technique relies solely on vibrations
at a constant frequency at the external device side, which can be easily implemented on
smartphones and tablets equipped with either an ERM type vibration motor (as used
in our prototype) or LRA motors.

We acknowledge that while this thesis emphasizes the practical applicability of the pro-
posed pairing techniques for real-world deployment, most of the work has been con-
ducted within a controlled laboratory environment. In practice, several challenges may

arise when deploying these techniques in next-generation IMDs.

For instance, although we have demonstrated that our pairing protocol can run on
a 32-bit microcontroller simulating the properties of modern IMDs, we have not yet
assessed the actual resource demands of conventional medical tasks (e.g., physiological
sensing and wireless communication), which will already consume a significant portion
of the system’s resources. Another concern is the long-term sustainability of our pairing
techniques. For example, while they perform well in controlled environments, scaling
them to accommodate a larger number of patients and devices may introduce unforeseen

complexities and glitches—issues that must be avoided, especially in this critical context.

To address these challenges, we argue for future work to extend beyond laboratory
studies and pursue active collaborations with medical facilities and IMD manufacturers
(which was largely hindered by COVID-19 during this thesis). This would involve a
more comprehensive assessment of IMD hardware capabilities, optimization of the pair-
ing algorithm for specific hardware architectures, and extensive testing with real-world

patient groups. Further details on these aspects are provided in Section 8.6.
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8.4 Security Against Side-Channel Attacks

In the previous chapters, we assumed that an adversary in our pairing protocol (Sec-
tion 3.1.1) is limited to guessing the STK only, a capability largely constrained by the
randomness and entropy inherent in user’s performed motions (i.e., sc in Figure 3.1).
However, due to the use of human physical motions as secrets, our proposed OOB chan-
nels inevitably emit a degree of visual and/or auditory (for motion generated noises)
side-channel information. Hence, our protocol is in principle vulnerable to advanced
eavesdropping attacks based on camera (using computer-vision techniques) or micro-

phone. As a result, the entropy of the motions may be compromised to some extent.

Certainly, this vulnerability is not exclusive to our work; it is a common issue in previous
approaches on motion-based pairing with IoT devices [62, 63, 65, 68, 69, 73], and OOB
pairing with IMDs, such as those using audio [22], vibration [38, 41], and physiological
signals [32, 33, 46].

Various defense strategies have been proposed for these works [38, 43, 55, 61, 68, 151],
and such strategies can also be adapted to our protocol. For example, attacks us-
ing microphones can be significantly attenuated by adding auditory masking signals
to the external device using an integrated speaker [43, 55]. Camera-based attacks can
be mitigated by conducting the pairing in private settings, like the clinic or patient’s
home [68, 73]. Additionally, visual obfuscation techniques, e.g., those using infrared

light [61], could be added into the external device to impair camera visibility of the user.

We emphasize that for our protocol, in the worst case, adversaries capable of launching
advanced side-channel attacks can compromise the security only while the legitimate
parties are present and conducting the pairing. In contrast, a potentially greater threat is
the possibility of an adversary silently injecting a key into the patient’s IMD and pairing
with it in daily life, a common vulnerability in previous OOB-based IMD pairing methods
(see Section 2.2 and Chapter 4). Our use of human physical interactions inherently
provides a robust defense against injection attacks. This way, patients in public areas
can feel more secure, as the risk of an adversary nearby attempting to pair with their

IMD is fundamentally restricted.

8.5 User Training and Ethical Considerations

User Training. Our pairing process involves users executing several motions, thus

requiring some training to ensure that they can perform the motions correctly. This
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process can conveniently take place in a clinic, such as after IMD implantation for pa-
tients, or during dedicated sessions for caregivers and medical professionals. Note that
nowadays, training sessions for various medical devices, including IMDs, are common
practice in hospitals; in fact, hospitals often have staff who are almost exclusively ded-
icated to educating patients to use their devices correctly [152, 153]. The creation of
accessible, user-friendly educational resources and their validation with people from di-

verse demographics are therefore of utmost importance.

Nonetheless, our findings imply that the training required for our techniques is rather
minimal. Recall that for each pairing technique (either in Chapter 5 or Chapter 6),
all participants, including two elderly individuals with limited technological proficiency
from our co-design workshop, were ready to proceed to the formal data collection phase

after less than one minute of training.

Specifically, we can gain valuable insights from our Study II in Chapter 5: our developed
smartphone apps have shown promise to be effective training tools, as evidenced by the
participants’ satisfactory performance after training and their overall positive experi-
ences. Specifically, participants found that our rotation apps provide intuitive, real-time
animations as well as clear visual and tactile feedback, helping them to become ac-
quainted with the pairing technique. For tap motions, as elaborated in Section 5.3.5,
the enhanced smartphone app has emerged as a valuable training tool. It is important
to note that our study used prototype-level apps, which still hold significant potential
for refinement to be dedicated training programmes. Similarly, such training apps can

also be developed for our vibration-based pairing technique in Chapter 6.

Ethical Implications. Both ethicists [154] and the HCI community [155] have indi-
cated healthcare as a high-stakes domain when integrating emerging technologies. Par-
ticularly, IMD users are often elderly, a group inherently vulnerable associated with their
reduced technological literacy and heightened health concerns [156]. Thorough ethical
considerations and development of mitigation strategies will ease the integration of our

proposed pairing techniques.

User consent demands rigorous attention. To safeguard patients’ interests, it is essential
to develop comprehensive informed consent processes (as what HCI community has
been putting effort to [157-160]). Patients should be fully informed of the role of the
required physical interactions in enhancing safety and security. Additionally, patients
should have the autonomy to choose whether to complete the pairing themselves, and/or
allow doctors to perform the required motions on their behalf. Such robust consent
mechanisms can empower vulnerable patients, build their trust in IMDs, and pave the

way for more empathetic and secure advancements in healthcare technology.
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Healthcare professionals and caregivers play an important role in IMD pairing, as they
could guide and monitor the patient, and even carry out the pairing on the patient’s
behalf. Proper support and education [161] for these people are vital to ensure they
are informed and well-prepared for the pairing process. Furthermore, it is crucial for
future research to validate whether our proposed techniques overly complicate or extend
the duties [162] of healthcare professionals and caregivers. Investigating the potential
emotional and psychological effects on them is necessary to ensure the pairing technology

does not impose extra stress or burden.

Patient privacy is paramount for IMD pairing [156]. One major concern is the inadver-
tent revelation of a user’s IMD status when observed performing the required operations
for pairing. To mitigate this, pairing can be conducted in private places, such as a clinic
or the patient’s home. Moreover, the motions executed during pairing might reveal the
user’s personal habits. However, these motions function only as an ephemeral secret and
can be permanently erased once the pairing is complete. Thus, any information disclosed
during the pairing process poses a limited risk to the user’s privacy. We advocate for
deeper investigations of other potential privacy issues and their corresponding solutions

in future work.

In terms of data security, our pairing techniques are designed to complement existing
security measures in conventional IMDs [9]. Our methods focus on the secure pair-
ing process and do not interfere with standard data security practices like encryption
and secure storage. This ensures that the integrity and confidentiality of patient data
are maintained, aligning with the security policies typically used in current medical
devices [156].

Health Impacts. Our proposed pairing techniques involve bodily motions and vi-
brations performed on the patient’s body, which may raise concerns about potential
long-term health impacts. During our co-design workshop (see Section 5.3.7), the IMD
experts confirmed that the required body rotations and taps pose minimal health risks
to patients. Regarding vibrations, existing research indicates that only prolonged and
excessive exposure (e.g., in certain occupational environments) is linked to adverse men-
tal and physical health effects [133, 134]. In contrast, our method uses brief vibrational
interactions lasting less than five seconds. Additionally, pairing operations would likely
occur infrequently—approximately once a month during clinic visits—further reducing

the likelihood of any negative health outcomes.

Nevertheless, we recognize the critical importance of thoroughly understanding any po-
tential health implications of our approach, especially in the delicate context of patient

care. To address this, future collaborations with a broader range of medical experts
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(such as physicians and IMD industry representatives) will be essential for comprehen-

sive evaluations, ensuring that any health risks are rigorously assessed and mitigated.

8.6 Limitations and Future Directions

Our work presented in this thesis has a number of limitations. This section describes

them and points out suggestions for potential future work.

One is the participants’ demographic, as we did not specifically recruit IMD patients,
mainly due to ethical constraints of the institution where the study was conducted?. For
example, patients with cardiac implants are often elderly, usually around 63 to 75 years
old according to [48]. While we did run a co-design workshop with an IMD patient and
an expert from this age group for our Study II, the majority of our participants did
not fall within this demographic. This might potentially introduce biases in the design
and evaluation of our proposed techniques. For instance, other elderly individuals may
perform the required motions differently, e.g., rotations may be slower or more error-
prone. Thus, future studies should validate our techniques in more diverse populations,

including more elderly IMD patients.

Similarly, while our initial investigations in a clinical setting provided valuable insights
(see Chapter 4), subsequent studies were confined to a controlled laboratory environ-
ment. Another aspect of future work is to iteratively evaluate and optimize our tech-
niques with medical domain experts, like doctors, emergency workers, and medical com-
pany representatives. Their participation is essential to identify and rectify potential

design biases, and to ensure our methods are well-suited to the IMD context.

Another limitation concerns the adversary model. As mentioned earlier, our work in-
volves user behavior associated with secrets, making it potentially susceptible to ad-
vanced side-channel attacks using cameras or microphones to capture the legitimate
user’s behavior in real-time. Although these types of attacks are not explored in this
thesis, their impact on our specific work and the effectiveness of previous mitigation
solutions warrant future investigation, particularly in light of the increasing capabilities

of artificial intelligence.

Additionally, although we designed our prototype in line with previous work in the IMD
security community [16, 22, 38|, there is room for enhancement particularly in its size
and weight. Future research should develop more skin-conformable and miniaturized
prototypes [163, 164]. Nevertheless, we believe that the current imperfections of our

prototype do not compromise the validity of our results.

2This is particularly strict during the COVID-19 pandemic.
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Moreover, during our literature review, we observed that while many studies have ex-
amined the vulnerabilities of existing IMD products in the market, there is a scarcity of
work that summarizes and compares the specific security solutions employed by these
devices in detail. We believe that exploring this area could be a valuable direction
for future research, as it would provide a clearer understanding of the current security

landscape in IMDs and potentially identify areas for improvement.

Furthermore, we emphasize that although substantial work has proposed techniques
for pairing with IMDs, the primary focus was on security aspects. The perspectives
of key stakeholders in this context—namely patients, medical personnel, and medical
providers—have largely been overlooked. [113] is the first study that delved into this
area. The authors interviewed 13 patients with IMDs and explored their views and
values regarding security of their devices. This information was then used to inform the
design of pairing mechanisms for IMDs. Another work conducted workshops with 24
medical providers, including cardiologists, physicians and medical device manufacturer
representatives [165]. The aim was to gather their views on previously proposed security
solutions for cardiac implants within academia. Both studies have highlighted that
while certain techniques may be technically feasible and sound from a technician or
security expert’s standpoint, they may not be desirably received or considered practical

by patients and medical staff. We argue for more future work like these ones.

Finally, it is worth pointing out that while the concept of “seamful” pairing discussed
in this thesis was developed for IMDs, it can be extended to a wide range of other ap-
plications. For instance, consider a user who owns a Bluetooth headphone and multiple
terminal devices such as a smartphone, laptop, and PC. Typically, when the headphone
is powered on, it automatically connects to the last device it was paired with. However,
this default behavior may not always match the user’s preferences, necessitating manual
reconnection to the desired device—a process that can be quite inconvenient. By incor-
porating seamful interaction for device pairing, the user could simply tap the headphone

several times against the target terminal to establish a new connection.

Another potential use case involves scenarios where users prefer to pair with a device
only when they are physically co-located with it. In these cases, the need for physical
contact ensures that only devices in close proximity can be paired and interacted with.
This adds a layer of intentionality and security to the pairing process. Overall, we
believe that the core concepts proposed in this thesis could provide valuable insights for

designing the next generation of Human-Computer Interaction systems.
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8.7 Conclusion

In this thesis, we investigate the existing techniques for pairing with an IMD, encompass-
ing approaches from both academia and those employed by real-world medical devices.
We identify concerns regarding the security and deployability of current techniques.
Specifically, we highlight a significant issue that has been consistently overlooked in
existing work: the pairing process is often designed to be “seamless”. Although this
provides convenience to legitimate users (such as the patient and doctor), it also makes
malicious pairing attempts towards IMDs difficult to detect, potentially leading to severe

consequences in this context.

To address the limitations of previous work, in this thesis, we introduce a new user-driven
pairing protocol between an IMD and an external device. This protocol incorporates
novel pairing designs that involve a degree of physical interaction with the patient’s
body. For instance, the pairing can be completed by the patient (or a doctor) tapping
the external device on the patient’s body for a few times. We thoroughly validate the
feasibility and usability of these techniques with human participants, and found that
secure pairing can be achieved conveniently. This approach maintains the benefits of
previous pairing techniques such as high usability, while significantly increasing the

patient’s perception level and, consequently, enhancing security.

The thesis then explores the deployability of our proposed pairing protocol. Specifically,
we verify that each component of the protocol can operate on embedded systems that
mimic the hardware capabilities of modern IMDs. The results further demonstrate
that our proposal is promising, and could potentially be integrated into existing IMD
products in the market with minor modifications. Certainly, comprehensive software
optimization and testing would be necessary for such integration, which is beyond the
scope of this thesis. We will provide all involved software and prototype designs as open

source to facilitate this process.

Overall, we point out a new direction in this thesis: secure user-driven pairing with
IMDs, explaining why it is desired and how it can be achieved. We believe that our work
establishes a new reference for future user-friendly design of security solutions for IMDs.
We hope that our contributions can offer valuable insights to medical organizations in
the development of future IMD products, which will impact the lives of a large group of

patients and families.
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